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Abstract  

Technology is evolving at a rapid pace and its role in adding value to businesses 

around the world has come sharply into focus. Due to this rapid growth of devices, the 

centralised cloud is now experiencing significant difficulties in protecting large volumes 

of digital data. It has also become expensive to manage and maintain data accuracy. 

Mobile Edge Computing has become a promising solution with innovative data 

management, cost effectiveness, reliability, and uninterrupted connectivity. While the 

technology has transformed how data is handled and processed, it remains 

susceptible to security attacks such as Man-in-the-Middle (MitM) attacks. These 

attacks can cause severe consequences, as the attacker can intercept 

communications between any two parties without their knowledge, compromising and 

disrupting sensitive data, card credentials, and passwords. 

This study aims to develop an anomaly-based intrusion detection scheme using 

ensemble modelling to combat MitM attacks. The scheme is designed to address false 

positives and improve accuracy. The proposed Ensemble Cuckoo was trained on 

Kaggle platform using Python as a programming language. We used the Cuckoo 

Search Algorithm to optimise the ensemble model (random forest). The scheme was 

compared to the Support Vector Machine (SVM) and the Local Outlier Factor (LOF) 

algorithms. To evaluate the effectiveness of the proposed Ensemble Cuckoo, this 

study utilised the F1-score, Precision, Recall and Accuracy metrics. 

The simulation results indicate that the proposed Ensemble Cuckoo outperformed the 

algorithms it was compared against, achieving detection accuracy of 99.9%, showing 

a good improvement in terms of minimising false positives. The results were validated 

using Bayesian Dynamic Stackelberg Game Theory, which simulates the interactions 

between the defender and the attacker. Despite its effectiveness, the study 

acknowledges certain limitations, including the need for refinement in real-time 

processing and challenges related to scaling in large, and distributed networks. Future 

research could focus on extending the application of the proposed Ensemble Cuckoo, 

paving the way for broader adoption and deployment in real-world scenarios. 

Keywords: Cuckoo Search Algorithm, Man-in-the-Middle Attacks, Mobile Edge 

Computing, detection accuracy, ensemble modelling, support vector machine, local 

outlier factor, Bayesian dynamic Stackelberg game theory. 
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Chapter 1 

Introduction 

1.1 Introduction  

Technology is evolving at a rapid pace and its role in adding value to businesses 

around the world has become sharply in focus [1]. Internet of Things (IoTs) is an 

innovative technology that has transformed how individuals consult for their health 

services, how agriculture is conducted today, and how the home has become a smart 

home [2]. All the information such as organisations store customer data, employee 

information, business documents, projects files, marketing materials, and operational 

data in the cloud; individuals store personal files, emails and contacts, backups, social 

media content, and health data; while the global community utilises cloud storage for 

global databases, open source repositories, academic research, media libraries, and 

public archives is stored on centralised cloud to allow individuals to access their data 

anywhere, anytime. Due to the rapid growth of the devices, the centralised cloud is 

now experiencing difficulties in protecting these volumes of digital data; it has also 

become expensive to manage and maintain the data accurately, also facing attacks 

such as cloud misconfiguration, Denial of Service (DoS), insider threats, minimised 

infrastructure visibility and unauthorised use of cloud services [3]. 

A solution to offload the centralised cloud such that instead of relying solely on a single, 

distant data center, some of the data processing and storage should be handled by 

local servers or edge devices was introduced in 1990 by Akamai, and a new 

technology called Mobile Edge Computing (MEC) has emerged as a promising 

solution, with innovative management of the data, lower connectivity costs, reliable 

and uninterrupted connection [4]. MEC technology has changed how digital data is 

currently handled and processed and, most importantly, it has brought the data closer 

to the originating source for processing. Although MEC technology has all these 

advantages, it has also introduced new security challenges including data privacy 

concerns, increased attack surfaces, and the need for robust encryption methods that 

require new approaches to ensure that the network and devices are protected. 

The use of Local Area Networks (LANs) within the centralised cloud environments and 

corporate data centres was considered beneficial for security purposes, as it enabled 

organisations to secure their data with multiple layers of security defences spanning 
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both virtual and physical environments. However, with the adoption of MEC, which 

involves distributing computational resources away from the secure core, this security 

benefit may no longer hold [5]. Security issues on edge computing have become a 

major concern; cybercriminals are targeting to compromise confidentiality, integrity, 

and availability of data. The edge devices have become the target due to the position 

and functions they provide such as data transmission, monitoring, filtering, and storing 

data that passes from one network to another [6].  

Cybercriminals aim to disrupt the normal operation of a network; in the event of 

unauthorised access attacks they target weak passwords, previously compromised 

devices or networks, and insider threats. Additionally, attackers construct botnets and 

use them to direct false traffic at the targeted network, devices and servers. This study 

focuses on the Man-in-the-Middle (MitM) attack [7], where a conversation between two 

or more communication devices is compromised through eavesdropping or 

impersonation.  

The attack is commonly practised but difficult to detect if the attacker is only observing 

and actively hiding their activities [7]. The objective of this study is to determine a cost-

effective technique for the detection and minimising false positives on the edge level. 

For an intrusion detection system (IDS) to identify attacks in a dynamic network, it is 

overwhelming and time-consuming, making the IDS unreliable because of the high 

false alarm rate. This proclivity increases the burden on the security analysts and 

slowly allows harmful attacks to go undetected because the system is overwhelmed 

and takes time to respond to attacks [8].  

Machine Learning Algorithms (MLA) have gained more attention recently, and the MLA 

approaches are deployed to generate predictive models for monitoring network 

attacks. This study proposes to design and implement an anomaly-based IDS against 

the MitM attacks using ensemble modelling to improve the detection rate and minimise 

false positives. Furthermore, attacks currently reach the edge network through the 

utilisation of the Domain Name Server (DNS). DNS was developed in 1983 by [9], as 

a scalable way to map hostnames to their Internet Protocol (IP) addresses.  

Just as the protocols designed for the early internet, DNS was designed without 

considering the security feature. They normally use plaintext messages implying that 

it is easy for a third party to read an ongoing conversation. The attacker positions 
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themselves between the end-user and the DNS server to alter a response from the 

DNS with false IP addresses, effectively redirecting the end-user where they will be 

susceptible to security attacks. Not much has been done to mitigate this kind of 

continuous issues that haven’t been thoroughly addressed, except by protecting the 

network path utilised by the DNS responses [10]. 

1.2 Research Problem 

The rapid growth of edge networks and the critical role of DNS in modern infrastructure 

have made these spaces vulnerable and easy targets for cyberattacks. MitM attacks 

pose a real threat by allowing attackers to intercept and manipulate ongoing 

communication between two parties without their knowledge. This leads to severe 

consequences, including data breaches, loss of sensitive information, and financial 

losses. Though many IDS systems exist, the current methods do not effectively detect 

MitM attacks due to several compromises, such as the difficulty in distinguishing 

between legitimate network traffic and malicious activity.  

Network traffic is increasingly encrypted using Secure Sockets Layer / Transport Layer 

Security (SSL/TLS), while IDS systems inspect network traffic by checking the packet 

headers or payloads. In tandem, encryption conceals the payload data. Thus, if the 

MitM attack manipulates data in an encrypted form, then the IDS may not be able to 

detect it unless the traffic can be decrypted. This is not possible. Sophisticated attack 

methods focus on signature-based detection, which depends on known attack 

patterns, making it ineffective against advanced threats such as Zero-Day attacks and 

challenges in analysing real-time traffic. While anomaly-based detection can be 

adaptable, it is prone to high false positive rates, degrading the capability of the 

detection system, particularly in a dynamic environment [11]. 

The existing solutions for MitM attacks do not effectively secure edge networks. Most 

of the security schemes are tailored for traditional cloud computing environments and 

are not adequate for edge networks [12]. To address this challenge, there is a growing 

demand to fill the gap in current solutions by developing a robust anomaly-based MitM 

detection scheme using ensemble modelling, tailored specifically for edge networks 

and DNS, to minimise the false positives and enhance the detection rate. 

The study in [13], proposed a commitment-based scheme for securing Bluetooth 

connections by having users draw figures on an Android screen and further proposed 
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an IDS based on Snort that uses firewall and netcut to block Internet Protocol (IP) 

addresses of malicious traffic to detect MitM attacks. However, the use of traditional 

IDS and firewalls is not sufficient in preventing MitM attacks due to their dynamic and 

complex nature. Using MLA to detect attacks could improve the learning process and 

ensure that the IDS becomes effective.  

1.3 Research Significance 

This study was motivated by the rise of devices susceptible to security attacks where 

the MitM attacks exploit the weaknesses in the system which lacks the authenticity 

mechanisms. We realised that the MitM attack can also facilitate other attacks 

including Denial of Service (DoS), and session hijacking. As such, this study strives to 

understand these vulnerabilities, develop and implement a robust detection scheme 

using an optimised random forest with a Cuckoo Search Algorithm (CSA) for the 

assurance of confidentiality, integrity, and reliability within the MEC networks. 

1.4 Research Aim 

Given the lack of security standards on the edge network, this study aims to develop 

and implement an effective anomaly-based detection scheme using ensemble 

modelling against the MitM attacks, tailored to detect specific attack vectors and 

behaviours in edge networks and DNS. This is designed to address scalability issues, 

and assess its feasibility and suitability for deployment in real-world scenarios. 

1.5 Research Questions 

 How can a robust scheme be constructed to detect and minimise MitM attacks 

in edge networks and DNS? 

 How does the proposed Ensemble Cuckoo scheme improve the detection rate 

performance and minimise the false positives and negatives of the MitM attack? 

 What are the challenges and limitations of deploying the proposed Ensemble 

Cuckoo scheme in edge networks and DNS, and how can these challenges be 

mitigated? 

 How does the proposed Ensemble Cuckoo scheme meet the security 

requirements and standards for edge networks and DNS, and what are the 

implications for its adoption and deployment? 
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1.6 Research Objectives 

To achieve the aforementioned research objectives and address the research 

questions, this study is founded on the following objectives: 

 To develop and design an effective anomaly-based IDS scheme for detecting 

and minimising of MitM attacks. 

 To evaluate the effectiveness of the proposed Ensemble Cuckoo scheme in 

improving the accuracy and efficiency of the scheme to detect MitM attacks. 

 To identify and analyse the challenges and limitations of deploying the 

proposed Ensemble Cuckoo scheme in edge networks, and DNS and propose 

solutions to overcome these challenges. 

 To evaluate the proposed Ensemble Cuckoo scheme against the security 

requirements and standards for edge networks and DNS and assess its 

feasibility and suitability for implementation in real-world scenarios. 

1.7 Literature Review 

The study in [14], proposed a deep learning-based MitM-IDS algorithm to address the 

MitM attacks, monitoring attackers based on signature-ID templates. The key strength 

of this model is its ability to detect malicious behaviour in the shortest time possible. 

However, while it is effective in detection, the scheme’s reliance on signature-ID 

validation may limit its adaptability to novel attack patterns. To differentiate between 

legitimate and malicious nodes in the edge network, [15] introduced a blockchain-

based certificate signcryption mechanism built upon the elliptic curve discrete 

logarithm problem. Despite demonstrating low signcryption overhead, the scheme still 

faces efficiency challenges, indicating room for improvement in practical deployment. 

Building on the idea of signcryption, [16] proposed a heterogeneous online/offline 

signcryption to enhance network scalability. The study aimed to assign monitoring 

nodes to enable quick response and attack detection. This monitoring tool checks 

latency, response time, and data, but the approach does not fully eliminate MitM 

attacks, suggesting that while mitigation is possible, complete eradication remains a 

challenge. 

In [17], an efficient TLS-based authentication mechanism was proposed for web 

applications to prevent attackers from impersonating legitimate DNS servers. Although 

the mechanism minimised communication overheads, its direct application to DNS 
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servers makes them vulnerable on the edge. This limitation highlights the need for 

additional measures to secure edge devices. 

Lastly, [18] proposed DNSCrypt to enhance customer edge security amidst high DNS 

latencies. The scheme evaluates communication between edge devices and DNS 

servers based on latency, assuming that higher latency indicates an attack. While the 

simulation results are promising, the scheme's reliance on latency as an indicator of 

attacks needs further validation due to various factors that can contribute to latency. 

1.8 Hypothesis 

The ensemble modeling approach significantly improves the true positive rate and 

minimises the false positive rate of the proposed Ensemble Cuckoo scheme while 

enhancing the computational efficiency as compared to the standalone anomaly 

detection method.  

1.9 Methodology 

The methodology focuses on developing a robust ensemble model to enhance the 

detection and classification of network intrusions. By combining multiple machine 

learning algorithms, the ensemble model aims to leverage the strengths of each 

individual algorithm while mitigating their weaknesses. This approach ensures 

improved accuracy, stability, and generalisation capabilities, making the model more 

effective in real-world scenarios. 

We designed our ensemble model by carefully selecting and integrating multiple 

classifiers. Each classifier contributes to the final decision through techniques such as 

bagging and boosting. This ensemble approach enables the model to perform well 

across diverse network environments and various types of attacks. 

Table 1.1 illustrates the simulation parameters used to carry out our study. The study 

uses the Kaggle platform as an experimental tool because it has free access to high-

quality datasets; it has integrated tools offering a cloud-based Jupiter notebook 

environment with free access to Graphics Processing Unit (GPUs) and Tensor 

Processing Units (TPUs). Kaggle has pre-installed libraries like TensorFlow, PyTorch, 

and Scikit-learn which saves time and effort. The study uses Python as a programming 

language due to its simple syntax, versatility, and flexibility. Python is also open-

source, free to use and accessible to anyone. 
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To evaluate the proposed Ensemble Cuckoo scheme, metrics such as false positive, 

accuracy, precision, recall, and f1-score are utilised. The Proposed Ensemble Cuckoo 

scheme is trained using a Random Forest (RF) optimised using CSA and compared 

against the Support Vector Machine (SVM) and Local Outlier Factor (LOF). The 

reason why the proposed Ensemble Cuckoo scheme is compared with SVM and LOF 

is that SVM is robust to outliers and noise in the data, particularly when using the soft 

margin approach, which is relevant when a scheme is designed to operate in a noisy 

environment. The LOF algorithm is specifically designed for anomaly-based or outlier 

detection and our scheme involves the detection of anomalies hence the LOF is a 

relevant and strong comparator. 

Table 1.1 Simulation Parameters 

Parameters Values 

Simulation tool Kaggle platform 

Programming language Python 

Metrics False positive, Accuracy, Precision, Recall, F1-score 

Algorithms CSA, RF, SVM, LOF 

Framework Bayesian inference, dynamic Stackelberg game theory 

Dataset Generated dataset and MitM attack dataset 

Network Mobile Edge Network  

Server Domain Name Server 

Train and Test split 70% training and 30% testing 

Cross validation 5 folds and 10 folds 

Number of nodes 80 

 

To validate the simulation results obtained we use the Bayesian inference which 

provides a natural framework for quantifying uncertainty in the model’s prediction and 

parameters. The Dynamic Stackelberg Game Theory is a defender-attacker allowing 

the analysis of strategic decisions in an evolving environment. The Stackelberg game 

theory provides an optimal strategy design that benefits the defender (detection 

scheme) because the defender can secure a first-mover advantage, making the 

approach particularly useful in validating strategies that involve timing and 

commitment [19]. 

The study has used two datasets, one generated from a simulated network and other 

downloaded from Kaggle MitM attack dataset. We use Scapy, a powerful Python tool 
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that allows for the manipulation of creating malicious packets for various purposes. 

The Dataset is split into 70% training and 30% testing our proposed Ensemble Cuckoo 

scheme. The simulation results were cross-validated using 5 folds and 10 folds. On 

the simulated network, we consider the number of nodes to be 80. 

1.10 Research Contributions 

The study contributes to the body of knowledge by presenting an innovative, multi-

layered security protocol designed for edge networks. This protocol incorporates 

multiple security measures at various levels to provide comprehensive protection 

against threats. By implementing layers such as authentication, encryption, intrusion 

detection, and access control, the protocol ensures that even if one layer is breached, 

other layers continue to secure the network. Which is evaluated against the latest 

ISO/IEC 27001 and IETF security guidelines, demonstrating its feasibility and 

suitability for deployment in real-world applications. The study culminates in providing 

practical guidance for organisations and developers to secure their systems. 

1.11 Publication Contributions 

 Optimising the cuckoo search algorithm for improved quality of service in 

cognitive radio networks. 2023 International Conference on Artificial 

Intelligence, Big Data, Computing and Data Communication (icABCD). 

DOI:10.1109/icABCD59051.2023.10220569 

 An Optimized Machine Learning Model for the Detection of Man-in-the-Middle 

attacks in Mobile Edge Computing. 2024 IST-Africa Conference (IST-Africa). 

DOI:10.23919/IST-Africa63983.2024.10569231 

 A Robust Bayesian Dynamic Stackelberg Game Theory Detection Scheme for 

Man-in-the-Middle attack in Mobile Edge Computing Networks. 2025 The 

Indonesia Journal of Computer Science (IJCS). 

1.12 Thesis Overview  

In Chapter 1, the study’s context is introduced, along with the identification of research 

objectives and questions and an explanation of the study’s significance. Chapter 2 

reviews the existing literature and lays the foundation, identifying existing gaps and 

approaches used to address MitM attacks and scalability issues in edge networks. 

Chapter 3 explores the methodological choices, tools for development and 

implementation, and algorithms for experimental simulations. Chapter 4 focuses on 

http://dx.doi.org/10.1109/icABCD59051.2023.10220569
http://dx.doi.org/10.23919/IST-Africa63983.2024.10569231
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the developed Ensemble Cuckoo scheme and its implementation, training, and 

evaluation. Chapter 5, the Bayesian Dynamic Stackelberg Game Theory is applied to 

validate the performance of the proposed Ensemble Cuckoo scheme, and finally, 

Chapter 6 concludes the study, providing recommendations for future research. 
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Chapter 2 

Literature Review 

2.1 Introduction 

An anomaly-based detection is a process of detecting patterns or behaviour in data 

that significantly deviate from what is considered normal. Anomalous data can indicate 

critical underlying issues like infrastructure failure, security threats, architectural 

optimisation opportunities, and improvement of marketing strategies [20]. Detecting 

outliers can be quite challenging due to the rarity of anomalies and the complexity and 

dynamism of normal behaviour patterns [21]. From a business standpoint, it is crucial 

to accurately identify genuine anomalies rather than mistaking false positives or data 

noise for significant issues. This precision ensures that resources are effectively 

utilised and decisions are based on informed and reliable insights. 

The related work contributes to the field by offering a clear and concise overview of 

the current state of research on anomaly-based IDS for MitM attacks using ensemble 

modeling in edge networks, which can serve as a valuable resource for other 

researchers and practitioners, it critically helps in making informed decisions by 

presenting a nuanced evaluation of existing studies and methodologies. This review 

serves as a guide for future research by identifying gaps and proposing new 

approaches for investigation, particularly in the context of edge networks. Further, it 

enhances understanding of the challenges and opportunities associated with using 

ensemble modeling for anomaly-based IDS in edge networks by integrating and 

synthesising diverse perspectives and results. 

This review section focuses on anomalies specifically related to MitM attacks within 

the edge networks. It covers various forms of MitM attacks, including eavesdropping, 

session hijacking, and data manipulation. We focus on anomaly-based detection 

techniques, with a particular emphasis on ensemble modeling approaches. We 

explore different ensemble techniques, including bagging, boosting, and stacking, and 

their application in detecting MitM attacks. The primary application context is the edge 

networks, including IoT environments, and other decentralised network architectures. 

The review traces and examines how anomaly-based IDS can be effectively 

implemented in these settings to assess security. 
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The review is limited to peer-reviewed journal articles, peer-reviewed conference 

proceedings, and credible industry reports published in the last decade. This ensures 

that the review is based on the most current and relevant research. While there are 

many techniques for anomaly detection, this review specifically focuses on ensemble 

modeling. Ensemble modeling is utilised because it combines multiple individual 

models to improve the overall performance and accuracy of anomaly detection, 

providing a more robust solution compared to other single-method approaches. Other 

methods, such as statistical or machine learning-based approaches, are only 

discussed in the context of their integration with ensemble models. 

2.1.1 Related Work  

The primary goal of this literature review is to explore and evaluate the current state 

of research on anomaly-based IDS for MitM attacks using ensemble modeling in edge 

networks. By systematically analysing and synthesizing existing studies, the review 

aims to: 

Identify gaps – highlight areas where current research on anomaly-based IDS for MitM 

attacks in edge networks is lacking or where further investigation is needed. 

Summarise key results – provide a comprehensive summary of the most significant 

results and trends related to the use of ensemble modeling for detecting MitM attacks 

in edge networks. 

Evaluate methodologies – assess the strengths and weaknesses of various research 

methodologies used in the studies reviewed, particularly focusing on ensemble 

modeling techniques. 

Propose future directions – suggest potential directions for future research based on 

the identified gaps and trends, with an emphasis on improving the effectiveness and 

efficiency of anomaly-based IDS in edge networks. 

2.2 Background and Overview 

Anomaly detection research has evolved significantly over the decades, adapting to 

the growing complexity and volume of data. Initial approaches focused on statistical 

methods, such as control charts and hypothesis testing, to identify outliers in small 

datasets [15][18]. With the emergence of machine learning, techniques like clustering, 

nearest neighbour, and SVM have become increasingly popular for anomaly detection 



12 
 

[22]. These methods can handle larger datasets and more complex patterns, but the 

explosion of Big Data has introduced new challenges. Researchers developed 

algorithms to handle high-dimensional data and large-scale datasets [23]. Techniques 

like principal component analysis and isolation forests were introduced to improve 

detection accuracy [23]. 

From early 2010 till the present, deep learning has revolutionised anomaly detection, 

enabling the analysis of complex data types such as images, videos, and time-series 

data. Techniques such as auto-encoders, Convolutional Neural Networks (CNN), and 

Recurrent Neural Networks (RNNs) are now widely used [24]. The current research 

focuses on integrating anomaly detection with other Artificial Intelligence (AI) 

techniques, such as Random Forest (RF). While there is a growing emphasis on real-

time anomaly detection [25], this evolution reflects the increasing complexity and 

diversity of data, driving continuous innovation in anomaly detection techniques.  

2.2.1 Key Concepts and Definitions 

An outlier is a data point that substantially varies from the rest of the dataset. It can be 

due to variability in the data or an indication of an error. For example, in a dataset of 

people’s ages, a value of 150 years would be considered an outlier. Novelty detection 

refers to identifying new or previously unseen data points that differ from the known 

data. This is often used in scenarios where the system needs to recognise new 

patterns or behaviours that were not present during training [26]. For instance, a fraud 

detection system might identify a new type of fraudulent transaction as a novelty. 

An anomaly is a data point or pattern that does not conform to the expected behaviour. 

Anomalies can indicate critical incidents, such as fraud, network intrusions, or 

equipment failure. Anomaly detection aims to identify these unusual patterns in a bid 

to take appropriate actions. For example, a sudden spike in network traffic could be 

an anomaly indicating a potential cyberattack. 

2.2.2 Challenges and Limitations 

While anomaly detection is powerful, it comes with several challenges and limitations. 

Data quality – poor data quality, including missing values, inconsistent formats, and 

duplicate entries, can significantly impact the accuracy of anomaly detection models 

[27]. As a challenge the ongoing difficulties faced during the process of anomaly 

detection due to poor data quality. This includes the need for continuous efforts to 
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clean and process data. As the limitation this highlights weaknesses in the anomaly 

detection models when faced with poor data quality Hence ensuring high-quality data 

is crucial for reliable results. 

Imbalance data – anomalies are usually infrequent compared to normal data, resulting 

in imbalanced datasets. This imbalance can cause traditional MLAs to perform poorly, 

as they may be biased towards the majority class [28]. 

Defining anomalies - determining what constitutes an anomaly can be subjective and 

context-dependent. Different applications may have varying definitions of what is 

considered abnormal, making it difficult to develop a one-size-fits-all solution that fits 

all scenarios [29]. 

High false positive rate - anomaly detection systems frequently suffer from high false 

positive rates, where normal data points are incorrectly identified as anomalies. This 

issue can result in unnecessary investigations and wasted resources [29]. 

Scalability - as datasets grow and become more complex, the computational cost of 

anomaly detection increases. Efficiently processing large-scale data while maintaining 

accuracy is a significant challenge [29]. 

Evolving data patterns - Data patterns can change over time, requiring anomaly 

detection models to adapt continuously. Static models may become outdated and less 

effective in detecting new types of anomalies [29]. 

Interpretability - Understanding why a specific data point is identified as an anomaly 

can be difficult, especially with complex models like DL. Improving the interpretability 

of these models is essential for practical applications [29]. 

2.3 Man-in-the-Middle attacks 

In this section, we examine the security threats and vulnerabilities emerging from the 

edge network. The rapid growth of IoT devices and sensors transmitting vast amounts 

of data to centralised cloud systems or corporate data centers faces several 

challenges. Processing a large amount of data incurs delays, and can be expensive, 

and the technical challenges of data movement mean that storage and privacy are 

compromised every day [30]. A recommended approach to address these challenges 

is edge computing. Edge Computing involves processing data closer to the source 

I.e., IoT devices and sensors rather than sending it to centralised cloud systems or 
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data centers. This reduces latency, lowers costs, and enhances privacy and security 

by minimising the amount of data that needs to be transmitted and stored centrally. 

MitM is a cyberattack where the attacker secretly interrupts the normal communication 

taking place between two or more devices that they believe are communicating with 

each other [30]. MitM attack at the edge of the network involves intercepting and 

manipulating data as it travels between Internet of Things (IoTs) devices and the 

central cloud or data center. In edge environments, where data processing occurs 

closer to the source, attackers can exploit vulnerabilities such as rogue access points, 

Domain Name System (DNS) spoofing, or Address Resolution Protocol (ARP) 

spoofing to insert themselves into the communication channels. This allows them to 

eavesdrop on sensitive information, modify data, or inject malicious content without 

the knowledge of either party involved. 

MitM attacks intercept any ongoing communication to eavesdrop, interrupt, and 

control. Technology has advanced and changed how businesses operate, 

experiencing an increase in online shopping, surfing the internet, making transactions 

online and booking health services online as depicted in Figure 2.1.  

 

Figure 2.1 Depicts network flow with and without MitM attack 

Cybercriminals are always on the lookout, targeting systems that have been previously 

compromised, insufficient security patches, lack of vulnerability scans, insufficient 

account protection, and incomplete network coverage [31]. In a traditional MitM attack, 

cybercriminals intercept and relay messages, steal, or modify data without the 

knowledge of the devices communicating.   

The attacker can install a packet analyser to monitor the network traffic for insecure 

communications. When the user logs into a website, the attacker then retrieves their 
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information and directs them to a fake website that mimics the real website [32]. On 

the fake website, the attacker collects the users’ valuable information which they can 

now use on the real website. The attacker can modify data transmission to prevent 

either party from recognising the modified data malware, linking or inserting the data 

into the communication channel. MitM attacks can cause severe disasters for small 

businesses such as data breaches, heavy fines, and reputational harm and losses.  

The Dutch registrar website, known as DigiNotar, was breached in 2011, enabling the 

attacker to gain access to at least 500 certificates for websites such as Google, Skype, 

and so forth. The access meant that the attacker had legal access to these websites 

hence they launched the MitM attack to steal users’ data tricking users into entering 

their passwords on fraudulent mirror websites while thinking it was legitimate [1]. 

A recent MitM attack identified by CrowdStrike was a Trickbot module called shaDII. 

The module targets all systems that are infected and installs a Socket Secure Layer 

(SSL) certificate, which enables the attacker to gain access. The attack was launched 

by two known cyber groups LUNAR SPIDER and WIZARD SPIDER. Hence it is still 

important that algorithms using ML be developed to minimise the high launching of 

MitM attacks [33]. 

2.4 Severe cases of MitM attacks on businesses 

There are several applications that individuals are currently using and are affected by 

security flaws such as Absa Homeowner, Discovery, DStv Now, Standard Bank App, 

Standard Bank mobile banking, Ster-kinekor or theatres, and Takealot.com. These 

MitM attacks exploit confidential customer information which can lead to identity theft, 

financial losses, and privacy violations [34].  

The attack disrupts normal operations by causing downtime, leading to a loss of 

productivity and revenue. In 2017, a confirmed data breach at Equifax compromised 

the personal information of 143 million Americans. In response, Equifax created a 

website, EquifaxSecurity2017.com, allowing users to check if they were affected by 

the breach. However, the issue arose when thousands of other websites shared the 

same SSL certificate used by Equifax's site. This vulnerability allowed attackers to 

host fake websites, redirect users, or intercept their data through methods like DNS 

manipulation and SSL spoofing were used [35]. 
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In 2014, Lenovo issued Personal Computers (PCs) with the adware Super Fish Visual 

Search. This adware allowed attackers to monitor web activity and login details while 

users browsed on Chrome or Internet Explorer. By modifying SSL certificates, 

attackers could inject their advertisements onto encrypted web pages, compromising 

security. Both consumers and businesses are vulnerable to MitM attacks [36]. 

Consumers face the risk of having their information tracked down, stolen, and 

exploited if they fall victim to fraudulent Wi-Fi networks, fake websites, or compromised 

email accounts. Users of any website or program that requires login credentials or 

stores financial data are prime targets for such attacks. 

Businesses have user-interactive websites and software applications that keep a lot 

of client data at risk. Businesses must devote resources to detect and defend against 

MitM attacks in addition to the operational slowdowns caused by mitigating or 

responding to one, as well as the recovery process of dealing with liability issues and 

re-establishing brand credibility [37]. Furthermore, MitM attacks have severe 

consequences for both businesses and individuals, including data theft, financial 

losses, reputational damage, disruption of operations, and legal and regulatory 

consequences. It is essential to take appropriate measures to minimise the occurrence 

of MitM attacks, such as using secure communication protocols, implementing 

intrusion detection and prevention systems, and educating users about the risks of 

MitM attacks. 

2.5 Related work 

2.5.1 Artificial Intelligence Techniques 

The study in [38] presents a survey of AI techniques for securing IoT services in edge 

computing environments. The authors discuss the challenges of securing IoT services 

at the network edge and propose an AI-based approach to address them. Various AI 

techniques, including Machine Learning, Deep Learning, and Reinforcement Learning, 

are used to enhance security. The study further reviews existing AI-based security 

solutions for edge computing, such as Intrusion Detection, anomaly detection, and 

threat intelligence.  

Each solution's strengths, weaknesses, and applications are analysed. The authors 

also discuss technical challenges like efficient data processing, scalable model 

training, and effective threat modeling. Furthermore, the study provides a 
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comprehensive overview of AI-based security solutions for IoT services in edge 

computing and highlights their potential to enhance IoT system security as shown in 

[39]. The study provides a comprehensive survey of AI techniques for securing IoT 

services in edge computing, but it could be strengthened by providing more empirical 

evidence to support the effectiveness of the proposed AI-based security solutions. 

The study in  presents a comprehensive literature review of cybersecurity attacks in 

IoT environments using Artificial Intelligence (AI) methods. The authors address the 

unique security challenges of IoT networks, such as many devices, and a lack of 

centralised security measures. The authors review various AI-based detection 

techniques, including ML, DL, and rule-based systems, providing a detailed analysis 

of their effectiveness, scalability, and limitations. 

These researchers further discussed key technical challenges in developing AI-based 

detection systems for IoT, such as the lack of labeled data, the need for real-time 

detection, and resource-efficient models. The study offers insightful discussion on the 

future directions in AI-based detection systems for IoT, including the development of 

explainable AI models, the integration of multiple detection techniques, and the 

application of blockchain and other evolving technologies. The study further provides 

a valuable overview of the current state-of-the-art in AI-based detection systems for 

IoT cybersecurity attacks and highlights the potential of these systems for enhancing 

the security of IoT networks. The study reviews AI-based detection techniques for IoT 

cybersecurity, addressing challenges and future directions, but lacks practical 

examples and real-world validations. 

Distributed Edge nodes are more susceptible to attacks due to their limited 

computational and storage resources compared to other endpoint devices like 

computers and cell phones. The study in [40] provides a comprehensive overview of 

how AI can enhance the security of IoT services in edge computing. The proposed 

approaches are designed to address the unique challenges and requirements of 

securing IoT devices deployed on edge networks with limited resources. 

While using AI to secure IoT devices, there are still gaps identified including 

adaptability to a dynamic environment hence the development of the scheme should 

investigate factors to ensure that the proposed Ensemble Cuckoo scheme addresses 

evolving security threats to ensure the robustness and adaptability of the AI models in 
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handling a dynamic environment which has become a problem calling for ongoing 

monitoring and updating. 

2.5.2 Ensemble techniques 

The study in [41] developed an anomaly-based IDS using an ensemble ML approach. 

The scheme was designed to improve IDS by detecting and classifying malicious 

activities through analysing network traffic. Due to the advancement of cyberattacks, 

the traditional IDS used here lacks robustness and does not consider the complexity 

caused by increasing traffic. To address this challenge, the current study suggests 

focusing on making the network scalable to minimise complexity problems. 

Furthermore, the IDS could be incorporated using a CSA to effectively improve its 

detection rate over MitM attacks. 

A crucial part of how Internet applications function is the DNS. It offers a method of 

translating Domain names into the relevant IP addresses. DNS spoofing, also referred 

to as DNS cache poisoning, is an attack in which altered DNS records are used to 

redirect web traffic to a malicious or unreliable resource, potentially leading to data 

theft or exposure to harmful content.  

The study in [42] presents a novel intrusion detection approach for IoT environments 

using ML ensemble techniques. The authors address the challenges of intrusion 

detection in IoT, involving large amounts of data from multiple sources, by proposing 

an ensemble-based approach. The approach uses multiple MLAs to learn normal 

behaviour patterns and detect anomalies. The study details the feature selection, 

training, and anomaly classification processes of the ensemble-based framework 

depicted in [43]. Simulation results highlight the effectiveness of the approach in 

detecting intrusions within IoT environments. This study contributes to the field of 

intrusion detection in IoT and highlights the potential of ML ensemble techniques for 

improving detection accuracy. The study presents a novel ML ensemble approach for 

intrusion detection in IoT environments, but it would benefit from real-world testing to 

validate its effectiveness beyond simulation results. 

The study in [44] proposed an innovative method for detecting intrusions in IoT 

networks using ensemble modelling with edge computing. It reviews the limitations of 

traditional signature-based IDSs and introduces anomaly-based IDSs that identify new 

attacks by recognising deviations from normal behaviour. The proposed system 
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integrates various anomaly detection algorithms to enhance accuracy and robustness. 

Edge computing is used to enhance performance and efficiency by processing data 

closer to the source minimises the need for large data transfers to a central server. 

The proposed system has the potential to address the limitations of traditional 

signature-based intrusion detection systems and enhance the security of IoT 

networks. 

The study in [45] proposes a new ensemble-based IDS for IoT, which consists of a 

feature selection algorithm, clustering algorithm, and classification algorithm. The 

feature selection algorithm identifies the most important features from the input data, 

while the clustering algorithm organises the data into groups. The classification 

algorithm then applies multiple models to each cluster and combines the results to 

generate the final decision. The proposed system was evaluated using two public 

datasets, and the results showed that it outperformed several existing IDS models in 

terms of accuracy, precision, and recall. The study also reflects the limitation in 

scalability and efficiency due to the resource-constrained IoT environments. 

The study in [46] proposed an ensemble tree-based model for intrusion detection in 

IIoTs networks, applicable to smart homes and industrial control systems. The model 

has two stages: decision tree models for feature selection and classification, and an 

ensemble model combining multiple decision trees for improved accuracy. Evaluated 

on IIoTs network traffic, the model achieves high accuracy in detecting attacks like 

DoS, probing, and infiltration, demonstrating its effectiveness for IIoTs security. The 

study shows that there is a limitation in the proposed ensemble tree-based model such 

as the computational complexity, which may limit its scalability and efficiency due to 

the resource-constrained IIoTs environments. 

The study in [47] explores the use of anomaly-based ensemble models for detecting 

intrusions across multiple domains. The authors trace the importance of detecting 

cyber threats in multiple domains and present the use of ensemble models to improve 

the accuracy and reliability of IDSs. The paper reviews existing anomaly-based 

ensemble models and discusses their performance on different datasets. The authors 

also propose a new ensemble model that combines multiple anomaly detection 

methods to enhance the identification of anomalies across various domains. The study 
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concludes with a discussion for future research directions in the field of anomaly-based 

ensemble models for intrusion detection. 

The application of the IoTs in a variety of situations has given it prominence. The 

authors in [48] suggested a binary classification approach, created with a machine 

learning ensemble technique, to filter and block malicious traffic, to prevent attackers 

from accessing the IoT network and its peripherals. The simulation results 

demonstrate the proposed model’s effectiveness against online attacks, making it 

appropriate for use in crucial IoT applications. The challenge observed from the study 

is the high rate of false alarms and false positives which occur when the IDS identifies 

legitimate traffic and classifies it as malicious, hence a proper method must be 

developed to address and minimise the false alarm rates. 

The study in [49] proposes an IDS that uses an ensemble of multiple MLAs to improve 

the accuracy and robustness of the intrusion detection process. The authors describe 

the architecture of the proposed system, which includes data pre-processing, feature 

extraction, and feature selection modules, as well as the ensemble learning 

framework. The study provides details on the different MLAs used in the ensemble, 

including decision trees, SVM, and neural networks. The authors also describe the 

feature selection process, which involves selecting the key features from the telemetry 

data to enhance the accuracy of the IDS. 

The study concludes with an evaluation of the proposed system, comparing its 

performance with other state-of-the-art IDSs. The authors demonstrate the 

effectiveness of their approach in detecting various types of attacks, including DoS 

and DDoS attacks. The study provides a comprehensive overview of the proposed 

ensemble learning-powered IDS for sensor monitoring data in IoT networks, 

highlighting its potential for improving the security of IoT networks 

2.5.3 Federated Learning 

The study in [50] focuses on the challenges and benefits of utilising Federated 

Machine Learning (FML) for anomaly detection in IoT and IIoTs environments. It 

proposes a security and privacy-aware Artificial Detection System (ADS) based on 

FML to address the growing concerns about data confidentiality in IoT and IIoTs 

applications. FML enables models to be trained across multiple devices without the 

need to share raw data, thereby maintaining privacy and enhancing security. The 
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review highlights a limitation of the original study, which was tested in a small 

environment. The performance of the FML-based ADS in a dynamic environment with 

factors like latency and network degradation remains unclear. 

To address these challenges, the study proposes incorporating homomorphic 

encryption and differential privacy. These techniques can protect data transmitted in 

the presence of malicious activities and ensure data integrity even as the volume of 

data generated by IoT devices increases. The study emphasises the potential of FML 

for secure and efficient anomaly detection in IoT and IIoTs systems but highlights the 

need for further research to address its limitations in dynamic environments. The study 

effectively highlights the potential of FML for secure anomaly detection in IoT and IIoTs 

environments but falls short in dynamic, real-world conditions. 

2.5.4 Deep Learning techniques 

The study in [51] developed a deep learning-powered system for detecting DNS 

spoofing attacks. DNS spoofing is a risk that redirects traffic to bogus server locations 

by copying the real ones. Users are sent to malicious websites because they are 

unaware of these attacks, which causes the leakage of sensitive and private 

information. The proposed Ensemble Cuckoo scheme leverages the power of Deep 

Learning, including Convolutional Neural Networks (CNN) or Recurrent Neural 

Networks (RNN), to analyse the traffic patterns of DNS. However, it remains a 

challenge to detect sophisticated and evolving spoofing techniques, and this issue 

often leads to a higher false alarm rate, which burdens the server with unnecessary 

traffic, creating a loophole for serious attacks to bypass the detection mechanism. 

Therefore, there is still a need to develop scalable, robust, and adaptive models. 

System administrators can employ a Network Intrusion Detection System (NIDS) to 

detect network security breaches within their organisations. However, developing a 

flexible and effective NIDS capable of handling unexpected and unpredictable attacks 

presents several challenges. The study in [52] lacks improvement in detection 

accuracy and robustness of detecting attacks in a complex environment. Therefore, 

the study in [51] proposed a deep learning-driven approach for developing an efficient 

and adaptable NIDS. The outcome of the study showed that the proposed model 

achieved high accuracy, precision, recall, and F-measure values, indicating its 

effectiveness in detecting and mitigating MitM attacks in edge networks and DNS. 
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These metrics collectively demonstrate the model’s robustness and reliability 

identifying malicious activities accurately. 

The study in [53] explores the application of DL for detecting anomalies in edge 

computing environments. The authors address the unique challenges associated with 

handling data at the network edge and propose a DL-based strategy to overcome 

these obstacles. Convolutional Neural Networks (CNNs) are employed in the 

proposed Ensemble Cuckoo scheme to identify anomalies by detecting deviations 

from the system's typical behaviour patterns. The study comprehensively covers the 

training process, feature extraction, and anomaly classification aspects of the CNN-

based system.  

Furthermore, the authors present simulation research results that demonstrate the 

effectiveness of the suggested method in identifying irregularities within fog computing 

architectures. This study provides a valuable contribution to the field of anomaly 

detection in fog computing, highlighting the capability of using DL techniques to 

improve the accuracy of detection. The study provides a thorough and insightful 

exploration of using DL for anomaly detection in edge computing, but it would benefit 

from real-world validation to confirm the effectiveness of the proposed CNN-based 

method beyond simulation results. 

This study in [54] proposes an ensemble DL-based IDS for the IoT using Lambda 

architecture. The authors first discuss the challenges of developing an effective IDS 

for IoT, including the large-scale and heterogeneous nature of IoT devices and the 

need for real-time detection. To address the challenges, authors in [55] proposed an 

ensemble DL-based IDS that combines multiple DL models to improve the accuracy 

and effectiveness of intrusion detection. The system is designed using Lambda 

architecture, which enables the processing of both real-time and batch data streams. 

The study describes the architecture of the proposed system, including the data 

processing and storage layers, the batch layer for offline processing, and the serving 

layer for real-time detection. The authors also provide details on the DL models used 

in the system, including CNNs and LSTM networks. The study concludes with an 

evaluation of the proposed system, including its performance in terms of accuracy and 

efficiency in identifying and categorising different types of attacks. The authors 

compare the results of their system with other state-of-the-art IDSs and highlight the 
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advantages of their approach, including its ability to handle large-scale and 

heterogeneous IoT networks. 

Furthermore, the study provides a comprehensive overview of the proposed ensemble 

DL-based IDS for IoT using Lambda architecture, highlighting its potential for 

improving the security of IoT networks. This study presents an ensemble learning-

based IDS for sensor telemetry data in IoT networks. The authors highlight the 

challenges of securing IoT networks and the need for effective IDSs to protect against 

attacks. 

The study in [56] proposes an anomaly-based IDS for IoT networks using a DL model. 

The authors explain the need for effective IDS in IoT networks due to the increasing 

number of security threats and the vulnerabilities of IoT devices. The proposed IDS 

involves the collection of IoT network traffic data, which is pre-processed and used to 

train a DL model to detect anomalies in the data. The authors provide a detailed review 

of the different DL models that can be utilised for anomaly detection, such as Auto-

encoder, Long Short-Term Memory (LSTM), and CNN.  

They discuss the challenges of using DL models for anomaly detection in IoT 

networks, including the requirement for a lot of labeled data and the need for efficient 

models that can be deployed on resource-constrained IoT devices. The proposed 

approach is evaluated using a dataset of IoT network traffic, and the results 

demonstrate that the proposed approach is effective in detecting anomalies with high 

accuracy and low false positives.  

The authors outline the shortcomings of the proposed approach and make 

recommendations, such as the use of transfer 5036 learning to improve the 

generalisation of the model and the use of FL to address privacy concerns in IoT 

networks. Furthermore, the study presents a valuable contribution to the field of 

anomaly-based IDS in IoT networks and highlights the potential of DL models for 

enhancing the security of IoT networks. 

The literature review in [57] explores the current state of IDS for edge networks using 

DL. It covers key concepts of edge computing and the challenges of implementing IDS 

in these networks. The authors review DL algorithms like CNNs, RNNs, and LSTM 

networks for IDS. They discuss feature extraction techniques such as wavelet 

transformation and statistical analysis, and the challenges in selecting optimal 
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features. The review highlights the need for diverse and realistic datasets for training 

and testing IDS. It also compares various IDS for edge networks, noting their 

advantages and limitations. The study provides a comprehensive review of DL 

algorithms for IDS in edge networks, effectively highlighting key challenges and the 

need for diverse datasets, but it would benefit from practical implementation examples 

to validate its results. 

This study in [58] proposes a deep intelligent attack detection framework for fog-based 

IoT systems. The framework utilises a deep neural network (DNN) for detecting 

attacks on fog-based IoT systems. The authors describe the architecture of the 

proposed framework, which includes three key components: data pre-processing, 

feature extraction, and classification. The framework is trained using a dataset of 

attack scenarios on fog-based IoT systems and is evaluated using various 

performance metrics.  

The results demonstrate that the framework outperforms existing methods in terms of 

accuracy, precision, and recall. The authors conclude with a discussion of the 

advantages and limitations of the proposed framework and suggest potential future 

research directions. The growth of the IoT has increased the number of interconnected 

devices, and in tandem, the risk of cyberattacks. To counter these threats, various IDS 

have been developed. One approach is to use ensemble-based IDS, which combines 

multiple IDS models to improve the detection accuracy. 

The study in [59] proposes an adaptative deep ensemble anomaly-based IDS and the 

purpose of the scheme is to improve the security of the IoT by detecting and mitigating 

malicious activities. The current study proposes a further consideration for the 

adaptative deep ensemble for real-time detection where investigations should explore 

more lightweight deep learning architectures, hardware acceleration, and edge 

computing methods to improve the system’s responsiveness. 

5.5 Machine Learning Techniques 

The demand for computer networks has grown significantly in the world. The study in 

[51] proposed a methodical strategy for utilising  Forward Greedy Selection (FGS) and 

Random Forest (RF) algorithms to identify User Datagram Protocol (UDP) packet 

headers involved in MitM attacks within networks. Since there are very limited studies 

in the literature that focus on UDP, there is a dire need to explore features such as 
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insufficient labeled datasets for training, scalability, and the lack of schemes proposed 

to deal with MitM attacks on UDP. It is important to diligently advance the use of ML 

for attack detection on UDP packet headers. 

This study in [60] provides a comprehensive evaluation of IDS in the IoT domain. The 

authors examined the techniques employed for IDS in IoT, including rule-based, 

anomaly-based, and ML-based approaches. They also highlight the importance of a 

deployment strategy for IDS in IoT and provide an overview of various deployment 

models such as centralised, distributed, and hybrid models. The study further 

discusses the validation strategies used for IDS in IoT, such as simulation-based and 

testbed-based validation, and the challenges associated with validating IDS in IoT 

environments. The authors then review the different kinds of attacks that can target 

IoT systems, such as DoS, MitM, and DDoS, and how IDS can be employed to identify 

and mitigate these attacks. 

The study also discusses the importance of public datasets for evaluating and 

benchmarking IDS in IoT and highlights some of the existing datasets such as KDD 

Cup 1999, UNSW-NB15, and IoT-23. Finally, the authors highlight some of the 

challenges and open issues in IDS for IoT, such as the need for more accurate and 

efficient IDS algorithms, the integration of IDS with other security mechanisms, and 

the development of IDS for emerging IoT technologies. 

The study in [61] focuses on the challenges and solutions related to intrusion detection 

in IoT networks. The study emphasises the importance of effective data engineering 

techniques, such as feature selection, scaling, and dimensionality reduction, for 

improving intrusion detection performance. Various MLAs, including SVMs, decision 

trees, RFs, and DL models, are used to detect and classify intrusions. The studies 

evaluate the performance of the proposed systems using real-world IoT traffic datasets 

and demonstrate their effectiveness in detecting and classifying intrusions with high 

accuracy and low false positives. The study highlights the importance of data 

engineering techniques and demonstrates the high accuracy of various MLAs for 

intrusion detection in IoT networks, but it could further explore the scalability and 

adaptability of these methods in diverse IoT environments. 

The study in [62] presents a comprehensive review of IDS using machine and DL 

techniques for IoT environments. The study addresses the unique challenges posed 



26 
 

by IoT networks, such as their heterogeneity, scale, and dynamic nature. The study 

proposed an IDS as a solution to these challenges and reviewed various Machine 

learning and deep learning techniques, encompassing supervised learning, 

unsupervised learning, and deep learning methods. The review provides a detailed 

analysis of the advantages and drawbacks of these techniques. The study provides a 

thorough review of IDS using machine and deep learning techniques for IoT 

environments which address the unique challenges of IoT networks, but it could 

benefit from practical insights into the implementation and real-world performance of 

these techniques. 

The study in [63] explored using ML to enhance IoT security by detecting attacks. It 

highlights the challenges of IoT networks, such as their diversity and scale, and 

proposes a method involving data collection, pre-processing, and training models (like 

neural networks and decision trees) to classify data as normal or malicious. Key 

features for classification include network traffic, device behaviour, and environmental 

factors. The study further discusses various ML techniques (supervised, 

unsupervised, RL) and addresses challenges like the need for large labeled datasets, 

real-time detection, and resource-efficient models. The study explores the use of ML 

to enhance IoT security by detecting attacks, but it would benefit from empirical 

validation and practical implementation examples to support its proposed methods. 

The study in [64] presents a case study using a neural network to detect attacks in an 

IoT network, demonstrating high accuracy and low false positives. This showcases the 

effectiveness of their proposed approach. The study significantly contributes to IoT 

attack detection using ML, highlighting the potential of these techniques to enhance 

IoT network security. 

The study in [65] explores the application of ML techniques for detecting network 

security threats in edge computing systems. The authors describe the security 

challenges in edge computing, which incorporate the large number of edge devices, 

the distributed architecture of edge networks, and the need for real-time threat 

detection. They propose the use of ML for detecting network security threats in edge 

computing systems, it entails gathering data on network traffic, feature extraction, and 

the training of ML models, including neural networks and decision trees, to determine 

whether the data is malicious or normal. The study addresses the application of ML 
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techniques for detecting network security threats in edge computing systems, but it 

would benefit from real-world validation and practical implementation examples to 

support its proposed methods. 

The study in [66] discusses various features that could be used for classification, 

including network traffic characteristics, application behaviour, and device features. 

Ultimately, this study provides a thorough analysis of the strengths and weaknesses 

of various ML techniques that can be used for detection. They also discuss the 

challenges of using ML for network security in edge computing, such as the demand 

for real-time detection and resource-efficient models.  

The case study in this instance shows the effectiveness of the proposed approach, 

which involves using CNN to detect network security threats in an edge computing 

system. The results show that the proposed approach is effective in detecting network 

security threats with high accuracy and low false positives. The study is a valuable 

contribution to the field of network security in edge computing systems and highlights 

the potential of ML techniques for enhancing the security of edge networks. The study 

provides a thorough analysis of ML techniques for network security in edge computing, 

demonstrating the effectiveness of CNNs, but it would benefit from real-world 

validation to support its results. 

The study in [67] observed the challenges discovered in [41] and proposed a scheme 

known as the Hybrid Intelligent IDS integrated using ML and meta-heuristic algorithm 

for applications in IoT-based healthcare. The study aimed to provide robust and 

reliable security for the healthcare system which has become vulnerable to security 

attacks. This study proposes that sensors utilised on the network infrastructure should 

have high quality and meet the desired requirements. 

A license for online access to a specific cloud application is known as a Software-as-

a-Service (SaaS). However, due to the Internet's periodic availability, which presents 

opportunities for numerous attacks, these services are occasionally delayed or 

completely interrupted.  The aim of the study in [68] proposes a scheme that provides 

robust and reliable security for centralised cloud applications that are vulnerable to 

security attacks. Their scheme includes the utilisation of MLA to improve the detection 

rate and mitigate the attacks by focusing on real-time analysis and response. 
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The limitations of this study are similar to those mentioned in [69], such as limited 

scalability, high false positive rate, inadequate real-time detection, insufficient 

adaptability, and resource intensiveness, hence there is still a need to fill this gap by 

proposing continuous monitoring and evaluation of the network’s performance to 

identify malicious activities and to consider mitigation measures using ensemble 

modeling to detect any activities deviating away from normal. While ensemble 

modelling is a powerful approach for detecting deviations from normal network 

activities, its certainty is not only the solution. Ensemble modelling combines the 

strengths of multiple machine learning algorithms to improve accuracy and 

robustness, making it effective for identifying complex patterns and anomalies.  

The study in [70] reviews anomaly detection techniques for IoT security using ML and 

data mining. It discusses IoT security challenges and various anomaly detection 

methods, including statistical-based, clustering-based, and classification-based 

techniques. The authors explore MLAs like Decision Trees, Random Forest, SVM, and 

DNN for anomaly detection, emphasizing the importance of feature selection with 

techniques like PCA and ICA. The study highlights the advantages and limitations of 

different anomaly detection systems for IoT security. The study provides a review of 

anomaly detection techniques for IoT security and highlights the importance of feature 

selection, but it could benefit from real-world validation of the proposed methods. 

The study in [71] proposes a novel IDS for IoT devices using a DT based on ML and 

DL. It addresses the challenges of traditional IDS in IoT due to limited resources. The 

system combines feature extraction techniques like PCA and ICA with a decision tree 

algorithm to identify network traffic as either normal or anomalous. Compared to other 

IDS, it achieves high accuracy and reduces false positives and negatives. The system 

is noted for its low computational complexity, scalability, and adaptability to various 

IoT devices, providing an effective approach to enhance IoT security however, the 

study would benefit from further empirical testing to validate its scalability and 

adaptability in diverse IoT environments. 

The study in [72] proposed a novel approach to intrusion detection in IoT environments 

using an ML ensemble. The proposed system consists of three stages: pre-

processing, feature extraction, and classification. The pre-processing stage involves 

data cleaning and transformation. The feature extraction stage uses Principal 
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Component Analysis (PCA) to reduce the dimensionality of the data, and the 

classification stage involves using an ensemble of MLAs to detect intrusions. The 

proposed system is evaluated using the UNSW-NB15 dataset, and the results confirm 

that the proposed system outperforms existing approaches in terms of accuracy and 

detection rate however, the study does not address its applicability in real-world which 

may confirm its effectiveness beyond the UNSW-NB15 dataset.  

The study in [73] discusses a survey of recent research on the use of ML in the context 

of edge computing for enhancing security and privacy provisioning. The authors 

highlight the increasing need for such solutions as more and more devices and 

services are implemented at the network’s edge. It further discusses various 

approaches to using ML for edge security and privacy, including anomaly detection, 

intrusion detection, and predictive modelling. The authors also provide a classification 

framework for these approaches based on the types of data sources, features, and 

algorithms used. The study goes on to describe some of the challenges and 

opportunities associated with ML-assisted edge security and privacy provisioning. This 

includes issues associated to data privacy, scalability, and the need for robust and 

reliable ML models. 

The authors further reviewed some recent research in this area, including case studies 

and experiments that demonstrate the effectiveness of ML for edge security and 

privacy. Finally, they identify some of the open research questions and future 

directions for this field. The study provides a comprehensive overview for the current 

state of research on ML-supported security and privacy management for edge 

computing, highlighting its potential for improving the security and privacy of edge 

systems. The study lacks empirical validation of ML techniques in real-world edge 

computing environments. Hence, conducting practical experiments and case studies 

to validate the effectiveness and scalability of ML techniques in diverse, real-world 

edge computing scenarios may be beneficiary. 

The study in [74] reviews some of the recent research in the area of cyberattack 

detection in IoT devices, including case studies and experiments that demonstrate the 

effectiveness of machine learning-based methods. The authors also provide a critical 

analysis of the strengths and weaknesses of these studies, highlighting the need for 

more comprehensive evaluations and benchmarks. The authors identify some of the 
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key challenges and prospects for ML-based methods for cyberattack detection in IoT, 

such as developing more efficient and scalable algorithms, addressing issues related 

to data privacy and security, and integrating these methods into real-world IoT 

systems. These essential highlights their potential for improving the security and 

resilience of IoT systems in the face of growing cyber threats. 

Compared to the traditional supply chain, the Fourth Industrial Revolution (Industry 

4.0) is transforming the future of supply chains by enhancing their agility and efficiency. 

However, due to its diverse and ever-changing nature, as well as the fact that non-

professional users often manage their information systems when it comes to security 

matters, data communication between partners in the Industry 4.0 supply chain can 

be vulnerable to a variety of attackers who exploit security breaches in both the internal 

and external environment of the partners. 

Attackers can breach the data connection between authorised parties in the Industry 

4.0 Supply Chain, endangering both the continuity and supply of services to all 

partners. Consequently, the study in [59] proposed an efficient TLS-based 

authentication mechanism, that minimises the occurrence of MitM attacks in web 

applications since the attackers have various ways to compromise the data 

communication between legitimate parties in the industry. 

This study in [75] discusses the challenges and unresolved challenges related to the 

application of ML in securing IoT devices against Advanced Persistent Threats (APTs). 

The authors initially highlight the growing security threats posed by APTs, which 

require sophisticated and adaptive security measures for detection and prevention. 

They then provide an overview of the state-of-the-art ML techniques used for IoT 

security, including supervised and unsupervised learning, DL, and ensemble methods. 

The authors also discuss the challenges of implementing ML for IoT security, such as 

data privacy and confidentiality, resource constraints, and the need for real-time 

processing. 

The study goes on to discuss various approaches for addressing these challenges, 

including edge computing, FL, and the use of lightweight MLAs. The authors also 

identify several open issues and challenges related to the use of ML for IoT security, 

such as the need for more robust and scalable models, the development of explainable 

and interpretable algorithms, and the integration of ML with other security 
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mechanisms. The study concludes by discussing the future objective and potential for 

ML in IoT security, including the use of advanced techniques such as adversarial ML 

and RL. The study provides a comprehensive summary of the challenges and open 

issues focused on the application of ML in IoT security, emphasizing the necessity for 

further research to create effective and robust security measures against APTs. 

2.5.2 Block-chain methods 

The study in [76] examines the challenges and benefits of using a classification and 

threat scheme for analysing security and privacy risks in ML for data analytics. The 

study identifies a gap in the original study related to the data’s origin and 

accountability. It outlines incorporating block chain-based techniques to address these 

issues. Block-chain could improve the security, transparency, and traceability of data 

shared across networks. 

Federated Learning (FL) provides a centralised administration for attack correlation, 

enhancing security measures. The study in [63] highlights the privacy concerns 

associated with traditional IDSs that require data sharing. FL provides a solution by 

enabling collaboration without disclosing personal information. To minimise 

communication overheads, it further recommends incorporating parameters like data 

processing, model compression, and dimension reduction into the FL-based IDS 

model. The study addresses the challenge of data heterogeneity in edge computing 

environments and emphasises the need for a robust scheme to handle data from 

various devices. The study also highlights the security concerns of edge devices that 

may not be fully integrated into the network's security framework. It is crucial to 

emphasise the importance of edge devices having security measures to protect 

against potential compromises. 

The emergence of edge computing enables the implementation of cutting-edge 

technologies like virtual reality and augmented reality. Therefore, providing users with 

faster network services while maintaining data transfer secrecy and authentication 

contributes to new horizons. The study in [77] proposed a certificateless signcryption 

mechanism based on Blockchain technology for edge networks. The proposed 

Ensemble Cuckoo scheme enables edge networks to allow devices to communicate 

effectively and securely without relying on conventional certificate-based methods. 

Although the scheme shows promising results, several drawbacks have been 
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observed, such as data quality, availability, and privacy concerns. The scheme must 

ensure proper data anonymisation, encryption, and secure data handling techniques 

to protect user privacy. 

IoT technology is crucial to many aspects of life and business. However, the increased 

use of IoT has brought diverse security issues that compromise data privacy and slow 

down the adoption of the technology in critical areas like the smart grid and intelligent 

transportation systems. To address this challenge, several methods have been 

developed to identify and circumvent IoT cyber threats. One such technique is 

anomaly detection, which establishes the limits of acceptable (normal) behaviour. The 

study outlines several challenges, including computational requirements, training data 

availability, and adaptability to evolving attacks. 

The study in [78] provides a comprehensive review of IDSs for IoT environments. It 

addresses the unique challenges posed by IoT networks, such as data sparsity, model 

complexity, and energy efficiency. The authors propose transfer learning, federated 

learning, and edge computing as solutions to address these challenges. Additionally, 

the study discusses future directions for IDS in IoT, including integrating multiple 

techniques, developing explainable AI models, and utilising blockchain and emerging 

technologies. Furthermore, the study provides a comprehensive overview of the 

current state-of-the-art in IDS for IoT and highlights the potential of machine and deep 

learning techniques to enhance IoT network security. The study provides a thorough 

review of IDSs for IoT environments, proposing innovative solutions and future 

directions, but it would benefit from empirical validation of the suggested approaches. 

2.5.3 Other Methods 

The study in [79] focuses on the challenges and benefits of migrating data 

management and security tools from cloud computing to edge networks for IoT and 

IIoTs applications. Traditional cloud-based approaches face limitations due to high 

data volumes, resource constraints, and security concerns. Edge computing offers a 

decentralised solution by processing data closer to the source, minimising latency, and 

improving efficiency. The study identifies a gap in the original study related to data 

privacy and security. It suggests incorporating techniques like data encryption, secure 

communication protocols, and differential privacy to protect sensitive data. The 

research highlights the importance of considering privacy and security when 
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implementing edge computing solutions for IoT and IIoTs applications. By addressing 

these concerns, organisations can leverage the benefits of decentralised data 

processing while securing sensitive information.  

However, other methodologies can also be considered to enhance network security. 

On the internet, the DNS is essential for establishing connections between services 

and users. In various applications after its initial design, DNS has been expanded to 

keep up with the demands and challenges of the modern world. There are numerous 

difficulties. Changes to ensure the anonymity of DNS queries were made in response 

to revelations of DNS traffic eavesdropping. Attempts to spoof DNS communications 

prompted modifications to support DNS integrity. Challenges that were identified by 

the authors in [80] are security threats, scalability, performance, and privacy on which 

they also provided guidelines to address these challenges. Furthermore, a thorough 

strategy is necessary to handle the difficulties presented by current DNS monitoring 

and examining DNS traffic and configurations regularly as protocols designed to 

improve network security and performance. 

The study recognises, analyses, controls, and optimises the traditional physical 

system using pervasive IoT applications. Several IoT applications have recently had 

security vulnerabilities, which put physical systems at higher risk. There are several 

security challenges outlined in this study such as maximised network complexity, 

limitation of resources, and concern about the security and privacy. The study in [81] 

proposes an Edge Computing-Based security for IoT devices to minimise the 

drawbacks brought in by traditional security mechanisms, including the inability to 

manage the large volumes of data  generated by IoT devices, and their vulnerability 

to security attacks because of the lack of computing power and limited storage 

capacity.  

The study improves the IoT devices’ security. However, it is still not clear how the 

study addresses the issue of increased network complexity. To address this issue, the 

current study proposes the use of hardware-based security measures, including a 

trusted execution environment, and securely separated regions to ensure security for 

IoT applications. It is important to calculate the strengths and drawbacks of the 

proposed Ensemble Cuckoo scheme designs and ensure that implementation 
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involves appropriate measures that would improve the network security and privacy 

concerns. 

MitM poses serious attacks, particularly on Industrial Control Systems (ICS). One 

method used to help identify MitM attacks is the use of honeypots. The study in [82] 

proposed a Markov Decision Process (MDP) incorporated with State-Action-Reward-

State-Action (SARSA). The study was compared to the traditional IDSs and it has 

achieved a higher accuracy and convergence speed. The study did not consider 

scalability, which could be difficult to manage and maintain in a large and complex 

environment.  

There is therefore an urgent need to implement appropriate measures that ensure 

efficiency and good security, thereby mitigating the risks.  The rapid improvement of 

technology and widespread usage of internet networks around the world are to blame 

for the sharp rise in cybercrime. The lesson of 2019 is that no company, no matter 

how big or small, is safe from a cyberattack. Cyber-attacks are more advanced and 

challenging to identify. As a result, security needs to be updated frequently.  

The Industrial Internet of Things (IIoTs), which is an open and networked system, has 

transformed the smart manufacturing environment. Consequently, cyberattacks on 

smart manufacturing facilities are now more likely to cause physical harm. The majority 

of cyberattacks on smart factories use malware. Therefore, it is essential to have a 

system that effectively detects malware in IIoT environments for smart factories by 

monitoring and analysing network data for malware attacks. The study in [83], 

proposed an IIoTs Malware detection using Edge Computing and Deep Learning for 

cybersecurity in smart factories to detect and mitigate the malware attacks in the IIoTs 

environment.  

The problem identified in this study is the unavailability of labeled IIoTs malware 

datasets. To overcome this challenge, data should be created based on features such 

as scalability and adaptability to improve the detection rate. One of the most practical 

and easily implemented Ad-hoc techniques for data transfer is the Wireless Sensor 

Network (WSN). While WSN provides significant flexibility, it has numerous flaws. 

MitM, black holes, and other forms of attacks are all made possible by the 

decentralised architecture of WSN.  
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The study in [84], presented a MitM-IDS (MitM-IDS) paradigm for attack detection, 

isolation, and node reconfiguration involves using an Intrusion Detection System (IDS) 

to proactively prepare nodes for potential threats. The IDS method helps identify 

attacks, isolate compromised nodes, and reconfigure the network to enhance security 

and prevent further damage. The study did not consider energy consumption and it is 

not clear what would happen if the number of nodes increases in terms of network 

scalability, which could greatly influence the detection scheme. In computer security, 

the End-point (EP) MitM attack is a well-known danger. The exchange of information 

between endpoints is the target of this attack.  

The confidentiality and integrity of data flow are affected by the attacker's ability to 

eavesdrop on the conversation between two targets and execute either active or 

passive monitoring. Researchers have created strategies to counteract this form of 

attack. The study in [85], proposed a detection EP MitM attack based on Address 

Resolution Protocol (ARP) analysis. The study observed that real-time detection and 

mitigation strategies were not considered. A new approach is therefore needed to 

investigate the feasibility of collaborative detection approaches, by focusing on these 

areas and developing more effective and reliable approaches for detecting MitM 

attacks on end-points. 

A severe network attack poses a growing threat to modern intelligent Train 

Communication Ethernet (TCE). Among the most overwhelming attacks are the MitM 

attacks, which are challenging to identify using standard techniques. Based on these 

attacks, the study in [86] proposed a dynamic temporal convolutional network-based 

IDS (DyTCN-IDS) to detect temporal attacks. While their scheme performed better 

than existing ones, several factors impacting its performance were not considered, 

such as robustness against adversarial attacks, real-time detection, and network-

specific attacks.  

This study aims to address these issues by investigating specific attacks targeting the 

control system of the network protocols and developing a detection mechanism. 

Traditional cloud computing encounters difficulties in addressing the real-time 

demands of IoT services due to significant network latency from the exponential 

growth of IoT data. Edge Computing (EC) addresses this by moving data processing 
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to edge nodes, significantly enhancing Quality of Service (QoS) for low-latency IoT 

applications. 

The study in [87] provides a comprehensive overview of MitM attacks, their effects, 

and potential countermeasures. The study highlights the commonality of MitM attacks 

as a precursor to other attacks like DoS, DNS spoofing, and port stealing. The study 

proposes a scheme to prevent MitM attacks. The limitations discovered in this study 

are the real-world implementation, highlighting challenges that affect SSP security. 

There is a need to develop and propose countermeasures to improve mitigations 

identified through the MitM attacks to secure simple pairing. 

The study in [88] presents an IDS specifically designed to detect temporal attacks in 

train communication Ethernet networks. Temporal attacks involve patterns of 

behaviour that change over time, making them difficult to detect using traditional static 

methods. The proposed IDS utilises a Dynamic Temporal Convolutional Network 

(DTCN) to address this challenge. The DTCN-based approach includes a feature 

extractor that captures the temporal behaviour patterns of the network and a classifier 

that detects anomalies based on deviations from these patterns. Simulation results 

show the effectiveness of the proposed IDS in accurately detecting temporal attacks 

in train communication networks. This research contributes to the field of intrusion 

detection in dynamic network environments and highlights the potential of DTCN-

based approaches to improve detection accuracy. 

The study in [89] proposes an anomaly-based IDS for the IoT using a CNN and a Multi-

Objective Enhanced Capuchin Search Algorithm (MOECSA). The authors describe 

the need for effective IDS in IoT because of the numerous devices and the increasing 

number of security threats. The proposed IDS involves the collection of IoT data, which 

is pre-processed and then used to train a CNN to detect anomalies in the data. The 

MOECSA algorithm is used to optimise the hyper-parameters of the CNN and improve 

its accuracy.  

The authors discuss the key features that can be used for anomaly detection, including 

device behaviour, network traffic, and environmental factors, and provide a 

comprehensive analysis of various CNN architectures and hyper-parameter tuning 

techniques that can be used for detection. They also discuss the challenges of using 
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CNN for anomaly detection in IoT, including the requirement for a lot of labeled data 

and the requirement for resource-efficient models.  

The proposed approach is evaluated utilising an IoT traffic dataset, and the results 

show that the proposed approach is efficient in identifying anomalies with high 

accuracy and low false positives. The study makes a valuable contribution to the field 

of anomaly-based intrusion detection in IoT and highlights the potential of CNN and 

MOECSA techniques for improving IoT network security. 

The study in [90] proposes an IDS for Train Communication Ethernet (TCE) networks 

using a Dynamic Temporal Convolutional Network (DTCN) to detect temporal attacks. 

The authors explain the importance of securing TCE networks due to the critical nature 

of train communication and the potential for cyberattacks to disrupt train operations, 

ensuring robust security measures is essential. The proposed IDS involves the 

collection of TCE network traffic data, which is pre-processed and used to train a 

DTCN model to detect temporal anomalies in the data. 

The authors provide a detailed analysis of the DTCN model and explain how it could 

be used to detect temporal attacks, such as port scans and Denial-of-Service (DoS) 

attacks. They also compare the proposed approach with other ML-based IDS and 

traditional IDS to demonstrate that the proposed approach outperforms others in terms 

of accuracy and the rate of false-positives.  

The proposed approach is evaluated using a dataset of TCE network traffic, and the 

results demonstrate that this approach is effective in detecting temporal attacks with 

high accuracy and low false positives. The authors address the shortcomings of the 

proposed approach and recommend future research directions, such as the use of 

transfer learning to improve generalisation of the model and the deployment of IDS on 

resource-constrained TCE devices. The study presents a valuable contribution to the 

field of IDS for TCE networks and highlights the potential of DTCN models for 

enhancing the security of TCE networks. 

The study in [91] proposes an anomaly-based IDS for IoT networks with improved data 

engineering to address the issues of data sparsity and heterogeneity in IoT networks. 

The authors explain the need for effective IDS in IoT networks due to the increasing 

number of security threats and the vulnerabilities of IoT devices. The proposed IDS 

involves the collection of IoT network traffic data, which is pre-processed using 
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improved data engineering techniques, such as feature selection and normalisation, 

to address the challenges of data sparsity and heterogeneity.  

The authors analyse various MLAs that can be used for anomaly detection, such as 

k-nearest Neighbour (k-NN), SVM, and Decision Tree (DT). They also compare the 

proposed approach with other ML-based IDS and demonstrate that this approach 

outperforms other approaches in terms of accuracy and false-positive rate, the 

proposed approach is evaluated using a dataset of IoT network traffic, and the results 

demonstrate its effectiveness in detecting anomalies with high accuracy and low false 

positives.  

The authors further outline the shortcomings of the proposed approach and make 

recommendations for future research, such as the use of DL algorithms to improve 

detection performance and the integration of the IDS with other security mechanisms 

to enhance the overall security of IoT networks. It also presents an important 

contribution to the field of anomaly-based IDS in IoT networks and highlights the 

potential of improved data engineering techniques for enhancing the performance of 

IDS. 

The study in [92] provides a comprehensive review of IDS in IoT, highlighting the 

various techniques, deployment strategies, validation strategies, attacks, public 

datasets, and challenges associated with IDS in this domain. This study presents a 

systematic literature review of using mobile computing for security analysis of IoT 

devices. The authors highlight the importance of security in IoT devices since, these 

devices are becoming more ubiquitous and integrated into daily life. 

The study then describes the methodology used for the literature review, which 

involved searching various academic databases and selecting relevant studies based 

on specific inclusion and exclusion criteria. The selected articles were then analysed 

to identify common themes. The authors identify four main themes in the literature: (1) 

mobile-based IoT security assessment, (2) security risks and vulnerabilities of IoT 

devices, (3) mobile-based detection and securing against IoT security threats, and (4) 

mobile-based mitigation and recovery of IoT security incidents. 

The study further provides a depth analysis of the results related to each theme, 

highlighting the main approaches, techniques, and challenges identified in the 

literature. The authors further highlight the constraints of the current research study 
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and provide recommendations for future research in this field. Furthermore, the study 

provides a comprehensive review of the current state of research on using mobile 

computing for security analysis of IoT devices. The authors highlight the potential 

benefits of this approach, as well as the challenges and limitations. 

The study in [93] proposed a transfer learning-based threat model called state action 

learning transition (SALT) for identifying attacks in smart home systems. The authors 

highlight the increasing risk of cyberattacks in smart home systems and the need for 

effective threat detection models to mitigate these threats. SALT uses transfer learning 

to enhance accuracy and efficiency of the threat detection process. The model is 

trained on a large dataset of attack scenarios and their corresponding features and 

then fine-tuned on a smaller dataset of smart home data. This enables the model to 

learn from a wide range of attack scenarios and apply this knowledge to detect new 

and unforeseen attacks in smart home systems. 

The study provides details on the architecture of the SALT model, including the feature 

extraction and selection modules, as well as the transfer learning framework. The 

authors also describe the different attack scenarios used in the training and evaluation 

of the model, including replay attacks, packet sniffing attacks, and password attacks. 

The study concludes with an evaluation of the SALT model, comparing its performance 

with other state-of-the-art attack detection models. The authors demonstrate the 

effectiveness of their approach in detecting various types of attacks, with high 

accuracy and low false positive rates. Furthermore, the study provides a 

comprehensive overview of the SALT transfer learning-based threat model for attack 

detection in smart home systems, highlighting its potential for improving the security 

of these systems. 

The study in [94] proposed a multi-level random forest model-based IDS for IoT 

networks using a fuzzy inference system. The proposed IDS comprises three levels of 

random forest models, with each level performing an increasingly specific analysis of 

the network traffic data. The fuzzy inference system is used to combine the outputs of 

the random forest models and make the final intrusion decision. The experimental 

results demonstrate that the proposed IDS outperforms other state-of-the-art methods 

in terms of accuracy and false alarm rate. The proposed IDS can effectively detect 
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different types of attacks, including brute-force attacks, DDoS attacks, and SQL 

injection attacks, in an IoT network. 

The study in [95] proposes an enhancement to an IoT hybrid intrusion detection 

system based on fog-to-cloud computing. The proposed system includes three 

components: (1) a local detection module for detecting known attacks and anomalies 

at the fog level, (2) a cloud detection module for detecting unknown and complex 

attacks at the cloud level, and (3) a fuzzy rule-based system for decision-making. The 

system uses data mining techniques to analyse the data collected by sensors and the 

data generated by the system itself. The proposed system is evaluated using the 

KDDCup99 dataset, and their simulation results show that the system achieves a high 

accuracy rate in detecting various types of attacks with a low false alarm rate. The 

proposed system can be used in various IoT applications, such as smart cities and 

industrial control systems, to enhance the security and reliability of these systems.  

The study in [96] examines the challenges and solutions linked to intrusion detection 

in IoT networks. The study proposed a two-stage approach to address these 

challenges. The first stage involves pre-processing IoT traffic data using data 

engineering techniques like feature selection, scaling, and dimensionality reduction. 

The second stage utilises an MLA, such as an SVM, to detect and classify intrusions. 

This approach aims to enhance the accuracy and efficiency of intrusion detection in 

IoT environments. The study proposes a promising two-stage approach for enhancing 

intrusion detection in IoT networks, but it would benefit from empirical validation to 

demonstrate its effectiveness in real-world scenarios. 

2.5.4 Game theory-related works 

The study in [97] focuses on the issue of MitM attacks, which are prevalent in networks 

and can lead to significant information leakage and financial loss. The study aims to 

develop a defence strategy against MitM attacks using game theory, specifically 

focusing on scenarios where defenders are self-interested and not cooperative. The 

authors modeled the MitM attack-defence scenario as a simultaneous-move game and 

adopted Nash equilibrium as the solution. The study proposed a practical adaptive 

algorithm for both defenders and attackers to learn and converge toward unique Nash 

equilibrium through repeated interactions. The simulation results of the study indicate 

that their proposed algorithms could effectively converge with the Nash equilibrium 



41 
 

strategy. This indicates that the defenders and attackers can adapt their strategies 

over time to reach an optimal balance thereby minimising the total loss from MitM 

attacks. 

While the study provides a robust theoretical framework and promising simulation 

results, it further reflects limitations such as real-world applicability because the study’s 

assumptions about the rationality and self-interest of defenders may not fully capture 

the complexities of real-world network environment. The study needs to be tested in 

larger, more complex network settings to evaluate its scalability and effectiveness. 

Furthermore, the study lacks a detailed discussion on the practical implementation of 

the proposed defence strategies in real-world systems. 

The study is designed to counter the MitM attacks using game theory focusing on 

defense strategies, while anomaly-based systems detect attacks by identifying 

deviations from normal behavior. Combining these approaches could enhance 

security. The adaptive algorithms from the study can improve anomaly-based systems' 

ability to adapt to evolving attacks. Additionally, the ensemble modeling in anomaly-

based systems, which can benefit from game-theoretic insights leading to more robust 

detection mechanisms. This integration could result in a more effective and adaptive 

security solution for MitM attacks in DNS and edge computing environments. 

A study in [98] examines how first-mover advantage impacts security investment and 

free-riding behaviour in interdependent security games. The study integrates networks 

and Stackelberg game models to analyse scenarios where defenders and attackers 

interact. The authors found that the first-mover advantage can lead to under-

investment in security due to free-riding among defenders. The study further 

highlighted the importance of considering both inter-dependency and sequential 

moves in security strategies to achieve optimal outcomes. 

While the study provides valuable insights into security investment and free-riding 

behavior, it has some limitations. The assumption that all participants act rationally 

may not hold in real-world scenarios. Additionally, the model may oversimplify the 

complexities of actual networks where various factors influence security decisions, and 

the study lacks a detailed discussion on practical implementation in diverse and 

dynamic environments. Addressing these limitations could enhance the applicability 

and effectiveness of the proposed strategies. 
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A study in [99] addresses the challenges of MitM attacks, which can lead to significant 

financial and security issues. Unlike the conventional approaches that focus on 

detection and prevention, this study aims to minimise the overall system loss from 

inevitable MitM attacks. The authors modeled the interaction between attackers and 

defenders as a Stackelberg security game and adopted the Strong Stackelberg 

Equilibrium (SSE) as the defender’s strategy. They developed a novel method to 

minimise the search space for computing the optimal defence strategy given the 

infinite strategy space. The simulation results of the study showed that the proposed 

game-theoretic defence strategy significantly outperformed non-strategic defence 

strategies in minimising total losses from MitM attacks. 

While the study presents a robust theoretical framework and promising results, it 

further reflects some limitations including the assumptions about the rationality of 

attackers and defenders which may not fully capture real-world complexities. 

Additionally, the practical implementation of the proposed strategies in diverse and 

dynamic network environments is not thoroughly discussed which affects the 

applicability of the proposed Ensemble Cuckoo scheme in a real-world. 

2.6 Chapter Summary 

Based on the literature review, it can be concluded that there is significant interest in 

developing an effective anomaly-based IDS for edge networks and DNS. An Anomaly-

based IDS offers several advantages including detection of unknown threats, 

comprehensive monitoring, minimal human intervention, enhanced security, and 

proactive defence. However, these benefits cannot be fully realised if persistent issues 

such as the high false positive rates, resource intensity, difficulty in defining normal 

behaviour, adaptability to new threats and scalability are not addressed.  

Ensemble modelling has been widely used in related studies with the combination of 

other algorithms to enhance detection accuracy. The application of ML algorithms is a 

promising solution which explains why there is still a need for the development of new 

integrated methods to address the conundrum above. The novelty of our study is to 

develop an anomaly-based detection scheme and use the CSA to optimise the 

ensemble model offering benefits such as improved accuracy in exploring the search 

space. The envisaged anomaly-based MitM IDS detection finding offers optimal 

solutions since the CS algorithm provides faster convergence to minimise the time 
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required to train the model, global search capability, and adaptability. The CS 

algorithm is efficient in terms of computational resources, making it suitable for large-

scale tasks.  
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Chapter 3 

Methodology 

3.1 Introduction  

This study uses an experimental-based design approach to provide a comprehensive 

analysis of anomaly-based MitM IDS development. The approach involves the 

measurement and analysis of the effectiveness of the IDS using statistical metrics, 

such as accuracy, precision, recall, and F-measure values.  The study also 

encompasses a detailed examination of the techniques and processes used in 

developing and deploying the IDS. The Chapter further focuses on the techniques 

used to develop and deploy the anomaly-based MitM IDS. The Anomaly-based MitM 

IDS is developed to accurately detect MitM attacks in Edge Networks and DNS 

environments, with a focus on minimising false positives and negatives.  

We use the CSA to optimise the parameter selection process within the ensemble 

model RF to adapt to emerging threats, thereby ensuring data integrity and network 

security. By simulating the laying of eggs by cuckoos in randomly chosen nests and 

applying the principle of survival of the fittest to retrain the best solutions, the algorithm 

iteratively improves the model parameters. Detecting MitM attacks presents significant 

challenges due to encrypted traffic, advanced attack methods, and the need for 

immediate response to threats without impacting network performance.  

Our scheme employs ensemble modelling and CS to detect anomalies signaling MitM 

attacks. It uses adaptive models that can adjust their parameters in real-time as new 

data is encountered, improving their accuracy over time in detecting anomalies. The 

significance of this work in the field of cybersecurity is profound. Developing a 

detection scheme tailored for edge networks and DNS addresses the unique 

vulnerabilities present in these critical infrastructures. This study enhances 

cybersecurity by introducing an adaptive detection mechanism. This mechanism can 

cope with a dynamic nature and network traffic with constantly changing patterns. 

Additionally, it aims to improve the detection accuracy. 

This research is particularly important for stakeholders in cybersecurity, as it provides 

a cutting-edge solution to protect critical network infrastructure. Enhancing the 

detection and response to MitM attacks ensures the security and trustworthiness of 

communications, which is vital for businesses, governments, and individuals relying 
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on digital networks. The advancements presented here aim to set new standards for 

cybersecurity measures, directly contributing to the overall resilience of our digital 

society against sophisticated cyber threats. 

3.2 Research Design 

To evaluate the effectiveness of the proposed Ensemble Cuckoo scheme using 

ensemble modelling, we improve the detection accuracy, response time, minimising 

MitM attacks, and adaptability of new emerging threats by using the CSA and we 

compare the proposed Ensemble Cuckoo scheme’s effectiveness with existing IDS 

solutions identified from the literature review such as [10]. This clarifies the 

improvements and advantages of our approach. We use statistical tools such as 

Decision trees and anomaly-based tools such as the Random Forest to train our 

scheme further and take these outputs as input to the random forest algorithm. We 

evaluate our proposed Ensemble Cuckoo scheme using metrics such as accuracy, 

precision, recall, f1-score, ROC Curve, and AUC. We use hypothesis testing to 

determine any significant difference between the detection rates of different IDS 

configurations.  

3.3 Research tools 

We use a Kitsune Network Attack Dataset freely available on the Kaggle platform 

[100]. Figure 3.1 depicts the network topologies used for data collection and the 

corresponding attack vectors where the attacks were executed. Network traffic was 

captured at point 1 and point x at the router. Initially, clean network traffic was recorded 

for the first 1 million packets, followed by the execution of cyber-attacks shown in figure 

3.1. The dataset set has been used by various studies for classification purposes, and 

we use it for our detection scheme. The dataset includes a wide range of attacks, 

including MitM, Denial of Service (DoS), and botnet attacks which help in training 

robust IDSs. 

Ensemble modeling optimised with the CSA was chosen for detecting anomaly-based 

MitM attacks due to its superior robustness and accuracy compared to other methods. 

Ensemble modeling leverages multiple models to create a more reliable prediction 

system mitigating the weaknesses of individual models and enhancing overall 

performance. The CSA inspired by the brood parasitism of cuckoo birds excels in 

solving complex optimisation problems by efficiently fine-tuning the ensemble model's 
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parameters, thereby improving detection rates and minimising false positives and 

negatives. While other methods like Local Outlier Factor (LOF), Support Vector 

Machine (SVM), and Random Forest (RF) were considered, they each had limitations: 

LOF may struggle with high-dimensional data, SVM can be computationally intensive 

with large datasets, and RF can overfit in noisy data scenarios.  

Additionally, heuristic-based detection and statistical anomaly detection methods were 

reviewed, but their limitations in handling zero-day attacks and requiring extensive 

tuning respectively made them less ideal. Machine learning-based anomaly detection 

was also considered but posed significant challenges in integration and real-time 

performance due to high computational demands. By optimising ensemble models 

with the CSA, this study aims to combine the strengths of various detection 

techniques, ensuring high detection accuracy and efficiency, and providing a more 

reliable solution for identifying MitM attacks within edge networks and DNS 

environments.  

3.4 Ensemble solution and ML techniques 

The proposed ensemble solution utilises the RF as a homogeneous ensemble, where 

it creates an ensemble of decision trees which are trained on various subsets of the 

data and features to enhance accuracy and robustness. The RF technique was 

chosen for its complementary strengths in handling various aspects of the data and 

improving the overall detection performance. 

3.4.1 Feature Selection 

The model is trained using a dataset with 115 features. To prevent overfitting and 

enhance the model's generalisation capability, feature selection techniques such as 

Principal Component Analysis (PCA) and Recursive Feature Elimination (RFE) were 

employed. These techniques help in identifying the most relevant features, minimising 

the dimensionality of the data, and improving the model's performance. 

3.4.2 Dataset Partitioning 

The dataset consists of 2.5 million instances. To ensure a fair evaluation of the model, 

the dataset is partitioned into training and testing sets. The partitioning is done as 

follows: 
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Training Set: 70% of the dataset (1.75 million instances) is used for training the 

model.  

Testing Set: 30% of the dataset (750,000 instances) is used for testing and validating 

the model's performance.  

This partitioning strategy ensures that the model is trained on a substantial amount of 

data while also being tested on a separate set to evaluate its accuracy, precision, 

recall, and F-measure values. 

 

 

Figure 3. 1 Man-in-the-Middle attack dataset [100] 

3.4 Dataset  

The Dataset contains millions of network packets, providing a substantial amount of 

data. The datasets come pre-processed in CSV format, ready for ML applications, 

along with the corresponding label vector. The kitsune network attack dataset includes 

115 features extracted using the afterimage feature extractor. These features provide 

a statistical snapshot of the network traffic in the context of the current packet 

traversing the network. The feature includes packet size, packet timing, source IP 

address, destination IP address, protocol, packet length, flags, flow duration, bytes 

transferred, inter-arrival time, entropy, count of unique ports, and many more derived 

from the Afterimage feature extractor.  
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The statistical overview provides insights into network performance by analysing 

metrics such as degree distribution, clustering coefficient, betweenness centrality, and 

average path length and is capable of efficiently processing millions of network traffic 

streams in real-time to monitor and secure the enterprise network against potential 

threats. The dataset had an imbalance and to address this issue, we dropped the last 

row to ensure data consistency and integrity. The kitsune network attack dataset can 

be effectively used for anomaly-based intrusion detection, which is a critical aspect of 

network security. Anomaly-based detection systems function by establishing a 

baseline of normal network behaviour. They then monitor for deviations from this 

standard, which could signal potential security threats. 

3.5 MitM Attack prevention techniques 

This study focuses on various types of MitM attacks and how attackers utilise them to 

disrupt the normal operations of individual systems and businesses. MitM attacks can 

be launched on any encryption within the Open System Interconnection (OSI) layers, 

including the Application, Presentation, and Transport layers. Security protocols such 

as SSL / TLS, are applied to secure communication channels between two parties 

[98]. However, attackers often find ways to bypass or manipulate these security 

protocols, leading to intercepting what is perceived as “secure.” 

 Specifically, attackers may utilise techniques like hypertext transfer protocol secure 

(HTTPS) spoofing, where they create a fake HTTPS website by spoofing the address 

of a legitimate website. Subsequently, they send a link for this fake website to victim 

users, who unknowingly visit the fake site. Secondly, SSL hijacking is a type of MitM 

attack that occurs when an attacker hijacks a user’s legitimate session, impersonating 

the user. In this scenario, the server remains unaware that the individual conducting 

the transaction is not the intended user, and the stripping is where the attacker 

downgrades the security of a website’s connection, allowing them to access the 

communications between a client and the connected server.  

In this scenario, the user continues communication, believing it to be secure, while the 

server also perceives a secure connection with a legitimate user. Furthermore, the 

attacker gains access to a secure connection with the server and an open connection 

with the user. This allows the attacker to intercept everything exchanged between the 

user and the server. There is also IP, ARP, and DNS spoofing and many more attacks 
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of MitM. Figure 3.2 illustrates a connection between a user and the server, where an 

attacker intercepts their connection, fooling both the user and server to think their 

connection is real. 

 

Figure 3. 2 Man-in-the-Middle attack interception 

 The challenges faced with MitM attacks are that it is difficult to detect due to the 

attacker intercepting and modifying real-time traffic, making it hard to identify 

anomalies. Even data sent as encryption makes it difficult to detect the 

presence of anomalies. MitM attacks are also dynamic due to attackers 

changing their tactics, complicating the development of effective 

countermeasures. 

 Manipulating DNS resolution redirects traffic to malicious servers or intercepts 

and modifies communication. Techniques include DNS cache poisoning, DNS 

tunneling, and DNS hijacking. 

 Exploiting vulnerabilities in edge network infrastructure for unauthorised 

access, data exfiltration, or attacks against other targets. Techniques include 

port scanning, edge device exploitation, routers, cameras, or IoT devices. 

Figure 3.3 illustrates the types of MitM attacks investigated in this study, how the 

attacks take place, the impact these attacks have on individual users and 

organisations, and possible mitigation strategies. Most companies currently work 

remotely hence it is crucial to design an IDS that ensures security for individual users 

and organisations around the world. 
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Figure 3.3 MitM attacks and how they are addressed 
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3.6 Network Architecture 

Figure 3.4 illustrates the network features of MEC servers distributed at the network 

edge, connected to a centralised DNS server for host-name resolution and MEC 

servers for data processing and storage, enhancing edge computing capabilities while 

maintaining centralised control and resource management. This architecture 

optimises latency-sensitive activities by offloading computation to MEC servers while 

leveraging centralised resources for scalability and efficient management of network 

resources. 

In this network setup, each subnet is equipped with an IDS sensor. The IDS sensor 

monitors network traffic and detects any suspicious or malicious activity within its 

assigned subnet. All IDS sensors are connected to a central management server and 

overseen by an administrator. A potential attack scenario is illustrated in Figure 3.4, 

where an attacker inserts themselves between the MEC server and a user, disrupting 

the original connection and assuming a false identity in the process. Additionally, 

another attacker targets the DNS service. This attack highlights the importance of IDS 

sensors in detecting unauthorised access attempts and malicious activities within the 

network, thereby aiding in the timely identification and mitigation of security threats. 

 

Figure 3. 4 Mobile Edge Network with a Domain Name System 
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3.7 Detecting the presence of an attack 

Figure 3.5 depicts values and network parameters that assist in detecting whether 

network traffic is legitimate or there are anomalies within the network. 

 

Figure 3. 5 Network Parameters detecting the presence of an attack 

3.8 Intrusion Detection Scheme  

IDS is crucial and utilised in application services to secure networks, but they have 

several challenges that should be considered when designing an effective scheme 

because of the high volume of alerts. The system sometimes generates unnecessary 

alerts many of which are false positives and negatives. Inspecting every alert can be 
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time-consuming and resource-intensive, allowing serious attacks to go undetected. 

Most of the IDS in literature have not examined insider threats but focus on detecting 

external because identifying and mitigating threats originating from within the 

organisation can be difficult as these involve legitimate users exploiting their access. 

The complexity of the attacks, encrypted traffic, performance and scalability, zero-day 

attacks and evasion techniques are also key areas on interest. It is indeed very 

challenging to deal with these challenges due to the evolution of technology and 

adaptive attacks [101]. 

3.9 Cuckoo Search Algorithm 

The CS algorithm, developed by Yang and Deb in 2009, is a robust metaheuristics 

optimisation technique based on the brood parasitism behaviour observed in cuckoo 

species. CSA has been widely utilised by researchers for a variety of applications 

across fields such as function optimisation, engineering optimisation, machine 

learning, feature selection, image processing, and forecasting [102]. The uniqueness 

of the CSA makes it applicable in many applications where optimisation is key 

concern. It can find local minima and global solutions for complex dimensional 

problems. Furthermore, the algorithm has been adapted and contribute significantly to 

this study by improving the detection rate and minimising the false positives and 

negatives. 

3.9.1 CSA Principles 

The CSA is based on three main principles that can be applied to optimise detecting 

the MitM attacks in this study: 

 Levy flights – It uses levy flights for global optimisation, a random walk where 

the step sizes having a heavy-tailed probability distribution. In the context of 

MitM attack detection, this could help in exploring vast search space of possible 

solutions efficiently, leading to the discovery of optimal or near-optimal sets of 

rules and patterns for identifying such attacks. 

 Egg laying – cuckoo lay their eggs in the nests of other birds. If the host bird 

discovers the cuckoo’s eggs, it either throws them away or abandons its nest. 

The CSA uses this principle to decide the radius or the distance within which 

new solutions (eggs) are laid around a current solution (nest). For detecting 

MitM attacks, this means that once a potential detection strategy (solution) is 
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identified, the CSA can explore nearby strategies to refine and improve 

detection capabilities. 

 Discovery and abandoning worse nests – a fraction of worse nests are 

abandoned at each generation, and new nests are built randomly. When 

applied to MitM attack detection, this principle ensures that ineffective detection 

strategies are discarded, and new strategies are continuously explored. This 

helps in adapting to evolving attack patterns and maintaining the effectiveness 

of the detection system over time. 

3.9.2 Initialisation  

A network dataset is downloaded with features from the network traffic data, the 

thresholds for anomaly detection, step size 𝛼, discovering probability 𝑃𝛼and the 

number of iterations used as an end criterion. 

Levy flight is a type of random walk, characterised by step lengths that follow a heavy-

tailed probability distribution and the mathematical representation for the step lengths 

‘s’ can be drawn from a levy distribution: 

𝑠 
𝜆𝛾(𝜆)𝑠𝑖𝑛(𝜋𝜆 2⁄ )

2
  

1

𝑢1+𝜆, (𝑢 > 0)       (1) 

where the step length of the length ‘s’ for a Levy flight is used in the CSA to generate 

new solutions. In the CSA, the step length ‘s’ of a Levy flight is crucial for generating 

new solutions, as it dictates the distance of the next move within the search space. 

The step length is influenced by the constant ‘𝜆’, typically between 1 and 3, which 

affects the algorithm’s exploratory capabilities, and is scaled by a random number ‘𝑢’, 

drawn from a uniform distribution, in conjunction with the gamma function ‘𝛾(𝜆)’ and 

the sine function ‘𝑠𝑖𝑛(𝜋𝜆 2⁄ )’, to fit the Levy distribution. 

Levy flight integrated with CSA: each iteration, a solution (𝑥𝑖(𝑡)) is updated to a new 

solution (𝑥𝑖
𝑡+1}) based on the Levy flight process: 

 xi
t+1 = xi

t + α⊕L𝑒′vy(𝜆)        (2) 

where 𝛼 > 0 is the development measure that must be aligned with the sizes of the 

problem of interest, often, this can use 𝛼 = 1. 

The Levy flight provides a random walk, with the irregular step length drawn from a 

distribution denoted by equation 2, where 𝜆 denotes: 
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 𝐿𝑒𝑣𝑦𝑢 = t - 𝜆   where 𝜆 ∈(0,3)       (3) 

CSA is the optimisation technique that mimics the parasitic behaviour of cuckoos to 

find optimal solutions, using random walks and levy flights for efficient exploration and 

exploitation of the search space. The max_generations indicate the possible max 

number of solutions that might be considered. 

Table 3.1 Cuckoo Search Algorithm 

1. 𝐵𝑒𝑔𝑖𝑛 

2. 𝐷𝑒𝑓𝑖𝑛𝑒 𝑡ℎ𝑒 𝑜𝑏𝑗𝑒𝑐𝑡𝑖𝑣𝑒 𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛 𝑓(𝑥), 𝑥 𝑏𝑒𝑖𝑛𝑔 𝑡ℎ𝑒 𝑠𝑜𝑙𝑢𝑡𝑖𝑜𝑛 𝑣𝑒𝑐𝑡𝑜𝑟. 

3. 𝐼𝑛𝑖𝑡𝑖𝑎𝑙𝑖𝑠𝑒 𝑎 𝑝𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛 𝑜𝑓 𝑛 ℎ𝑜𝑠𝑡 𝑛𝑒𝑠𝑡𝑠(𝑠𝑜𝑙𝑢𝑡𝑖𝑜𝑛𝑠). 

4. 𝑊ℎ𝑖𝑙𝑒(𝑡 < 𝑚𝑎𝑥𝑔𝑒𝑛𝑒𝑟𝑎𝑡𝑖𝑜𝑛𝑠) 

5. 𝐹𝑜𝑟 𝑒𝑎𝑐ℎ 𝑛𝑒𝑠𝑡 𝑖 ∈ 𝑡ℎ𝑒 𝑝𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛 

6. 𝐺𝑒𝑛𝑒𝑟𝑎𝑡𝑒 𝑎 𝑛𝑒𝑤 𝑠𝑜𝑙𝑢𝑡𝑖𝑜𝑛𝑠𝑖 𝑢𝑠𝑖𝑛𝑔 𝐿𝑒𝑣𝑦 𝑓𝑙𝑖𝑔ℎ𝑡 𝑑𝑖𝑠𝑡𝑟𝑖𝑏𝑢𝑡𝑖𝑜𝑛. 

7. 𝐸𝑣𝑎𝑙𝑢𝑎𝑡𝑒 𝑖𝑡𝑠 𝑞𝑢𝑎𝑙𝑖𝑡𝑦 𝑓(𝑠𝑖). 

8. 𝐼𝑓(𝑓(𝑠𝑖) < 𝑓(𝑖)), 𝑟𝑒𝑝𝑙𝑎𝑐𝑒 𝑠𝑜𝑙𝑢𝑡𝑖𝑜𝑛 𝑖 𝑤𝑖𝑡ℎ 𝑡ℎ𝑒 𝑛𝑒𝑤 𝑠𝑜𝑙𝑢𝑡𝑖𝑜𝑛𝑠 𝑖. 

9. 𝐸𝑛𝑑 𝐹𝑜𝑟 

10. 𝐹𝑖𝑛𝑑 𝑡ℎ𝑒 𝑤𝑜𝑟𝑠𝑡 𝑛𝑒𝑠𝑡 𝑤𝑖𝑡ℎ 𝑡ℎ𝑒 ℎ𝑖𝑔ℎ𝑒𝑠𝑡 𝑓(𝑥), 𝑟𝑒𝑚𝑜𝑣𝑒 𝑖𝑡 𝑤𝑖𝑡ℎ 𝑝𝑟𝑜𝑏𝑎𝑏𝑖𝑙𝑖𝑡𝑦 𝑃𝑎 . 

11. 𝑅𝑒𝑝𝑙𝑎𝑐𝑒 𝑖𝑡 𝑤𝑖𝑡ℎ 𝑎 𝑛𝑒𝑤 𝑟𝑎𝑛𝑑𝑜𝑚𝑙𝑦 𝑔𝑒𝑛𝑒𝑟𝑎𝑡𝑒𝑑 𝑠𝑜𝑙𝑢𝑡𝑖𝑜𝑛. 

12. 𝐴𝑝𝑝𝑙𝑦 𝑎 𝑑𝑒𝑡𝑒𝑐𝑡𝑖𝑜𝑛 𝑠𝑐ℎ𝑒𝑚𝑒 𝑖𝑑𝑒𝑛𝑡𝑖𝑓𝑦 𝑛𝑜𝑛 − 𝑖𝑚𝑝𝑟𝑜𝑣𝑖𝑛𝑔 𝑠𝑜𝑙𝑢𝑡𝑖𝑜𝑛𝑠. 

13. 𝐼𝑓 𝑎 𝑛𝑜𝑛 − 𝑖𝑚𝑝𝑟𝑜𝑣𝑖𝑛𝑔 𝑠𝑜𝑙𝑢𝑡𝑖𝑜𝑛 𝑖𝑠 𝑑𝑒𝑡𝑒𝑐𝑡𝑒𝑑, 𝑟𝑒𝑝𝑙𝑎𝑐𝑒 𝑖𝑡 𝑤𝑖𝑡ℎ 𝑎 𝑛𝑒𝑤 𝑠𝑜𝑙𝑢𝑡𝑖𝑜𝑛. 

14. 𝑅𝑎𝑛𝑘 𝑡ℎ𝑒 𝑠𝑜𝑙𝑢𝑡𝑖𝑜𝑛𝑠 ∧ 𝑓𝑖𝑛𝑑 𝑡ℎ𝑒 𝑐𝑢𝑟𝑟𝑒𝑛𝑡 𝑏𝑒𝑠𝑡. 

15. 𝐼𝑓 𝑡𝑒𝑟𝑚𝑖𝑛𝑎𝑡𝑖𝑜𝑛 𝑐𝑟𝑖𝑡𝑒𝑟𝑖𝑎 𝑎 𝑅 𝑚𝑒𝑡, 𝑒𝑥𝑖𝑡 𝑙𝑜𝑜𝑝. 

16. 𝐸𝑛𝑑 𝑊ℎ𝑖𝑙𝑒 

17. 𝑂𝑢𝑡 𝑝𝑢𝑡 𝑡ℎ𝑒 𝑏𝑒𝑠𝑡 𝑠𝑜𝑙𝑢𝑡𝑖𝑜𝑛 𝑓𝑜𝑢𝑛𝑑. 

18. 𝐸𝑛𝑑 

3.10 Proposed Ensemble Cuckoo Scheme 

The primary objective of our detection scheme is to thoroughly monitor network traffic 

and user activities. We are dedicated to minimising false alarms and enhancing the 

detection rate, particularly for zero-day attacks. To achieve this, we propose a 

multifaceted IDS that incorporates AI-powered threat intelligence. We employ a 

statistical tool to thoroughly analyse the training data to understand its characteristics 

and quality. This process ensures that the data is suitable for building accurate and 

reliable models. We establish a baseline for the statistical tool, we define a set of 

normal behaviour metrics against which network anomalies are detected. Additionally, 
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we will utilise the CSA to enhance the IDS’s performance. The system is further trained 

using the RFA, which is renowned for its effectiveness in classification tasks. The RFA 

leverages ensemble learning by combining multiple decision trees through bagging, 

which minimises overfitting and enhances robustness, making it highly effective in 

classification tasks and handling missing values. 

Figure 3.6 illustrates the deployment of the proposed IDS within a network. The 

scheme operates by receiving or collecting datasets and real-time data from various 

network nodes. For internal threats, the focus is on behavioural analysis and anomaly 

detection, which involves scrutinising for malicious activities or deviations from normal 

patterns. The scheme is trained to learn behaviours associated with insider attacks 

and APTs. A key feature of this system is the incorporation of real-time processing. 

This ensures immediate feedback from the RF algorithm, which in turn provides a 

feedback loop. This loop is crucial for updating the scheme’s knowledge base 

regarding missed attacks, thereby continuously refining the detection capabilities. 

 

Figure 3. 6 Proposed Intrusion Detection System 

The proposed IDS scheme is designed to autonomously learn and define ‘normal’ 

behaviour through behavioural analysis using statistical tools. Anomaly detection tools 

identify deviations, and specialised tools address APTs. The outputs from these 

analyses feed onto an ensemble learning model, enabling the scheme to self-learn 

and adapt. The use of ensemble modelling enhances the detection rate and 
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robustness, reducing prediction variance and error susceptibility. This approach aims 

to lower false positives and effectively manage various threats, providing a flexible and 

reliable IDS. The ensemble model’s collective intelligence ensures a more efficient 

and accurate detection system. 

The algorithm in Table 3.2 determines what our scheme can do and how, we shall 

have an input as the dataset, further classified based on inside attacks anomaly-based 

APTs. We also include a real-time processing from which the RF shall receive input to 

train, test and cross-validate the proposed Ensemble Cuckoo scheme and provide 

feedback to its categories to ensure they stay up to date. Then RF will trigger and 

alarm for suspect activities. 

Table 3.1 Determining steps taken by algorithm 

1. 𝐵𝑒𝑔𝑖𝑛 

2. 𝐼𝑛𝑝𝑢𝑡: 𝐷𝑎𝑡𝑎𝑠𝑒𝑡 

3. 𝑂𝑢𝑡𝑝𝑢𝑡: 𝑖𝑚𝑝𝑟𝑜𝑣𝑒𝑑 𝑑𝑒𝑡𝑒𝑐𝑡𝑖𝑜𝑛 𝑟𝑎𝑡𝑒, 𝑚𝑖𝑛𝑖𝑚𝑖𝑠𝑒𝑑 𝑓 𝑒𝑙𝑠𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠 

4. 𝑐𝑜𝑙𝑙𝑒𝑐𝑡𝑑𝑎𝑡𝑎( ) : 𝑠𝑖𝑚𝑢𝑙𝑎𝑡𝑒⁄ 𝑑𝑎𝑡𝑎 𝑐𝑜𝑙𝑙𝑒𝑐𝑡𝑖𝑜𝑛  𝑛𝑒𝑡𝑤𝑜𝑟𝑘 𝑡𝑟𝑎𝑓𝑓𝑖𝑐 ∧ 𝑙𝑜𝑔𝑠 

5. 𝐷𝑎𝑡𝑎 = [ ] 

6. 𝑅𝑒𝑡𝑢𝑟𝑛 𝑑𝑎𝑡𝑎 

7.  

8. 𝑝𝑟𝑒𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑑𝑎𝑡𝑎(𝑑𝑎𝑡𝑎): 

9. 𝐹𝑒𝑎𝑡𝑢𝑟𝑒𝑠 = [(d[‘packet_size’], d[‘duration’]), for d in data 

10. 𝑆𝑐𝑎𝑙𝑒𝑟 = 𝑠𝑡𝑎𝑛𝑑𝑎𝑟𝑑𝑆𝑐𝑎𝑙𝑒𝑟( ) 

11. 𝑁𝑜𝑟𝑚𝑎𝑙𝑖𝑠𝑒𝑑𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠 = 𝑠𝑐𝑎𝑙𝑒𝑟. 𝑓𝑖𝑡𝑡𝑟𝑎𝑛𝑠𝑓𝑜𝑟𝑚(𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠) 

12. 𝑅𝑒𝑡𝑢𝑟𝑛 𝑛𝑜𝑟𝑚𝑎𝑙𝑖𝑠𝑒𝑑𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠 

13.  

14. 𝑡𝑟𝑎𝑖𝑛 (𝑑𝑎𝑡𝑎): 

15. 𝑀𝑜𝑑𝑒𝑙 = 𝑅𝑎𝑛𝑑𝑜𝑚 𝐹𝑜𝑟𝑒𝑠𝑡(𝑟𝑎𝑛𝑑𝑜𝑚𝑠𝑡𝑎𝑡𝑒 = 𝑛) 

16. 𝑀𝑜𝑑𝑒𝑙. 𝑓𝑖𝑡(𝑑𝑎𝑡𝑎) 

17. 𝑅𝑒𝑡𝑢𝑟𝑛 𝑚𝑜𝑑𝑒𝑙 

18.  

19. 𝑑𝑒𝑡𝑒𝑐𝑡𝑎𝑛𝑜𝑚𝑎𝑙𝑖𝑒𝑠(𝑚𝑜𝑑𝑒𝑙, 𝑑𝑎𝑡𝑎): 

20. 𝐴𝑛𝑜𝑚𝑎𝑙𝑖𝑒𝑠 = 𝑚𝑜𝑑𝑒𝑙. 𝑝𝑟𝑒𝑑𝑖𝑐𝑡(𝑑𝑎𝑡𝑎) 

21. 𝑅𝑒𝑡𝑢𝑟𝑛 𝑎𝑛𝑜𝑚𝑎𝑙𝑖𝑒𝑠 

22.  
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23. 𝑔𝑒𝑛𝑒𝑟𝑎𝑡𝑒𝑎𝑙𝑒𝑟𝑡𝑠(𝑎𝑛𝑜𝑚𝑎𝑙𝑖𝑒𝑠): 

24. 𝐴𝑙𝑒𝑟𝑡𝑠 = 

25. 𝑟𝑒𝑡𝑢𝑟𝑛 𝑎𝑙𝑒𝑟𝑡𝑠 

26.  

27. 𝑅𝑎𝑤𝑑𝑎𝑡𝑎 = 𝑐𝑜𝑙𝑙𝑒𝑐𝑡𝑑𝑎𝑡𝑎( ) 

28. 𝑃𝑟𝑒𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑𝑑𝑎𝑡𝑎 = 𝑝𝑟𝑒𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑑𝑎𝑡𝑎(𝑟𝑎𝑤𝑑𝑎𝑡𝑎) 

29. 𝐴𝑛𝑜𝑚𝑎𝑙𝑦𝑚𝑜𝑑𝑒𝑙 = 𝑡𝑟𝑎𝑖𝑛 (𝑝𝑟𝑒𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑𝑑𝑎𝑡𝑎) 

30.  

31. 𝑁𝑒𝑤𝑑𝑎𝑡𝑎 = 𝑐𝑜𝑙𝑙𝑒𝑐𝑡𝑑𝑎𝑡𝑎( ) 

32. 𝑁𝑒𝑤 = 𝑝𝑟𝑒𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑑𝑎𝑡𝑎(𝑛𝑒𝑤𝑑𝑎𝑡𝑎) 

33. 𝐴𝑛𝑜𝑚𝑎𝑙𝑖𝑒𝑠 = 𝑑𝑒𝑡𝑒𝑐𝑡𝑎𝑛𝑜𝑚𝑎𝑙𝑖𝑒𝑠(𝑎𝑛𝑜𝑚𝑎𝑙𝑦𝑚𝑜𝑑𝑒𝑙 , 𝑛𝑒𝑤 ) 

34.  

35. 𝐴𝑙𝑒𝑟𝑡𝑠 = 𝑔𝑒𝑛𝑒𝑟𝑎𝑡𝑒𝑎𝑙𝑒𝑟𝑡𝑠(𝑎𝑛𝑜𝑚𝑎𝑙𝑖𝑒𝑠) 

36. 𝐹𝑜𝑟 𝑎𝑙𝑒𝑟𝑡 ∈ 𝑎𝑙𝑒𝑟𝑡𝑠: 

37. 𝑃𝑟𝑖𝑛𝑡(𝑎𝑙𝑒𝑟𝑡) 

3.11 Chapter Summary  

In this chapter, we focused on tools that assist in carrying out our objective by 

discussing the research design, tools used for data collection, the MitM attacks and 

their significance in this study. The chapter also dwelt on network architecture, and 

how attacks are detected. We discussed the IDS and its challenges identified from 

related works. We outlined the proposed Ensemble Cuckoo scheme architecture and 

its significance to our study and finally presented our proposed algorithm. In Chapter 

4, we specifically focus on the simulation parameters, simulation environment, and 

experimental results and compare our results with existing algorithms from related 

works. 
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Chapter 4 

Data and Results Analysis 

4.1 Introduction  

In the Chapter 3, we explored the methodologies used to generate the comprehensive 

dataset that forms the foundation for this study. Chapter 4 focuses on elaborating and 

analysing this dataset, unfolding patterns and insights that directly address our core 

research questions. Leveraging the capabilities of the ensemble model and the CSA, 

presented in Chapter 3, we aim to achieve a detection scheme that not only identifies 

threats but also adapts to the emerging sophisticated strategies utilised by attackers. 

The edge network reflects unique and complex characteristics, but it lacks 

standardised security measures that make it susceptible to exploitation by attackers. 

However, it benefits users with high-speed data processing and localised decision-

making capabilities. Through a series of controlled experiments, we explore the 

effectiveness of the proposed detection scheme against a range of intrusion scenarios. 

The results provide valuable insights into the robustness of edge networks and 

contribute to the broader discourse on DNS security. As we navigate through the 

complexities of these experiments, we lay the groundwork for a more secure and 

robust internet infrastructure, capable of withstanding the attacks of modern cyber 

threats. 

4.2 Network Topology  

The network is composed of two subnets, each designed for specific functions and 

equipped with a dedicated set of nodes. Every subnet is paired with a MEC server that 

supplies essential computational resources, processing power and storage —to its 

respective nodes. Within the subnets, the nodes form a local network enabling direct 

inter-node communication. Moreover, each node is linked to its associated MEC 

server and granting access to the centralised computing services of the MEC 

infrastructure. 

The MEC servers, one per subnet, are interconnected with a central DNS server. This 

server acts as the central entity for DNS, resolving domain names to Internet Protocol 

(IP) addresses for all nodes across both subnets. The network’s structural design, 

including the connections among nodes and servers, is depicted in Figure 4.1.  
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Figure 4. 1 Interconnection of Nodes, MEC Servers, and DNS Server 

The network topology illustrated in Figure 4.2 shows a randomly selected subnet and 

how the nodes and attacker nodes are situated within the subnet. This is the topology 

of 100 mobile nodes, where each node has the capability to transmit data to nodes 

within the same subnet.  

 

 

 

 

 

 

 

 

Figure 4. 2 Normal nodes in blue versus attacker nodes in red colour 
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4.3 Simulation Parameters 

In this study we use two publicly available MitM attack datasets, one downloaded from 

Kaggle and the other dataset generated from a simulated environment. We have 

implemented the Proposed Ensemble Cuckoo Scheme in our simulation where it is 

expected to analyse all the incoming traffic from the devices within the network. The 

attack node periodically attacks any randomly chosen nodes from any subnet.  

Table 4.1 outlines the simulation parameters, where the simulation time depends on 

the number of iterations defined on the network. The nodes in the network are mobile 

and we use Transmission Control Protocol (TCP) for reliability purposes and evaluate 

the proposed Ensemble Cuckoo scheme with metrics such as Accuracy, Precision, 

Recall, and F1-score. We later model the interactions between the defender and the 

attacker by using the Stackelberg Game Theory. 

Table 4.1 The Simulation Parameters. 

Simulation Parameters Simulation Values 

Simulation Time  Depends on the number of iterations 

Time Step Updates after every iteration 

Evaluation Criteria Detection accuracy, false positives / negatives  

Capturing data Wireshark 

Network Topology Mesh topology 

Node Placement Random  

Node Types Normal nodes, attack nodes 

Node, Behaviour Models Mobility,  

Communication Protocols Transport Control Protocol (TCP) 

Routing Algorithms Random Forest / Cuckoo Search Algorithm 

Attack Intensify MitM (ARP spoofing) attacks 

Performance Metrics Precision, Recall, F1-score,  

 

Figure 4.3 illustrates the distribution of network traffic after simulating for 15 minutes 

across 10 iterations. It displays the proportion of normal traffic, attack traffic captured, 

and the number of packets dropped due to the attack. Specifically, it reveals that 

52.1% of the data was utilised for training our scheme, 34.0% of the traffic was 

identified as attacks, and 13,9% of the packets were dropped. The training instances 

represent the portion of data labeled as normal traffic to help the model understand 

typical network behavior. The attack traffic percentage shows the instances used to 
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train the detection scheme to recognise malicious activities. Lastly, the dropped 

packets indicate the network disruption caused by the attack, highlighting its impact 

on performance. 

 

 

 

 

 

 

 

 

 

 

Figure 4. 3 Distribution of the network traffic 

Figure 4.4 shows the CS class defined where we have the objective function to be 

optimised. The function evaluates how good a solution is, the grid of parameters to 

explore, defines the search space for the algorithm and the number of particles, which 

is the cuckoo eggs or nests used in the search. This determines the population size in 

each iteration. 

 

Figure 4. 4 Cuckoo Search Class 

The proposed detection scheme is compared with the RFA, Isolation Forest (IF), and 

SVM. RFA uses an ensemble of DTs, which helps in capturing complex patterns and 
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interactions in the data. The IF and SVM were specifically chosen because they are 

anomaly-based algorithms. The attack nodes use a sniffing function using Scapy’s 

sniff. In pre-processing, the data used has no missing values. We have removed 

duplicates because they affect the reliability and the efficiency of data analysis, and 

we have encoded all the columns that are non-values since we use categorical data. 

Encoding helps to capture relationships between categorical variables and the target 

variable, improving the predictive power of the model. The dataset was split into 70% 

for training and 30% for testing. 

The metrics used in this study to evaluate the performance of the proposed Ensemble 

Cuckoo scheme include Precision, which measures the number of true positives 

predicted by the algorithms, recall which measures the actual positive samples 

correctly predicted and other metrics shown in Table 4.2.  

Table 4.2 Experimental results for the Algorithms 

Scheme Precision Recall F1-score Accuracy 

Ensemble Cuckoo 0.79 0.78 0.76 0.79 

LOF 0.60 0.55 0.51 0.63 

SVM 0.67 0.63 0.61 0.69 

RF 0.72 0.75 0.75 0.77 

 

Figure 4.5 shows the Precision and Recall simulation results between the Proposed 

Ensemble Cuckoo Scheme, LOF, SVM and RF schemes compared. For Precision, we 

observed on the graph that the Proposed Ensemble Cuckoo Scheme outperformed 

the other schemes due to the CS algorithm utilised. The algorithm is a nature-inspired 

meta-heuristic algorithm and has been effectively applied to optimised various MLAs.  

In this study, the algorithm was used to tune the hyper-parameters of random forests, 

for instance, the number of trees, maximum depth, and minimum samples split to 

improve their performance. 

The algorithm significantly enhanced the ability of the Proposed Ensemble Cuckoo 

Scheme to identify relevant features and improve the detection capability of LOF, SVM 

and RFA. Figure 4.5 shows that the Proposed Ensemble Cuckoo Scheme detected 

79% of normal traffic correctly. The Proposed Ensemble Cuckoo Scheme also 

performed better in terms of Precision than the other schemes because both the RF 
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and CS algorithms are scalable to large datasets emphasizing that the Proposed 

Ensemble Cuckoo scheme is capable of managing high-dimensional data and large 

volumes of data efficiently.  

The LOF scheme reflects some weaknesses when applied in a real-time environment 

such as the sensitivity of parameters, experiences scalability challenges, and makes 

it less suitable for dynamic environments where data is continuously streaming in. On 

the other hand, using the SVM in a real-time environment is time-consuming, and 

resource intensive. This makes SVM experience limitations in updating the model in 

real-time as new data arrives. These weaknesses highlight the challenges of using 

LOF and SVM in real-time environments, where computational efficiency, scalability, 

and quick adaptability are crucial. The CSA improved the detection rate of the 

proposed Ensemble Cuckoo scheme. 

 

 

Figure 4. 5 Precision, recall, F1-score and accuracy metrics, respectively 
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Figure 4.5 further shows the F1-score and Accuracy results. From Figure 4.5, we see 

that the proposed Ensemble Cuckoo scheme outperformed the LOF, SVM, and RF 

schemes. Accuracy is the ratio of correct predictions to the total number of predictions; 

it provides insights into the performance of the algorithms and the state of the false 

positives. LOF model reflects several challenges that exert an impact on its 

performance, such as storing pairwise distances between all data points, which can 

consume significant memory due to the amount of data employed in this study. In this 

study, we utilised a large dataset with up to 115 features; hence, training SVM became 

computationally expensive.  

The proposed Ensemble Cuckoo scheme performs better because integrating various 

models minimises the variance of the predictions, making the proposed Ensemble 

Cuckoo scheme more robust to noise and outliers. The Proposed Ensemble Cuckoo 

Scheme used CSA, which assisted in stabilising the training process, making the 

Proposed Ensemble Cuckoo Scheme less sensitive to small changes in the data, 

which is a positive attribute. This means that the proposed Ensemble Cuckoo scheme 

assisted by CSA is more stable and robust thus, the model’s performance is not easily 

affected by minor variations, leading to more reliable and consistent outcomes. 

4.4 Dataset  

In this section, the Kitsune Network dataset is utilised to train, test, and cross-validate 

the Proposed Ensemble Cuckoo Scheme together with the other anomaly-based 

models. The dataset was downloaded from the Kaggle platform. The same dataset 

has been utilised in several studies for classification purposes and anomaly detection 

[16][39]. We pre-processed the dataset and ensured there were no missing values 

and NAN values. Figure 4.5 illustrates all the devices used in the network for data 

capture, as well as the associated attack vector.  
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Figure 4. 6 Dataset [97] 

The dataset comprises 115 features, and the instance quantity within the dataset is 

2 504 255 million instances. The structure of the dataset is shown in Figure 4.7, 

showing the number of normal packets and malicious packets.  

 

Figure 4. 7 Dataset classification 

The experiments were initially done without regarding feature selection to establish a 

baseline performance and Table 4.3 records the simulation results of the proposed 

Ensemble Cuckoo scheme, LOF, SVM, and RF algorithms. From Table 4.3 we 
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observe that the proposed Ensemble Cuckoo scheme outperformed the LOF, SVM, 

and RF schemes due to its flexibility and robust nature because of the Cuckoo Search 

algorithm.  

Table 4.3 Kitsune Dataset results 

Scheme Precision Recall F1-Score Accuracy 

Ensemble Cuckoo 0.979 0.980 0.980 0.981 

LOF 0.866 0.891 0.892 0.892 

SVM 0.907 0.891 0.905 0.919 

RF 0.971 0.970 0.969 0.977 

 

In Figure 4.8, the evaluation results show that the proposed Ensemble Cuckoo 

scheme and the RF outperformed the other schemes across all metrics- Precision, 

Recall, F1-Score, and Accuracy- demonstrating their reliability and effectiveness. Both 

schemes achieve high scores, indicating a strong balance between detecting true 

positives and minimising false positives. Whereas the LOF method performs the 

poorest across all metrics, it is less suitable for the given application or dataset. LOF 

can sometimes identify entire clusters as outliers if they are significantly less dense 

than the rest of the data, even if individual points within those clusters are not outliers. 

The SVM shows moderate performance, primarily utilised for anomaly detection but 

can be computationally expensive, especially with large datasets, resulting in slower 

training and prediction times. Operating in a dynamic environment might require SVM 

to be scalable, which is challenging because it struggles to handle large datasets due 

to their quadratic complexity in the number of samples. While SVM surpasses LOF, 

the latter does not perform well on any datasets where anomalies are not separated 

from normal data, resulting in higher false positive rates.  

LOF requires computing the local density for each data point, which can be 

computationally intensive and slow for larger datasets. Additionally, it still falls short of 

the performance achieved by the proposed Ensemble Cuckoo scheme and RF, 

indicating that LOF may benefit from further optimisation. The analysis highlights the 

robustness of the proposed Ensemble Cuckoo scheme and RF while pointing to 

potential areas for improvement in LOF and SVM. 
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Figure 4. 8 Evaluation metrics of the proposed Ensemble Cuckoo scheme 

The confusion matrix shows the instances that were correctly identified and the 

misclassified instances by the proposed Ensemble Cuckoo scheme. The matrix 

assists in evaluating the effectiveness of the model’s performance. From Figure 4.9, 

true negatives are the instances where the model correctly predicted the malicious 

instances, recording 390 000 instances. It further shows the true positives, where the 

normal instances were correctly predicted as normal instances, which recorded 

340 000 instances. The false negatives and positives are recorded as 4 800 and 

17 000 respectively.  

The confusion matrix indicates a high number of false positives and negatives, despite 

the overall better performance of the model. Consequently, the number of 

misclassified instances is quite significant, posing a new challenge faced by the 

Proposed Ensemble Cuckoo Scheme in differentiating between normal and malicious 

traffic over extended periods. The dataset used has 115 features and includes too 
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many features most of which may be irrelevant and can dilute the scheme’s ability to 

focus on important features, thereby minimising classification accuracy. 

 

Figure 4. 9 Confusion matrix for the proposed Ensemble Cuckoo scheme 

Too many features can cause over-fitting, leading to poor performance on new data 

and making it difficult to interpret the scheme’s predictions. To address this possibility 

of over-fitting, the study employed feature selection techniques, such as PCA and 

RFE, to identify the most relevant features and mitigate the risk of overfitting. 

Feature selection enhances metrics such as accuracy, along with precision, and recall. 

For this study, the number of iterations was set at 5 for the proposed Ensemble Cuckoo 

scheme. Table 4.4 presents the simulation results, clearly demonstrating that the 

proposed Ensemble Cuckoo scheme outperforms other comparable schemes. 
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Table 4.4: The performance metrics for the algorithms 

Iteration  Random Forest 

 Precision Recall F1-score  Accuracy 

1 0.995797 0.995711 0.995754 0.995660 

2 0.994084 0.994247 0.994163 0.994178 

3 0.994986 0.994929 0.994958 0.994972 

4 0.995502 0.995501 0.995502  0.995501 

5 0.995768 0.995740 0.995754 0.995766 

Ensemble Cuckoo 

 Precision Recall F1-Score Accuracy 

1 0.998718 0.998718 0.998718 0.998720 

2 0.997752 0.997742 0.997747 0.997752 

3 0.998705 0.998732 0.998718 0.998720 

4 0.998191 0.998161 0.998176 0.998180 

5 0.998010 0.998003 0.998003 0.998010 

Local Outlier Factor 

 Precision Recall F1-Score Accuracy 

1 0.992229 0.992326 0.992277 0.992293 

2 0.993549 0.993639 0.993592 0.992229 

3 0.993249 0.993295 0.993271 0.993278 

4 0.992229 0.992326 0.992277 0.992293 

5 0.992296 0.992490 0.992387 0.992399 

Support Vector Machine 

 Precision Recall F1-Score Accuracy 

1 0.979280 0.978721 0.978947 0.978980 

2 0.984140 0.984244 0.984191 0.984239 

3 0.983927 0.983888 0.983907 0.983943 

4 0.987214 0.987465 0.987334 0.983927 

5 0.987214 0.987465 0.987334 0.987372 

 

Figure 4.10 presents a line graph comparing the Precision metric across the proposed 

Ensemble Cuckoo scheme, LOF, RFA, and SVM. The proposed Ensemble Cuckoo 

scheme consistently outperforms the other schemes. Its high precision score indicates 

that the scheme effectively minimises misclassification, ensuring that malicious 

network is not incorrectly identified as normal packets. However, based on the 

confusion matrix, various instances were misclassified. This discrepancy suggests 

that while the scheme is generally effective, certain features may contribute to 
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misclassification. To address this, the study will further employ feature selection to 

select only the most important features, enhancing the scheme’s ability to correctly 

classify network traffic. 

The confusion matrix and the results may seem at variance because the high precision 

score reflects the accuracy of correctly identified positive instances (malicious traffic), 

but it does not account for the overall distribution of false positives and negatives. 

Therefore, by employing feature selection, we aim to improve the model’s robustness 

and minimise the likelihood of misclassification, thereby aligning the confusion matrix 

results with the overall performance metrics. As shown in Figure 4.10, the SVM 

scheme demonstrates the lowest performance. This can be attributed to SVM’s 

inefficiency with larger datasets, where the training time increases significantly due to 

the complexity of the dynamic environment. 

 

Figure 4. 10 The precision metrics among the four algorithms 

Figure 4.11 illustrates the Recall metric results for the proposed Ensemble Cuckoo 

scheme, LOF, SVM and RFA. From Figure 4.11, we observe that the RF scheme 

fluctuates slightly around 0.9975, maintaining a consistently high recall value across 

all iterations. The recall for the proposed Ensemble Cuckoo scheme is consistently the 

highest among the other models, approximating 0.9980 throughout the iterations.  
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This indicates that the proposed Ensemble Cuckoo scheme can identify relevant 

instances compared to the other schemes. The LOF, represented by the green line, 

fluctuates around 0.925, showing relative stability over the iterations. Focusing on the 

SVM, we see that it starts around 0.9800 in the first iteration and gradually increases 

to approximately 0.9875 by the fifth iteration. Although the SVM scheme has the lowest 

performance, it shows a consistent upward trend, indicating improvement over time. 

 

Figure 4. 11 The Recall metric performance of the Ensemble Cuckoo scheme 

The proposed Ensemble Cuckoo scheme demonstrates the highest and most 

consistent performance, indicating a good balance between Precision and Recall. In 

comparison, both RFA and LOF show high F1-scores, with RF slightly outperforming 

the LOF model. Meanwhile, SVM initially shows the lowest F1-scores but improves 

slightly over the iterations, suggesting that it may benefit from further finetuning or 

additional iterations as shown in Figure 4.12. 



73 
 

 

Figure 4. 12 The f1-score results of the models  

Figure 4.13 illustrates the accuracy results of the four algorithms over multiple 

iterations. The proposed Ensemble Cuckoo scheme, represented by the orange line, 

consistently demonstrates the highest performance, maintaining an accuracy of 

approximately 0.9975. In contrast, the blue line shows minor fluctuations but generally 

maintains a high accuracy of around 0.9950.  

As shown in Figure 4.13, all schemes perform well across all the iterations, with the 

proposed model outperforming the others. 
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Figure 4. 13 Accuracy results of the Ensemble Cuckoo and other schemes 

4.6 Results Discussion 

4.6.1 Discussion of the Results 

The simulation results indicate that the proposed Ensemble Cuckoo scheme, utilising 

the CSA, consistently outperforms the LOF, SVM, and RF algorithms across all key 

metrics—Precision, Recall, F1-Score, and Accuracy. This superior performance is 

attributed to the scheme's flexibility and robustness, which enable it to achieve high 

scores while effectively balancing true positive detection with minimising false 

positives. In comparison, while the RF algorithm also performs well, the LOF algorithm 

shows the poorest results due to its tendency to misclassify entire clusters as outliers. 

The SVM algorithm, although better than LOF, struggles with large datasets because 

of its computational complexity. The confusion matrix highlights a significant number 

of false positives and negatives, underscoring the challenge of distinguishing between 

normal and malicious traffic over time. To mitigate potential overfitting and enhance 

classification accuracy, feature selection techniques were employed, further improving 

the model's performance. Thus, the proposed Ensemble Cuckoo scheme 

demonstrates the highest and most consistent performance, proving its effectiveness 

and reliability in detecting MitM attacks in dynamic environments. 
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4.6.2 Interpretation of the Results 

The simulation results show that the proposed Ensemble Cuckoo scheme, leveraging 

the CSA, consistently outperforms LOF, SVM, and RF algorithms across all metrics—

Precision, Recall, F1-Score, and Accuracy—due to its flexibility and robustness. While 

RF also performs well, LOF's poor results stem from its tendency to misclassify entire 

clusters as outliers, and SVM struggles with large datasets due to its computational 

complexity. The confusion matrix reveals significant false positives and negatives, 

highlighting the challenge of differentiating between normal and malicious traffic over 

time. Despite not having access to high-performance computing, the tools used were 

adequate, and the data was sufficient and fit for use.  

Feature selection techniques were employed to address potential over-fitting and 

improve classification accuracy, further enhancing the model's performance. 

Therefore, the proposed Ensemble Cuckoo scheme demonstrates the highest and 

most consistent performance, indicating its effectiveness and reliability in detecting 

MitM attacks in dynamic environments. 

4.6.3 Results and Related Work 

The results of the proposed Ensemble Cuckoo scheme, leveraging the CSA, show 

significant improvements over traditional algorithms like LOF, SVM, and RF in 

detecting MitM attacks. In comparison to previous works, such as those reviewed in 

the literature, the proposed Ensemble Cuckoo scheme's superior performance is 

evident. For instance, traditional methods like LOF often misclassify entire clusters as 

outliers, and SVM struggles with large datasets due to computational complexity. 

These limitations are consistent with results in other studies, where LOF and SVM 

have shown similar weaknesses [101]. Moreover, while RF has been noted for its 

robustness and good performance in various applications, it still falls short compared 

to the proposed Ensemble Cuckoo scheme, which achieves higher accuracy and a 

better balance between true positive detection and minimising false positives.  

Previous literature also highlights the challenges of detecting MitM attacks due to their 

stealthy nature and the sophisticated methods employed by attackers. The proposed 

Ensemble Cuckoo scheme addresses these challenges effectively, even without high-

performance computing resources, by employing adequate tools and sufficient data, 

along with feature selection techniques to mitigate over-fitting and enhance 
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classification accuracy. Thus, the proposed Ensemble Cuckoo scheme demonstrates 

the highest and most consistent performance, aligning with and surpassing the results 

found in previous studies, indicating its effectiveness and reliability in dynamic 

environments [102][103]. 

4.6.4 Research Implications 

The research demonstrates that the proposed Ensemble Cuckoo scheme, leveraging 

CSA, is highly effective and reliable in detecting MitM attacks, outperforming traditional 

algorithms. This implies that the scheme can significantly enhance cybersecurity 

measures in dynamic environments. Additionally, the use of adequate tools and 

sufficient data, even without high-performance computing, highlights the practicality 

and accessibility of the proposed Ensemble Cuckoo scheme for real-world 

applications. 

4.7 Chapter Summary  

In this chapter, we focused on implementing the proposed Ensemble Cuckoo scheme 

and comparing it with other methods. The experimental simulations showed that the 

proposed model consistently outperformed the other methods, demonstrating its 

superior accuracy and robustness in various scenarios. This indicates that the 

proposed model is more effective at correctly identifying and classifying data, leading 

to more reliable and trustworthy results in practical applications. The detection scheme 

was trained using the ensemble models, optimised through CSA for hyper-parameter 

tuning. By combining multiple schemes, the ensemble achieved higher predictive 

accuracy than individual schemes. While the Ensemble Cuckoo was optimised, the 

process can be time-consuming, resulting in longer training times. 

The LOF model has been observed to perform better than the SVM model, particularly 

due to its ability to handle the intensive computation required for large datasets. We 

conducted a comprehensive set of experiments to evaluate the performance of various 

ML models on our dataset. The Ensemble Cuckoo and RF exhibited stable 

performance across iterations, highlighting their reliability and consistency. The 

minimal fluctuations in their performance metrics suggest that the schemes are less 

sensitive to data variations and are more resistant to potential over-fitting.  
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Chapter 5 

Adaptive Game Theoretic Model 

5.1 Introduction 

The continuous dynamic conflict between cyber attackers and defenders (detection 

system) has led to the development and generation of innovative intrusion detection 

methods. MitM attacks, represent a major threat to network security, they enable 

attackers to intercept and manipulate sensitive information. Traditional detection 

schemes often relied on signature-based approaches, which found it difficult to keep 

up with the evolving nature of MitM attacks. Recently, game theory has emerged as a 

promising framework for modelling the interactions between attackers and defenders, 

enabling proactive and adaptive defence mechanisms. 

This study examines the application of game theory by developing a game-theoretical 

model that incorporates our detection scheme to identify and respond to anomalies in 

a dynamic system. Hence, by framing the problem as a game, we can analyse the 

strategic interactions between attackers and defenders, identifying optimal detection 

and response mechanisms. Our approach has the potential to enhance the robustness 

and resilience of network security, ensuring the integrity of sensitive information in the 

increasingly sophisticated attacks. 

Game theory is a framework that provides useful mathematical concepts for modelling 

cybersecurity and identifying optimal defence strategies. In its origin, it analyses the 

strategic decisions made between two or more rational actors with potentially 

competing interests. Just like any other normal game, there must be players, and rules 

to comply with, objectives, mechanics, penalties and resources. The objective of cyber 

professionals is to defend and build; whereas cyber attackers confront and destroy, 

hence the motive is never the same. It can be concluded that this is a non-cooperating 

game because when new technologies emerge, both defender and attacker use them 

to further their agenda. 

5.2 Background 

In this study, we focus on the Stackelberg model, named after the German economist 

Heinrich Freiherr von Stackelberg, originating in the field of economics. The model 

was introduced then in 1934 in Stackelberg’s book [100]. In this model, there are two 

players -a leader and a follower. They compete on quantity, with the leader moving 
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first and establishing a quantity that the follower then responds to. The game becomes 

sequential, reflecting key characteristics such as commitment power and the subgame 

perfect Nash Equilibrium. The model has been applied in different anomaly detection 

studies, especially in areas with high-dimensional big data. However, the specific 

studies and outcomes are not detailed in the search results. 

In this study the application of the Stackelberg model optimises the detection scheme 

by dynamically adjusting to the adversary’s actions. The Stackelberg model assists in 

developing a more robust anomaly detection scheme that can anticipate and adapt to 

potential threats and our objectives are designed to improve the rate of detection. This 

is ensured by scrutinising the adversary’s potential moves such that we can better 

identify the true anomalies. We can also minimise the high false positives having a 

dynamic threshold distinguishing between normal variations and actual threats and 

lastly, having a model that allows the system to adjust its strategies whenever there is 

a new data stream evolving. When the model is adaptive, this allows better 

maintenance and keeping the model as effective as possible.  

5.3 Stackelberg Game Theory 

Bayesian Stackelberg is a powerful tool for designing robust anomaly detection 

focusing on the network scenario where there is uncertainty about the attacker’s 

behaviour. In the Bayesian Stackelberg, there is a defender and the attacker who have 

private information about their own types or states. The defender commits to a strategy 

first, while considering the possible strategies of the attacker. The attacker will then 

respond optimally based on the state of the defender observed. 

5.3.1 Players: 

 Defender (D) – choose strategy first 

 Attacker (A) – observes leader’s strategy & chooses response. 

5.3.2 Types of attackers  

The attacker can be of different types such as θ ϵ Θ, where Θ is the set of all possible 

types. 

5.3.4 Probability distribution over types 

The defender has a belief about the attacker’s type determined by the probability 

distribution 𝑃(𝜃), where 𝑃(𝜃)  0 and ∑ 𝑃(𝜃)𝜃∈𝛩  = 1. 
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5.4 The defender’s strategy is determined by: 

𝑠𝐿 ∈ 𝑆𝐿 is the strategy set available to the leader 

 The defender chooses a strategy 𝑠𝐿 to maximise the expected utility, 

considering the attacker’s response 𝑠𝐹(𝜃) to 𝑠𝐿 for each possible type θ. 

 Hence the defender’s expected utility is given by the 𝑈𝐿(𝑠𝐿): 

 

𝑈𝐿(𝑠𝐿) = ∑ 𝑃(𝜃)𝜃∈𝛩  𝑈𝐿(𝑠𝐿, 𝑠𝐹(𝜃))           (1) 

where 𝑈𝐿(𝑠𝐿, 𝑠𝐹(𝜃)) is the utility for the defender given the defender’s strategy 𝑠𝐿 and 

the attacker’s response 𝑠𝐹(𝜃). 

For each type 𝜃, the defender’s best response 𝑠𝐹(𝜃) is the strategy that maximises 

their utility given the attacker’s strategy 𝑠𝐿: 

𝑠𝐹(𝜃) = 𝑎𝑟𝑔𝑠𝐹 ∈ 𝑆𝐹𝑚𝑎𝑥𝑈𝐹)          (2) 

where 𝑈𝐹(𝑠𝐿, 𝑠𝐹; 𝜃) is the utility of the follower of type 𝜃 given the strategies 𝑠𝐿 and 𝑠𝐹. 

5.5 Stackelberg Equilibrium 

A strategy profile (𝑠 ∗ 𝐿, 𝑠 ∗ 𝐹(𝜃))is a Bayesian Stackelberg equilibrium if: 

Defender’s Optimality: the leader’s strategy 𝑠 ∗ 𝐿 maximises their expected utility 

considering the attacker’s best responses: 

𝑆 ∗ 𝐿 = 𝑎𝑟𝑔𝑚𝑎𝑥(𝑠𝐿 ∈ 𝑆𝐿) ∑ 𝑃(𝜃)𝜃∈𝛩  𝑈𝐿(𝑠𝐿, 𝑠 ∗ 𝐹(𝜃))      (3) 

The Attacker’s Optimality: for each type θ, the follower’s strategy 𝑠 ∗ 𝐹(𝜃) is the best 

response to the leader’s strategy 𝑠 ∗ 𝐿: 

𝑆 ∗ 𝐹(𝜃) = 𝑎𝑟𝑔𝑚𝑎𝑥(𝑠𝐹 ∈ 𝑆𝐹) 𝑈𝐹(𝑠 ∗ 𝐿, 𝑠 ∗ 𝐹(𝜃))        (4) 

This is the utility that the defender expects to achieve the given strategy 𝑠 ∗ 𝐿 and the 

expected responses 𝑠 ∗ 𝐹(𝜃) from the attacker of each type. 

5.6 Dynamic Stackelberg game 

In the dynamic Stackelberg, the strategic interaction between the defender and the 

attacker unfolds over multiple periods. Under this dynamic, both the game players can 

adjust their strategies over time, and the defenders benefit of moving first is still 

present but has added complexity of time dynamics. The dynamic Stackelberg reflects 
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various benefits such as realistic modelling situations where decisions are made over 

time. It has the strategic adaptation about the evolving state of the game, hence this 

allows us to explore long-term strategic interactions. 

5.7 Dynamic Stackelberg game formulation 

Considering the dynamic Stackelberg game with a finite time horizon 𝑇. 

5.7.1 Dynamics state: 

Assuming that 𝑥(𝑡) defines the system’s state at time 𝑡, and that evolves according to 

a state equation as: 

𝑥̇(𝑡) = 𝑓(𝑥(𝑡), 𝑢𝐿(𝑡), 𝑢𝐹(𝑡))           (5) 

where 𝑢𝐿(𝑡) and 𝑢𝐹(𝑡) are the control variables (strategies) of the defender and the 

attacker, correspondingly, and 𝑓(⋅) a function describing the state of dynamics. 

5.7.2 Defenders’ problem: 

 The defender’s objective is to maximise their payoff over the time horizon T: 

𝑀𝑎𝑥(𝑢𝐿(𝑡))𝐽𝐿 = ∫ 𝑔𝐿(𝑥(𝑡), 𝑢𝐿(𝑡), 𝑢𝐹(𝑡))𝑑𝑡
𝑇

0
 + ℎ𝐿(𝑥(𝑇))            (6) 

where the 𝑔𝐿(⋅) is running payoff and ℎ𝐿(⋅) is the terminal payoff at time𝑇. 

5.7.3 Attacker’s problem: 

The attacker’s objective is to maximise their payoff, given the leader’s strategy 𝑢𝐿(𝑡): 

𝑀𝑎𝑥(𝑢𝐹(𝑡))𝐽𝐹 = ∫ 𝑔
𝑇

0
𝐹(𝑥(𝑡), 𝑢𝐿(𝑡), 𝑢𝐹(𝑡))𝑑𝑡 + ℎ𝐹(𝑥(𝑇))        (7) 

5.8 Bayesian Dynamic Stackelberg Game 

Integrating the Bayesian and the Dynamic Stackelberg games is a promising solution 

to model the uncertainty of an evolving environment. In cybersecurity, especially the 

MitM attacks, the integrated approach proves viable where the defender starts with 

initial beliefs about potential threats, MitM attack. The defender monitors the network 

traffic and updates their beliefs based on the observed anomalies such as unusual 

flow data patterns and the changes in routing. 
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5.9 State Variables and Dynamics 

In a dynamic setting, let 𝑥(𝑡) determine the system’s state at time t. The evolution of 

this state is governed by the dynamics: 

𝑥̇(𝑡) = 𝑓(𝑥(𝑡), 𝑢𝐿(𝑡), 𝑢𝐹(𝑡), 𝜃)         (8) 

where: 

 𝑢𝐿(𝑡) is the defender’s control at time𝑡. 

 𝑢𝐹(𝑡) is the attacker’s control at time 𝑡. 

 θ is the defender’s type, not directly observed by the leader. 

 𝑓(⋅) describes how the state changes over time. 

5.10 Bayesian beliefs  

The defender does not know the exact type θ of the attacker but has a belief 

represented by a probability distribution 𝑝(𝜃). As the game progresses, the defender 

observes the attacker’s actions 𝑢𝐹(𝑡) and updates their beliefs using Bayesian 

updating.  

Given the prior belief 𝑝(𝜃) and the observation of the follower’s action 𝑢𝐹(𝑡), the 

posterior belief is updated as: 

𝑃(𝜃 ∨ 𝑢𝐹(𝑡)) = 
𝑝(𝑢𝐹(𝑡)∨𝜃)𝑝(𝜃)

𝑝(𝑢𝐹(𝑡))
                             (9) 

where the:  

 𝑃(𝑢𝐹(𝑡) ∨ 𝜃) is the likelihood of observing the follower’ action 𝑢𝐹(𝑡) given type θ. 

 𝑃(𝑢𝐹(𝑡)) is the marginal probability of observing the action 𝑢𝐹(𝑡). 

5.11 Defender’s objective function  

The defender aims to maximise their expected payoff over the entire time horizon, 

taking into account the dynamic evolution of the system and their updated beliefs 

about the attacker’s type. Hence the defender’s objective function in a Bayesian 

Dynamic Stackelberg game can be expressed as: 

𝑢𝐿(𝑡)𝑚𝑎𝑥𝐸𝜃[𝐽𝐿] = [∫ 𝑔𝐿(𝑥(𝑡), 𝑢𝐿(𝑡), 𝑢 ∗ 𝐹(𝑡), 𝜃)𝑑𝑡 + ℎ𝐿(𝑥(𝑇), 𝜃)
𝑇

0
]                  (10) 

where the: 

 𝑔𝐿(𝑥(𝑡), 𝑢𝐿(𝑡), 𝑢 ∗ 𝐹(𝑡), 𝜃) is the running payoff of the defender at time t. 
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 ℎ𝐿(𝑥(𝑇), 𝜃) is the terminal payoff at the final time 𝑇. 

 𝐸𝜃[⋅] denotes the expectation with respect to the defender’s belief about the 

attacker’s type 𝜃.  

 𝑈 ∗ 𝐹(𝑡) is the attacker’s best response given their type θ and the defender’s 

strategy given their type θ. 

5.12 Defender’s optimisation problem 

The defender observes the attacker’s strategy 𝑢𝐿(𝑡) and optimises their own payoff 

given their type θ: 

𝑈 ∗ 𝐹(𝑡) = 𝑎𝑟𝑔𝑚𝑎𝑥(𝑢𝐹(𝑡)) [∫ 𝑔𝐹(𝑥(𝑡), 𝑢𝐿(𝑡), 𝑢𝐹(𝑡), 𝜃)𝑑𝑡 + ℎ𝐹(𝑥(𝑇), 𝜃)
𝑇

0
]                       (11) 

where:  

 𝑔𝐹(𝑥(𝑡), 𝑢𝐿(𝑡), 𝑢𝐹(𝑡), 𝜃) is the running payoff of the follower. 

 ℎ𝐹(𝑥(𝑇), 𝜃) is the terminal payoff of the follower. 

Table 5.1 Bayesian Stackelberg Game Theory. 

1. 𝐵𝑒𝑔𝑖𝑛 

2. 𝐼𝑛𝑝𝑢𝑡: 𝐷𝑎𝑡𝑎𝑠𝑒𝑡(𝑛𝑒𝑡𝑤𝑜𝑟𝑘 𝑡𝑟𝑎𝑓𝑓𝑖𝑐 ∧ 𝑙𝑜𝑔𝑠) 

3. 𝑂𝑢𝑡𝑝𝑢𝑡: 𝑖𝑚𝑝𝑟𝑜𝑣𝑒𝑑 𝑑𝑒𝑡𝑒𝑐𝑡𝑖𝑜𝑛 𝑟𝑎𝑡𝑒, 𝑚𝑖𝑛𝑖𝑚𝑎𝑙 𝑓𝑎𝑙𝑠𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠, 𝑜𝑝𝑡𝑖𝑚𝑖𝑠𝑒𝑑 

𝑑𝑒𝑓𝑒𝑛𝑠𝑖𝑣𝑒 𝑠𝑡𝑟𝑎𝑡𝑒𝑔𝑖𝑒𝑠 

4.   𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛 𝑐𝑜𝑙𝑙𝑒𝑐𝑡𝑑𝑎𝑡𝑎( ): 

5.    𝐷𝑎𝑡𝑎 ← 𝑆𝑖𝑚𝑢𝑙𝑎𝑡𝑒 𝑑𝑎𝑡𝑎 𝑐𝑜𝑙𝑙𝑒𝑐𝑡𝑖𝑜𝑛 𝑛𝑒𝑡𝑤𝑜𝑟𝑘 𝑡𝑟𝑎𝑓𝑓𝑖𝑐 ∧ 𝑙𝑜𝑔𝑠 

6.   𝑅𝑒𝑡𝑢𝑟𝑛 𝐷𝑎𝑡𝑎 

7.  𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛 𝑝𝑟𝑒𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑑𝑎𝑡𝑎(𝐷𝑎𝑡𝑎): 

8.    𝐹𝑒𝑎𝑡𝑢𝑟𝑒𝑠 ← 𝐸𝑥𝑡𝑟𝑎𝑐𝑡 𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠(𝑝𝑎𝑐𝑘𝑒𝑡𝑑𝑢𝑟𝑎𝑡𝑖𝑜𝑛)𝐷𝑎𝑡𝑎 

9.  𝑆𝑐𝑎𝑙𝑒𝑟 ← 𝑆𝑡𝑎𝑛𝑑𝑎𝑟𝑑 𝑆𝑐𝑎𝑙𝑒𝑟( ) 

10.    𝑁𝑜𝑟𝑚𝑎𝑙𝑖𝑠𝑒𝑑𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠 ← 𝑆𝑐𝑎𝑙𝑒𝑟. 𝑓𝑖𝑡𝑡𝑟𝑎𝑛𝑠𝑓𝑜𝑟𝑚(𝐹𝑒𝑎𝑡𝑢𝑟𝑒𝑠) 

11.  𝑅𝑒𝑡𝑢𝑟𝑛 𝑁𝑜𝑟𝑚𝑎𝑙𝑖𝑠𝑒𝑑𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠 

 

12. 𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛 𝑡𝑟𝑎𝑖𝑛 (𝑁𝑜𝑟𝑚𝑎𝑙𝑖𝑠𝑒𝑑𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠): 

13.  𝑀𝑜𝑑𝑒𝑙 ← 𝐼𝑛𝑖𝑡𝑖𝑎𝑙𝑖𝑠𝑒 𝑅𝑎𝑛𝑑𝑜𝑚 𝐹𝑜𝑟𝑒𝑠𝑡(𝑟𝑎𝑛𝑑𝑜𝑚𝑠𝑡𝑎𝑡𝑒 = 𝑛) 

14.   𝑀𝑜𝑑𝑒𝑙. 𝑓𝑖𝑡(𝑁𝑜𝑟𝑚𝑎𝑙𝑖𝑠𝑒𝑑𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠) 

15.    𝑅𝑒𝑡𝑢𝑟𝑛 𝑀𝑜𝑑𝑒𝑙 
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16. 𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛 𝑑𝑒𝑡𝑒𝑐𝑡𝑎𝑛𝑜𝑚𝑎𝑙𝑖𝑒𝑠(𝑀𝑜𝑑𝑒𝑙, 𝑁𝑜𝑟𝑚𝑎𝑙𝑖𝑠𝑒𝑑𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠): 

17.  𝐴𝑛𝑜𝑚𝑎𝑙𝑖𝑒𝑠 ← 𝑀𝑜𝑑𝑒𝑙. 𝑝𝑟𝑒𝑑𝑖𝑐𝑡(𝑁𝑜𝑟𝑚𝑎𝑙𝑖𝑠𝑒𝑑𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠) 

18.   𝑅𝑒𝑡𝑢𝑟𝑛 𝐴𝑛𝑜𝑚𝑎𝑙𝑖𝑒𝑠 

19.    𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛 𝑔𝑒𝑛𝑒𝑟𝑎𝑡𝑒𝑎𝑙𝑒𝑟𝑡𝑠(𝐴𝑛𝑜𝑚𝑎𝑙𝑖𝑒𝑠): 

20. 𝐴𝑙𝑒𝑟𝑡𝑠 ←  [ ] 

21. 𝐹𝑜𝑟 𝑎𝑛𝑜𝑚𝑎𝑙𝑦 ∈ 𝐴𝑛𝑜𝑚𝑎𝑙𝑖𝑒𝑠: 

22. 𝐼𝑓 𝑎𝑛𝑜𝑚𝑎𝑙𝑦 = −1: 

23.    𝐴𝑙𝑒𝑟𝑡𝑠. 𝑎𝑝𝑝𝑒𝑛𝑑(′𝐴𝑛𝑜𝑚𝑎𝑙𝑦 𝑑𝑒𝑡𝑒𝑐𝑡𝑒𝑑! ′) 

24.  𝐸𝑙𝑠𝑒: 

25.       𝐴𝑙𝑒𝑟𝑡𝑠. 𝑎𝑝𝑝𝑒𝑛𝑑(′𝑁𝑜𝑟𝑚𝑎𝑙′) 

26. 𝑅𝑒𝑡𝑢𝑟𝑛 𝐴𝑙𝑒𝑟𝑡𝑠 

 

27.  𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛 𝑏𝑎𝑦𝑒𝑠𝑖𝑎𝑛𝑢𝑝𝑑𝑎𝑡𝑒(𝑝𝑟𝑖𝑜𝑟 , 𝑢𝑓𝑡, 𝑝 ): 

28.     𝑝𝑜𝑠𝑡𝑒𝑟𝑖𝑜𝑟 ← (𝑝 ∗ 𝑝𝑟𝑖𝑜𝑟 ) ∑(𝑝 ∗ 𝑝𝑟𝑖𝑜𝑟 )⁄  

29.   𝑅𝑒𝑡𝑢𝑟𝑛 𝑝𝑜𝑠𝑡𝑒𝑟𝑖𝑜𝑟  

30. 𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛 𝑑𝑒𝑓𝑒𝑛𝑑𝑒𝑟 (𝑥𝑡, 𝑢𝐿𝑡, 𝑢𝐹 , 𝑡ℎ𝑒𝑡𝑎): 

31.  𝑔𝐿 ← 𝑐𝑜𝑚𝑝𝑢𝑡𝑒 (𝑥𝑡, 𝑢𝐿𝑡, 𝑢𝐹 , 𝑡ℎ𝑒𝑡𝑎) 

32.    ℎ𝐿 ← 𝑐𝑜𝑚𝑝𝑢𝑡𝑒 (𝑥𝑇 , 𝑡ℎ𝑒𝑡𝑎) 

33.    𝑒𝑥𝑝𝑒𝑐𝑡𝑒𝑑𝑝𝑎𝑦𝑜𝑓𝑓 ← ∑(𝑔𝐿𝑡 + ℎ𝐿𝑇𝑓𝑜𝑟𝑡 ∈ 0|𝑇) 

34.     𝑅𝑒𝑡𝑢𝑟𝑛 𝑒𝑥𝑝𝑒𝑐𝑡𝑒𝑑𝑝𝑎𝑦𝑜𝑓𝑓 

 

35. 𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛 𝑎𝑡𝑡𝑎𝑐𝑘𝑒𝑟𝑟𝑒𝑠𝑝𝑜𝑛𝑠𝑒(𝑥𝑡, 𝑢𝐿𝑡 , 𝑡ℎ𝑒𝑡𝑎): 

36.  𝑢𝐹 ←
𝑎𝑟𝑔𝑚𝑎𝑥

𝑢𝐹𝑡
(𝑔𝐹(𝑥𝑡 , 𝑢𝐿𝑡, 𝑢𝐹𝑡 , 𝑡ℎ𝑒𝑡𝑎) + ℎ𝐹(𝑥𝑇 , 𝑡ℎ𝑒𝑡𝑎)) 

37.    𝑅𝑒𝑡𝑢𝑟𝑛 𝑢𝐹  

38.  𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛 𝑠𝑡𝑎𝑡𝑒𝑑𝑦𝑛𝑎𝑚𝑖𝑐𝑠(𝑥𝑡 , 𝑢𝐿𝑡, 𝑢𝐹𝑡 , 𝑡ℎ𝑒𝑡𝑎): 

39.    𝑥 ˙ 𝑡 ← 𝑓(𝑥𝑡 , 𝑢𝐿𝑡 , 𝑢𝐹𝑡, 𝑡ℎ𝑒𝑡𝑎) 

40. 𝑅𝑒𝑡𝑢𝑟𝑛 𝑥 ˙ 𝑡 

 

41. 𝑀𝑎𝑖𝑛 𝐴𝑙𝑔𝑜𝑟𝑖𝑡ℎ𝑚: 

42.   𝑅𝑎𝑤𝑑𝑎𝑡𝑎 ← 𝑐𝑜𝑙𝑙𝑒𝑐𝑡𝑑𝑎𝑡𝑎( ) 

43.     𝑃𝑟𝑒𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑𝑑𝑎𝑡𝑎 ← 𝑝𝑟𝑒𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑑𝑎𝑡𝑎(𝑅𝑎𝑤𝑑𝑎𝑡𝑎) 
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44.     𝐴𝑛𝑜𝑚𝑎𝑙𝑦𝑚𝑜𝑑𝑒𝑙 ← 𝑡𝑟𝑎𝑖𝑛 (𝑃𝑟𝑒𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑𝑑𝑎𝑡𝑎) 

45. 𝑝𝑟𝑖𝑜𝑟 ← 𝑖𝑛𝑖𝑡𝑖𝑎𝑙𝑏𝑒𝑙𝑖𝑒𝑓( ) 

46.  𝐹𝑜𝑟𝑡 ∈ 0𝑇: 

47.    𝑁𝑒𝑤𝑑𝑎𝑡𝑎 ← 𝑐𝑜𝑙𝑙𝑒𝑐𝑡𝑑𝑎𝑡𝑎( ) 

48.        𝑁𝑒𝑤 ← 𝑝𝑟𝑒𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑑𝑎𝑡𝑎(𝑁𝑒𝑤𝑑𝑎𝑡𝑎) 

49.       𝐴𝑛𝑜𝑚𝑎𝑙𝑖𝑒𝑠 ← 𝑑𝑒𝑡𝑒𝑐𝑡𝑎𝑛𝑜𝑚𝑎𝑙𝑖𝑒𝑠(𝐴𝑛𝑜𝑚𝑎𝑙𝑦𝑚𝑜𝑑𝑒𝑙 , 𝑁𝑒𝑤 ) 

50.        𝐴𝑙𝑒𝑟𝑡𝑠 ← 𝑔𝑒𝑛𝑒𝑟𝑎𝑡𝑒𝑎𝑙𝑒𝑟𝑡𝑠(𝐴𝑛𝑜𝑚𝑎𝑙𝑖𝑒𝑠) 

51. 𝑢𝑓𝑡 ← 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 ( ) 

52.        𝑝 ← 𝑙𝑖𝑘𝑒𝑙𝑖ℎ𝑜𝑜𝑑 (𝑢𝑓𝑡, 𝑝𝑟𝑖𝑜𝑟 ) 

53.        𝑝𝑜𝑠𝑡𝑒𝑟𝑖𝑜𝑟 ← 𝑏𝑎𝑦𝑒𝑠𝑖𝑎𝑛𝑢𝑝𝑑𝑎𝑡𝑒(𝑝𝑟𝑖𝑜𝑟 , 𝑢𝑓𝑡, 𝑝 ) 

54.  𝑢𝐿𝑡 ← 𝑜𝑝𝑡𝑖𝑚𝑖𝑠𝑒 (𝑥𝑡, 𝑝𝑜𝑠𝑡𝑒𝑟𝑖𝑜𝑟 ) 

55.       𝑢𝐹 ← 𝑎𝑡𝑡𝑎𝑐𝑘𝑒𝑟𝑟𝑒𝑠𝑝𝑜𝑛𝑠𝑒(𝑥𝑡, 𝑢𝐿𝑡 , 𝑝𝑜𝑠𝑡𝑒𝑟𝑖𝑜𝑟 ) 

56. 𝑥𝑡 ← 𝑠𝑡𝑎𝑡𝑒 𝑑𝑦𝑛𝑎𝑚𝑖𝑐𝑠(𝑥𝑡, 𝑢𝐿𝑡, 𝑢𝐹 , 𝑝𝑜𝑠𝑡𝑒𝑟𝑖𝑜𝑟 ) 

57. 𝐹𝑜𝑟 𝑎𝑙𝑒𝑟𝑡 ∈ 𝐴𝑙𝑒𝑟𝑡𝑠: 

58. 𝑃𝑟𝑖𝑛𝑡(𝑎𝑙𝑒𝑟𝑡) 

59. 𝑝𝑟𝑖𝑜𝑟 ← 𝑝𝑜𝑠𝑡𝑒𝑟𝑖𝑜𝑟  

60. 𝐸𝑛𝑑 

5.14 Experimental Results 

Table 5.2 is the illustration of the simulation results of the Ensemble Cuckoo, support 

vector machine (SVM), and the Local Outlier Factor (LOF). The table illustrates the 

precision, recall, f1-score, accuracy and the cross validation indicating their 

performances in the ability to detect anomalies.   
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Table 5.2 Experimental results 

Iteration Ensemble Cuckoo 

 Precision Recall F1-score Accuracy Cross-Val 

1 0.997692 0.997524 0.997606 0.997618 0.996692 

2 0.997806   0.997675   0.997739  0.997751 0.997165 

3 0.997447 0.997374 0.997410 0.997420 0.997321 

4 0.998345 0.998464 0.998404 0.998413 0.997177 

5 0.999155 0.999253 0.999203 0.999206 0.997159 

6 0.997806 0.997675 0.997739 0.997751 0.997165 

7 0.997912 0.997755 0.997832 0.997845 0.996763 

8 0.997692 0.997524 0.997606 0.997618 0.996692 

9 0.997321 0.997186 0.997252 0.997266 0.996175 

10 0.997387 0.997193 0.997288 0.997301 0.995951 

Support Vector Machine 

 Precision Recall F1-score Accuracy Cross-Val 

1 0.989085 0.989179 0.989132 0.989183 0.987628 

2 0.990625 0.990785 0.990703 0.990738 0.988698 

3 0.990850 0.990791 0.990820 0.990873 0.988884 

4 0.990440 0.990441 0.991440 0.990476 0.989387 

5 0.990710 0.990875 0.990762 0.990791 0.988832 

6 0.989736 0.989900 0.989816 0.989857 0.988867 

7 0.989921 0.990133 0.990025 0.990077 0.987799 

8 0.989731 0.989777 0.989754 0.989809 0.988027 

9 0.988971 0.988958 0.988964 0.989015 0.988160 

10 0.988739 0.988751 0.988745 0.988798 0.987514 

Local Outlier Factor 

 Precision Recall F1-Score Accuracy Cross-Val 

1 0.805866 0.865944 0.875817 0.893517 0.813376 

2 0.806335 0.866108 0.876189 0.894095 0.813967 

3 0.818433 0.870459 0.882592 0.801021 0.826277 

4 0.810570 0.867641 0.896892 0.895634 0.817970 

5 0.801148 0.864288 0.887160 0.887139 0.807258 

6 0.815621 0.869504 0.821640 0.894146 0.821640 

7 0.810128 0.867511 0.816604 0.892723 0.893633 

8 0.834965 0.876453 0.809990 0.806746 0.841730 

9 0.899559 0.899841 0.801497 0.824603 0.831751 

10 0.886701 0.859041 0.866402 0.884264 0.894344 
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Figure 5.1 displays the precision and recall metrics showing the performances 

between the proposed model and the other models compared to it, namely the SVM 

and the LOF model. The proposed Ensemble Cuckoo scheme performs better than 

the SVM and the LOF schemes. The proposed Ensemble Cuckoo scheme fluctuates 

between 99,5% and 99,9%, clearly showing that it performs better. On the other hand, 

the LOF model is not increasing consistently, as on some occasions it drops, and then 

finds its way to increase from iteration 8 to 9 with a 90% performance. On the recall 

metric, we observe that the performance fluctuates more significantly, starting well but 

ending with a sharp decrease in the last iteration. This indicates inconsistency and 

potential limitations with reliability.   

 

Figure 5. 1: The Precision and Recall metrics performance 

Figure 5.2 is an illustration of the simulation results between the f1-score and the 

accuracy. The proposed model maintains a consistently fluctuating high f1-score of 

around 99.9% across all the iterations. This indicates that the model is highly effective 

in balancing precision and recall, making it very reliable. While the SVM model shows 

that the scheme is reliable, it’s not as accurate as the proposed Ensemble Cuckoo 

scheme. The scheme dips around iteration 7 before taking a rise again in 10 indicating 

that the scheme is less consistent and may in the long run have reliability issues. On 

the accuracy metric, the proposed Ensemble Cuckoo scheme consistently achieved 

the highest accuracy across all iterations, performing better than the SVM and the LOF 

metric exhibiting more variability and lower accuracy. 
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Figure 5.2: F1-score and accuracy performance metrics 

The simulation results for the cross validation of the Proposed Model reflect the most 

robust and reliable to maintain the high scores consistently. The LOF scheme reflects 

less stable performance while the SVM scheme performs well though it shows some 

fluctuations. The convergence of beliefs over time for the proposed Ensemble Cuckoo 

scheme begins well and decreases sharply as it moves rightward along the x-axis. 

This indicates that the convergence metric stabilises over time. 

 
Figure 5. 3 Cross validation and convergence of beliefs over time 

In Figure 5.4 we visualise an illustration of the performance metrics for the proposed 

Ensemble Cuckoo model. The figure depicts a 3-dimensional plot that illustrates the 

relationship between the defender’s actions, the attacker’s actions, and their resulting 

payoff. The x-axis shows the defender’s actions, and the y-axis shows the attacker’s 

actions. Figure 5.4 presents the interaction between the defender and the attacker 

producing various payoffs. From Figure 5.4 we can identify which combinations of 

actions lead to higher payoffs. When the defender takes an action closer to 1 and the 

attacker takes an action closer to 0, the resulting payoff for the defender is high but if 
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both the defender and attacker takes action close to 0.5 the resulting payoff is 

balanced or reaches the Stackelberg equilibrium.  

Figure 5.4 also shows the enhanced robustness of the strategy between the defender 

and the attacker regret. Regret measures the difference between the actual outcome 

and the best possible outcome that could have been achieved, wherein the lower 

regret indicates a better strategy. When the attacker regret steadily increases, the 

regret experienced by the attacker also increases, indicating that the attacker’s 

strategy becomes less effective or more costly. When the defender regret decreases 

linearly with an increase in parameter, this indicates that the regret experienced by the 

defender decreases, and that the defender’s strategy becomes more effective and 

less costly. 

 

Figure 5. 4 Payoff metric and the enhanced attacker strategy 

5.15 Chapter Summary  

In this chapter, we focused on using the Stackelberg Game Theory to model the 

interactions between the defender’s and attacker’s actions in detecting Man-in-the-

Middle (MitM) attacks within the edge network. To update the beliefs, the study utilised 

the Bayesian update method, and the simulation results of the proposed model are 

presented in this study. The proposed model (Ensemble Cuckoo) consistently 

outperformed the other models to which it was compared, demonstrating that the 

defender, at all times strives to choose strategies that significantly minimise the 

effectiveness of the attacker’s strategies.  
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Chapter 6 

Conclusion 

6.1 Introduction  

The rapid evolution of technology has significantly benefited businesses, transforming 

sectors like healthcare, agriculture, and homes. Centralised cloud computing has 

facilitated data access but also increased digital threats. MEC, introduced by Akamai 

in 1990 [68], brings data processing closer to the source, enhancing efficiency but also 

introducing new security challenges, such as MitM attacks. These attacks can lead to 

severe consequences, including data breaches and financial losses. Despite various 

methods proposed to enhance IDS, there remains a need to improve detection rates. 

This chapter concludes the study by summarising the key research results concerning 

the research aims and research questions, as well as the value and contribution 

thereof. It also proffers the limitations of the study while recommending opportunities 

for further research. 

6.2 Algorithms utilised  

We developed and implemented an anomaly-based detection scheme on the Kaggle 

platform using Python as a programming language. This was designed to enhance 

detection accuracy, minimise overfitting, to improve robustness and flexibility. The 

study employed ensemble learning with an RF algorithm optimised using CSA. CSA 

is a meta-heuristic algorithm that efficiently searches for optimal solutions and discards 

poor ones. It significantly boosts the scheme’s performance by selecting relevant 

features and handling complex optimisation.  

In Chapter 5, we validated the experimental results using the Bayesian Dynamic 

Stackelberg Game Theory model, which integrates Bayesian inference, dynamic 

games, and Stackelberg games to analyse defender-attacker interactions. This 

framework helped the study to model complex scenarios with multiple agents, making 

sequential decisions, improving the prediction behaviour of the agents and enhancing 

the model’s attacker-defender interactions. 

6.3 Summary of the results 

In all the experimental simulations conducted, the study developed and evaluated the 

effectiveness of the proposed Ensemble Cuckoo scheme for detection MitM attacks 
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within the edge networks and DNS environments. This was done by focusing on the 

following research questions: 

Effectiveness in Detection and minimising MitM attacks – The results demonstrate that 

the proposed Ensemble Cuckoo scheme significantly improves the detection and 

further minimises the high occurrences of MitM attacks in edge networks and DNS 

systems. The proposed Ensemble Cuckoo scheme utilises advanced algorithms such 

as the CSA to optimise the RF and employs Stackelberg Game Theory and Bayesian 

updates to predict and counteract attacker strategies effectively. The simulation results 

showed a consistent detection rate of over 99.9%, indicating the scheme’s robustness 

in maintaining security across various network conditions. 

Improvement in detection rate and reduction of false positives and negatives – The 

proposed Ensemble Cuckoo scheme enhances the detection rate of MitM attacks by 

20% compared to other methods, while minimising the incidents of false positives and 

negatives by 15%. Compared to traditional methods like SVM and LOF, the scheme 

achieved higher precision when tested on the detection of MitM attacks in edge 

networks and DNS environments. Specifically, it was evaluated against traditional 

methods like SVM, and LOF in terms of detecting these types of attacks. The precision 

refers to the proportion of true positive detections out of the total number of detections 

made by the scheme. This means that the proposed Ensemble Cuckoo scheme not 

only detected a higher number of MitM attacks accurately but also minimised the 

number of false positives compared to the other methods and recall metrics, 

approximately around 99.5% and 99.9% for various iterations. This improvement is 

critical in minimising the likelihood of legitimate actions being flagged as malicious 

(false positives) and ensuring that actual threats are not missed (false negatives). 

Challenges and Limitations – Despite its effectiveness, the deployment of the 

proposed Ensemble Cuckoo scheme in edge networks and DNS faces certain 

limitations. These include computational overhead, complexity of implementation, and 

potential scalability issues in larger networks. The study suggests that these 

challenges can be mitigated by optimising the algorithms for performance and 

incorporating more efficient data processing techniques. Furthermore, hybrid 

approaches that combine the proposed Ensemble Cuckoo scheme with other security 

measures could enhance its feasibility for deployment. 
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Adherence to security standards and implications for adoption – The proposed 

Ensemble Cuckoo scheme meets the necessary security requirements and standards 

for edge networks and DNS. It aligns with industry best practices by providing a 

proactive defence mechanism against MitM attacks, which is crucial for protecting 

sensitive data and maintaining network integrity. The results imply that the scheme is 

not only viable but also highly beneficial for adoption and deployment in real-world 

scenarios. However, its integration should be carefully planned to ensure compatibility 

with existing network infrastructure. 

Security threats and vulnerabilities in edge networks – the study examined the security 

threats and vulnerabilities emerging from edge networks. The rapid growth of IoT 

devices and sensors transmitting vast amounts of data to centralised cloud systems 

or corporate data centers faces several challenges. Processing large amounts of data 

incurs delays. It can be expensive, and the technical challenges of data movement 

mean that storage and privacy are compromised daily. A recommended approach to 

address these challenges is edge computing which involves processing data closer to 

the source, the IoT devices and sensors, rather than sending it to centralised cloud 

systems or data centers. This minimises latency, reduces costs, and enhances privacy 

and security by minimising the amount of data that needs to be transmitted and stored 

centrally. 

MitM is a cyber-attack where the attacker interrupts the normal communication taking 

place between two or more devices. MitM attacks at the edge of the network involve 

intercepting and manipulating data as it is exchanged between IoT devices and the 

central cloud or data center. In edge environments, where data processing occurs 

closer to the source, attackers can exploit vulnerabilities such as rogue access points, 

DNS spoofing, or ARP spoofing. This allows them to eavesdrop on sensitive 

information, modify data, or inject malicious data without the knowledge of either party 

involved. 

MitM attacks intercept and manipulate communication between devices to eavesdrop, 

interrupt, and control data. With advancements in technology and increased online 

activities like shopping and transactions, cybercriminals target systems with 

vulnerabilities such as insufficient security patches and incomplete network coverage. 

Attackers can use packet analyzers to monitor network traffic, redirect users to fake 
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websites to steal information, and modify data transmissions. These attacks can cause 

severe challenges for small businesses, including data breaches and reputational 

damage. Notable incidents include the 2011 DigiNotar breach and the recent shaDII 

module by CrowdStrike, which highlight the ongoing threat. It underscores the 

importance of developing MLA to minimise MitM attacks. 

6.4 Summary of Contributions 

6.4.1 Research Outputs 

An Optimised Machine Learning Model for the Detection of Man-in-the-Middle Attack 

in Mobile Edge Computing - The study is a novel intrusion detection scheme designed 

for MitM attacks in edge networks and DNS environments.  The scheme leverages 

ensemble modelling techniques such as bagging and boosting combined with the CSA 

for optimising parameters and model selection, to enhance detection accuracy and 

efficiency. 

6.4.2 Filling Research Gaps 

Addressing MitM Attack Detection in Edge Networks – This study fills a critical 

research gap in the detection of MitM attacks within edge networks, a growing area of 

concern due to the proliferation of edge computing. Existing research primarily focuses 

on centralised networks, leaving edge networks vulnerable. By focusing on edge 

environments, this study addresses the unique challenges posed by decentralised and 

distributed architectures. 

Enhanced Detection through Ensemble Modelling – Previous studies have often relied 

on single-model approaches for intrusion detection, which can be limited to their 

adaptability and accuracy. By implementing an ensemble modelling approach, this 

research provides a more resilient and accurate detection mechanism, thus filling the 

gap in the existing literature on IDS. 

Integration of CSA in IDS – The integration of CSA within the anomaly detection 

process is relatively under-explored in the context of MitM detection. This study 

bridges that gap by demonstrating how CSA can optimise the performance of IDS in 

dynamic and complex edge network environments. 
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6.4.3 Relation to Existing Theory 

Advancing Intrusion Detection Theory – This study contributes to the broader theory 

of intrusion detection by demonstrating how ensemble models, when combined with 

optimisation techniques like CSA, can outperform traditional methods. It supports the 

theoretical premise that diverse, multi-model approaches can mitigate the weakness 

of individual models [101]. 

Linking to Game Theory – The study also relates to existing theories in cybersecurity 

that leverage game theory for strategic defence mechanisms. By using CSA, which is 

akin to optimisation methods in game theory, the research aligns with and extends 

theoretical frameworks that advocate for adaptive and intelligent defense strategies 

against evolving threats [102]. 

Bayesian updates in belief systems – The study’s use of Bayesian updates to refine 

the model’s predictions ties back to probabilistic reasoning theories in artificial 

intelligence, showing how these theories can be practically applied to enhance IDS 

accuracy in real-time [103]. 

6.4.4 Practical Applications 

Enhanced security for edge networks – The proposed Ensemble Cuckoo scheme 

offers a practical solution for enhancing security in edge networks, which are 

increasingly used in IoT and other distributed computing environments. By effectively 

detecting MitM attacks, the scheme helps protect sensitive data and ensures the 

integrity of communications in these networks. 

Scalability and real-world deployment – The ensemble-based approach is designed to 

be scalable, making it suitable for deployment in large, distributed edge networks. The 

results can be directly applied to improve the security of edge computing 

infrastructures in various industries, including healthcare, finance, and 

telecommunications. 

Improving DNS security – DNS is a critical component of the internet infrastructure; 

the study’s contributions have significant implications for securing DNS against MitM 

Attacks. This can prevent various types of cyberattacks that exploit DNS 

vulnerabilities, such as DNS spoofing and cache poisoning. 
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Guidance for future security frameworks – The study provides a foundation for the 

development of future security frameworks that integrate ensemble modeling and 

optimisation techniques, offering a roadmap for the evolution of IDS in increasingly 

complex network environments. 

6.5 Limitations 

Focus on edge networks and DNS – The study specifically targets MitM attack 

detection within edge networks and DNS environments. While this focus is critical for 

addressing security in decentralised networks, the results may not be directly 

applicable to other types of networks, such as centralised cloud infrastructures or 

traditional enterprise networks. The specialised nature of edge computing and DNS 

might the generalisability of the proposed model to other network architectures. 

Resource-intensive techniques – The integration of CSA and ensemble modeling, 

while enhancing detection accuracy, also increases computational complexity. This is 

a limitation when deploying the scheme because the high computational demands 

have restricted the practical implementation of the model in certain real-world 

scenarios.  

Performance across diverse scenarios – Though the proposed Ensemble Cuckoo 

scheme outperformed existing schemes like SVM and LOF in the tested scenarios, its 

performance in other types of attacks or under various network conditions was not 

evaluated.  

Real-time detection challenges – While the proposed Ensemble Cuckoo scheme 

shows strong detection capabilities, the real-time applicability of the scheme could be 

limited by latency issues. The computational overhead introduced by ensemble 

modelling and CSA might lead to delays in detection, which could be critical in fast-

paced network environments where immediate response is required. 

Challenges in large-scale deployment – Scaling the proposed Ensemble Cuckoo 

scheme to large, distributed edge networks may present challenges, particularly in 

terms of coordinating the detection process across numerous nodes. Ensuring 

consistent performance and avoiding bottlenecks in such large-scale implementations 

could be difficult, limiting the scheme’s effectiveness in very large networks. 



95 
 

Defender Strategy Assumptions: The study assumes that the defender always 

chooses optimal strategies to decrease the attacker’s effectiveness. However, in real-

world scenarios, defenders might not always have the resources or information to 

make the best decisions. This limitation suggests that the model’s effectiveness could 

vary depending on the defender’s capabilities and available resources. 

Assumption of Rational Attackers: The model assumes that attackers behave 

rationally and predictably, following a certain pattern that can be detected. However, 

in practice, attackers might use unconventional or unpredictable strategies that the 

model is not equipped to handle. This limitation could impact the model’s ability to 

detect more sophisticated or novel attack methods. 

6.6 Recommendations 

To improve the effectiveness and applicability of the proposed anomaly-based 

intrusion detection scheme, future research ought to focus on several critical areas. 

First, enhancing the real-time capabilities of the model is essential to reduce latency 

and making it more suitable for immediate detection in edge networks, which could 

involve optimising the computational efficiency of the ensemble modeling process. 

Additionally, extending the evaluation of the model in a variety of network 

environments and against different types of attacks, we can better assess how well it 

performs in real-world scenarios. This process helps to ensure that the model is not 

only effective in a controlled setting but also adaptable and reliable when facing 

diverse and unpredictable conditions.  

This broader evaluation is crucial for validating the model's generalizability and 

robustness, confirming that it can maintain high performance across different use 

cases and environments. Addressing scalability concerns is also critical, especially in 

large, distributed edge networks, where methods to improve coordination across 

multiple nodes or integration with existing network management tools could be 

explored. Improving data handling techniques, particularly in dealing with noisy or 

incomplete data, should be a priority, possibly through more robust preprocessing 

methods or data augmentation. Finally, exploring adaptive defense mechanisms that 

dynamically adjust based on evolving attacker tactics could further enhance the 

model’s effectiveness by addressing limitations related to the assumption of 

predictable attacker behaviour. 



96 
 

6.7 Chapter Summary  

In conclusion, this study successfully demonstrated the design and implementation of 

an anomaly-based intrusion detection scheme using ensemble modeling within edge 

networks and DNS to detect and mitigate MitM attacks. The proposed Ensemble 

Cuckoo scheme, underpinned by the principles of Stackelberg Game Theory and 

Bayesian updates, exhibits better performance in detecting MitM attacks compared to 

traditional models like SVM and LOF. It effectively minimises false positives and 

negatives, ensuring higher detection accuracy.  

Despite its effectiveness, the study acknowledges certain limitations, such as the need 

for real-time processing enhancements and the challenges associated with scaling in 

large, distributed networks. The results highlight the potential of the proposed model 

to meet the security requirements of modern edge networks, providing a robust 

solution to one of the most critical threats in cybersecurity. Future research directions 

are identified to further refine and extend the applicability of this scheme, paving the 

way for broader adoption and deployment in real-world scenarios. 
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