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ABSTRACT 
Cybersecurity has become an ever-pressing concern in the modern digital landscape, 

demanding robust and efficient intrusion detection systems. In this research, we 

conducted a comparative analysis of tree-based intrusion detection modelling and 

several popular machine learning classification models, using the widely used KDD99 

dataset. To enhance the efficiency of the proposed model, we employ a hybrid feature 

selection method that combines the Gini index and information gain and incorporates 

them using the concepts of a decision tree (DT). Models under evaluation include DT, 

Support Vector Machine (SVM), K-Nearest Neighbours (KNN), and Logistic 

Regression (LR). 

We present a comprehensive evaluation of these models based on various 

performance metrics, including accuracy, F1 score, confusion matrix, precision, recall, 

and execution time. The dataset is meticulously pre-processed to eliminate noise and 

address any biases that may affect the results. The findings of this research reveal 

important insights into the strengths and weaknesses of different intrusion detection 

models. Our analysis sheds light on the performance variation between the tree-based 

model and SVM, KNN, and LR. In addition, we discuss the factors that contribute to 

the observed effectiveness of the model. 

The results demonstrate the effectiveness of the hybrid feature selection approach in 

enhancing the performance of tree-based models. In addition, we identify the most 

suitable models for specific performance criteria, guiding practitioners in selecting the 

appropriate model for their specific intrusion detection requirements. 

The results of this study contribute significantly to the advancement of intrusion 

detection techniques and provide valuable guidance to cybersecurity practitioners and 

researchers. The research highlights potential areas for further investigation and 

improvement, paving the way for more efficient and accurate intrusion detection 

systems in the future. 

Keywords: Cyber-security, Intrusion Detection, Machine Learning, Hybrid Feature 

Selection, Tree-based Intrusion Detection Modelling, Support Vector Machine, K-

Nearest Neighbours, logistic regression, Decision Tree 
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CHAPTER 1 – INTRODUCTION 

1. INTRODUCTION  
Cybersecurity is a life-threatening concern, with the proliferation of cyber threats 

necessitating the development of robust intrusion detection systems (IDS). These 

systems play an essential role in protecting sensitive data, critical infrastructure, and 

the integrity of digital ecosystems. Incorporating machine learning (ML) with 

cybersecurity has opened up a new prospect for intrusion detection (ID). Among ML 

techniques, tree-based models, such as DTs, random forests (RFs), and gradient 

boosting, have gained prominence for their interpretability and classification 

capabilities. 

This dissertation aims to provide a comprehensive comparative analysis of tree-based 

ID models and traditional ML classification models, using a cyber-security data set. It 

aims to elucidate the strengths and limitations of these models, offering information on 

their performance in different threat scenarios. The study addresses key research 

questions, including performance matrix, development of a tree-based ID model, 

application of the cyber security dataset to ML classification algorithms, selection and 

ranking, and efficiency comparisons between tree-based and traditional ML models, 

identification of the most effective tree-based model and the factors influencing model 

selection in the cybersecurity context. 

As the cybersecurity landscape evolves, understanding model selection becomes 

paramount for improving identity. Research results are expected to make a significant 

contribution to the field, helping cybersecurity practitioners make informed decisions 

about the selection of ID models. By comparing tree-based models with traditional ML 

classifiers, this study aims to shed light on the most suitable approaches to counter 

evolving cyber threats in our increasingly digital world. A research article based on this 

work was published in International journal of Computer Application as indicated in 

section 1.11. 
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1.1. PROBLEM STATEMENT 
The complexity of data produced by organisations through IDSs can be difficult to 

analyse. Existing data and network access defences, including hardware, firewalls, 

user authentication, and data encryption techniques, are insufficient against the variety 

of cyber threats that affect computer networks [1]. Due to the rapid evolution of 

intrusion techniques, traditional security mechanisms are insufficient as a form of 

access defence. A firewall merely regulates network access, which means that it 

restricts access between networks. There are several types of IDS employed to 

manage these forms of threat in companies and organisations. For example, they are 

host-based and network-based IDSs. The host-based IDSs reside on a separate 

system and keep a watch on operating system files for inconsistencies and anomalies 

in the activities. The network-based IDSs system, on the other hand, monitors and 

probes network connections for unauthorised traffic. This approach has challenges in 

identifying new unknown network attacks and may be subjected to high false alarm 

rates. For this reason, ML classification models are studied and employed as an 

optimal technique to handle these challenges. But for security purposes, the potential 

and fruitfulness of ML-based ID modelling is a challenge for IT workers, e-commerce 

and software developers. A cyber-security data collection, in general, comprises 

several types of cyber-attacks with important parameters. Therefore, certain classifiers 

may not produce an adequate prediction accuracy and real prediction rate, depending 

on a variety of attack types and variables. Therefore, it is a need to create accurate 

machine learning-based ID models to correctly detect these difficulties that threaten 

organisations. 

1.2. MOTIVATION  
Today, the requirement for cyber security and fortification in contrast to many forms of 

cyber security issues is continuously accumulating. The primary reason for this 

accumulation is due to the influence of the Internet of Things (IoT), the enormous 

amount of development and advances in computer networks, and the large number of 

vital applications used by people or organisations [2]. Cyber-attacks such as denial of 

service, computer malware, and unauthorized access caused catastrophic damage 

and financial losses. For example, as stated by Alqahtani [3] in May 2017, a single 

ransomware virus incurred a large cost to various companies and industries, together 

with finance, healthcare, energy, and tertiary institutions, causing a loss of 
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approximately 8 billion dollars. Sarker in [2] has shown that a data breach expenditure 

on an impacted company usually costs 3.9-8.19 million US dollars. Once again on 9 

May 2022, in its State of Ransomware 2022, the British cybersecurity firm Sophos 

stated that 51% of South African organisations it surveyed had experienced 

ransomware in 2021. Other key findings included a significant portion (49%) of 

organisations paying ransom remands and the effects of a ransomware attack, with a 

cost of recovery of approximately R11.5 million [4]. On 18 March 2022, it was revealed 

that the South African Credit Bureau TransUnion had been hacked for ransom and 

that hundreds of businesses were in danger. According to reports, hackers used an 

authorised client's login information to access the bureau's server. They were referred 

to as "criminal third parties" [5]. The organisation suffers these attacks because its 

network access control comprises traditional security mechanisms. The utilisation of 

classifiers that produce inadequate prediction accuracy may also cause these 

damages since the cyber-security dataset comprises several types of cyberattacks 

with important parameters.      

Sarker in [2] suggested an ID tree that takes into account the priority of ranking security 

characteristics before building a tree-based algorithm based on the selected significant 

feature. According to the study, the problem is that attacks such as denial of service 

attacks, ransomware, or unauthorised access caused irrevocable damage and 

monetary losses in a large network. The purpose was to investigate methods to reduce 

security risks and developing a powerful data-driven ID model. 

Al-Omari in [6] used artificial intelligence to detect and defend against cyberattacks on 

heterogeneous devices. The objective is to suggest an intelligent ID methodology to 

anticipate and recognise cyberattacks. The author identified a concern that the 

massive volume of data, which has various dimensions and security aspects, can 

reduce the systems' ability to make accurate predictions and raise their computational 

complexity.  

Buczak in [7] focuses on a literature assessment of data mining and ML techniques 

for cyber analytics in support of ID, while use-based techniques (a form of cyber 

analytic methodology used to enhance IDSs) are excellent at recognising certain types 

of assault without causing a high number of false alarms; they usually require human 
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updates to the database's rules and signatures. They are unable to detect novel (zero-

day) attacks.  

Andresini in [8] designed a new deep learning neural network (DNN) architecture 

combining an unsupervised and supervised stage of multichannel learning feature 

sets. According to the study, current IDSs are still struggling to improve detection 

accuracy by lowering false alarm rates and recognising unidentified threats. The 

purpose was to see if learning and incorporating class-specific network flow features 

into the original could improve the model accuracy. 

1.3. AIM 
The purpose of the study was to comparatively analyse tree-based ID model and ML 

classification algorithms using a cyber security dataset. 

1.4. OBJECTIVES  
The objectives of the study are the following.  

i. Develop a tree-based detection model using the concepts of DT. 

ii. Conduct security feature selection and ranking to select features of significant 

importance. 

iii. Apply the tree-based ID model and traditional ML classification models to the 

KDD-99 dataset. 

iv. Evaluate the effectiveness of these models by measuring performance matrix, 

namely accuracy, precision, recall, F1 score, and confusion matrix. 

1.5. RESEARCH QUESTIONS  
The research questions for the study are as follows. 

i. How to develop a tree-based ID algorithm based on the concepts of a DT? 

ii. How to conduct the selection and ranking to select features of significant 

importance? 

iii. How to apply a cybersecurity dataset to a tree-based ID model and traditional 

ML classifiers? 

iv. How to evaluate the effectiveness of the models using the performance matrix? 
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1.6. METHODOLOGY  
This section outlines the comprehensive research methodology employed in this study 

to investigate the effectiveness of ML classification algorithms in the domain of 

cybersecurity. The data set under consideration is extracted from the UCI ML 

repository, which was originally utilised for the 3rd International Knowledge Discovery 

and Data Mining Tools Event held in conjunction with KDD-99. This data set contains 

a standard set of auditable data that includes various simulated intrusions into a 

military network environment, comprising 494021 instances, each characterised by 42 

properties. 

The research methodology begins with an exploration of the tools used, focussing on 

the use of Google Collaboration as the platform for conducting experiments. This 

cloud-based Jupyter notebook environment provides a user-friendly interface and 

facilitates data analysis and model training. Following this, the study delves into data 

analysis, where the quality and characteristics of the dataset are examined. This 

includes the validation of the number of records and features, analysis of instances 

identified as attacks, variable categorisation, and feature correlation with the predicted 

attribute. Subsequently, the data preprocessing and standardisation steps are 

discussed, involving the elimination of redundancies, the transformation of categorical 

variables into dummy variables, and feature scaling to ensure consistent units of 

measurement. Additionally, feature selection and ranking methodologies, specifically 

the Gini index technique and information gain, are presented to identify attributes that 

have a significant influence on decision-making processes. Finally, we introduce tree-

based ID modelling, highlighting the construction of a model based on security 

features with reduced dimensions and improved accuracy. The selection of root nodes 

using the Gini index is highlighted, followed by a discussion of the traditional ML 

classification algorithms, such as SVM, KNN and LR, to be applied in this study. A 

detailed discussion of each of these research methods will follow in chapter 3 of the 

study, providing a comprehensive understanding of the approach taken to investigate 

the effectiveness of ML classification algorithms in cybersecurity, using the KDD-99 

dataset. 

1.7. SCIENTIFIC CONTRIBUTION 
Organisations are experiencing difficulties in dealing with cyber-attacks on daily basis. 

This study will have a significant contribution to organisations facing these issues by 
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accurately improving the detection of cyberattacks and finding the appropriate model 

to be used when detecting these attacks. This will help organisations reduce the 

amount of money used to maintain and upgrade firewalls and antivirus applications. 

The study will compare several popular ML classification algorithms with the proposed 

tree model to help the organisation understand and know which model is required to 

manage all cyber security issues facing organisations. Helping the organisation to 

safely protect their systems and data encourages transparent working environment 

and strong data protection in the organisation. 

1.8. AVAILABILITY OF RESOURCES AND INFRASTRUCTURE  
The University of Limpopo’s Department of Computer Science provides the necessary 

resources and infrastructure, including software and strong network connectivity to 

undertake this research. 

1.9. ETHICAL CONSIDERATION  
The study does not require ethical approval because the study will be conducted on 

the data set that was used before and it is available on websites for extraction. 

1.10. SCOPE AND DELIMINATION  
This research focusses on comparative analysis of tree-based ID models and 

traditional ML classification algorithms using the KDD-99 cybersecurity dataset. The 

study explores the development of a tree-based ID model, feature selection and 

ranking techniques, and the application of a tree-based model and traditional ML 

classifiers to the dataset. We evaluate their effectiveness by measuring various 

performance metrics. The study is limited to the specific cyber security data set 

mentioned, and the findings may not be generalised to other data sets. Additionally, 

the research does not include ethical considerations in detail as it does not involve 

human subjects, but rather focusses on the technical aspects of ID modelling. 

1.11. RESEARCH OUTPUT FROM THE DISSERTATION  
Motlatso Mokoele, Sello Mokwena . Comparative Analysis of Tree-based Intrusion 

Detection Modelling and Machine Learning Classification Models using Cyber-

Security Dataset. International Journal of Computer Applications. 186, 13 ( Mar 2024), 

33-40. DOI=10.5120/ijca2024923480 
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1.12. SUMMARY  
In this chapter, we explore the realm of cybersecurity, recognising its paramount 

significance in our digital age, where the surge in cyber threats requires the 

development of robust ID systems. With the integration of ML into the cybersecurity 

domain, tree-based models such as DTs have emerged as crucial tools, renowned for 

their interpretability and classification capabilities. This chapter introduces the central 

objective of our dissertation to perform a comprehensive comparative analysis of these 

tree-based ID models and traditional ML classification models, employing a cyber-

security dataset. Our goal is to reveal the strengths and limitations of these models, 

offering valuable insights into their performance in various threat scenarios, and 

identifying the factors influencing the selection in the cybersecurity field. This research 

aspires to make a substantial contribution to the field, equipping cybersecurity 

professionals with the knowledge to make informed decisions about the selection of 

ID models, ultimately reinforcing data protection in our increasingly digital world.  

1.13. OVERVIEW OF DISSERTATION  
The rest of the dissertation is organised as follows. 

� Chapter 2 provides a review of the literature.  

� Chapter 3 presents a detailed description of the design and implementation of 

the DT, SVM, KNN, and LR.  

� Chapter 4 presents the research findings of the study. 

� Chapter 5 presents a summary and recommendations for future work. 
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CHAPTER 2 – LITERATURE REVIEW 

2. INTRODUCTION  
 

Intrusion detection (ID) techniques have drawn an impactful attention from most 

researchers in the past few years, as cited in most of the studies below. ML 

classification algorithms are very important for identifying a category in a given data 

set. Although classifiers have many benefits, their major drawback in cyber security is 

that they tend to produce inadequate prediction accuracy and real prediction rate, 

depending on a variety of attack types and variables. ID techniques have challenges 

in identifying new unknown network attacks and may be subjected to high false alarm 

rates.  

Several factors that have been investigated in the literature and have illustrated the 

use of ML models in cyber security. The cyber security data set was extracted and will 

be further used in our proposed study to better understand which classifier can 

outperform a tree-based ID model. 

This chapter is structured as follows: discussed in Section 1.1 ID techniques contain 

Section 1.1.1 misuse detection technique, 1.1.2 anomaly-based detection technique, 

and 1.1.3 hybrid detection technique. In Section 1.2 we discuss tree-based ID 

modelling. 

2.1. INTRUSION DETECTION TECHNIQUES 
In the ever-evolving landscape of cybersecurity, identification plays a pivotal role in 

protecting systems and networks from unauthorised access and malicious activities. 

Recent years have witnessed a surge in sophisticated cyber threats, necessitating the 

constant advancement of identification techniques to effectively mitigate risks. 

Signature-based detection, a traditional approach, relies on predefined patterns or 

signatures of known attacks. Although effective against well-established threats, it 

struggles to detect novel or evolving attacks [9]. Recent research has focused on 

improving signature-based systems through ML algorithms, enabling more adaptive 

and dynamic detection capabilities. Anomaly-based detection aims to identify 

deviations from normal system behaviour [10]. This technique uses statistical models 

and ML algorithms to establish a baseline of normal activities and raise alerts when 

deviations occur. Recent studies have explored the integration of deep learning and 



9 
 

anomaly-based approaches, demonstrating improved accuracy in detecting subtle 

and previously unseen intrusions. 

To address the limitations of individual detection techniques, researchers have 

increasingly advocated for hybrid approaches that combine the strengths of signature-

based and anomaly-based methods [24], [38]-[51]. These integrated systems leverage 

both historical knowledge of known attacks and the ability to adapt to emerging threats. 

Recent studies highlight the effectiveness of such hybrid models in improving overall 

detection accuracy and reducing false positives. Behavioural analysis focusses on 

understanding user and system behaviour to detect anomalous activities [11]. ML 

algorithms analyse patterns and trends, allowing the identification of deviations that 

may indicate a security threat. Recent advances in behavioural analysis involve the 

incorporation of contextual information and real-time monitoring for more precise and 

proactive identification [12] and [13]. With the increasing adoption of cloud computing, 

intrusion detection has expanded its scope to address the unique challenges posed 

by cloud environments. Recent research explores techniques tailored for cloud-based 

architectures, considering factors such as multitenancy, virtualisation, and the 

dynamic nature of cloud resources [14]. The landscape of ID techniques continues to 

evolve rapidly, driven by the relentless innovation of cyber threats. Recent research 

emphasises the integration of ML, deep learning, and hybrid models to improve the 

accuracy and adaptability of IDSs. As the cybersecurity community faces new 

challenges, staying abreast of these developments is crucial to maintaining robust 

defence mechanisms against emerging threats. 

ID techniques play an important role in safeguarding the integrity and security of 

modern information systems. There are methods designed to identify and respond to 

malicious activities, cyberattacks, and unauthorised access within a network or 

computing environment. With the ever-evolving landscape of cyber [15] threats, 

researchers and practitioners have been constantly developing and refining ID 

techniques to stay one step ahead of cybercriminals. This introduction will briefly 

explore some recent developments and key techniques in this field, including tree-

based ID, SVM, KNN, and LR. Tree-based ID models, such as RFs and DTs, have 

gained significant attention due to their versatility and adaptability to identify 

anomalous activities within network traffic. Recent studies have demonstrated the 

effectiveness of RF and DT in accurately detecting network intrusions by analysing 

network data patterns [16], [17], and [18]. SVMs are another class of ID techniques 
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which were illustrated in [18] to efficiently classify network traffic into normal and 

malicious categories. KNN and LR are also noteworthy techniques in ID. These were 

studied in [19] and [1]. These techniques collectively contribute to the ongoing efforts 

to improve the security of digital systems by enabling early identification and mitigation 

of potential threats. Researchers are continually refining these methods and exploring 

novel approaches to address the ever-evolving landscape of cybersecurity challenges. 

In order to provide a comprehensive view of security requirements in a cloud 

environment [20], investigations were carried out to collect and classify both attacks 

and vulnerabilities related to the different cloud models. This study led to the 

development of a taxonomy that delineates cloud security threats and proposes 

possible measures to mitigate them. The main objective of this research was to 

emphasise the importance of detection and prevention of intrusions as a service 

offered in cloud environments. 

To ensure Internet security, effective detection and mitigation of distributed denial-of-

service (DDoS) attacks [21], novel collaborative intrusion prevention architecture 

(CIPA) was proposed, with the aim of antagonising coordinated intrusion activities. 

The architecture was deployed as a virtual network of an artificial neural network over 

the substrate of networks. The CIPA takes advantage of the parallel and simple 

mathematical manipulation of neurones in a neural network, since it can separate its 

light-weight computation supremacy from the programable switches of the substrate. 

2.1.1. MISUSE DETECTION TECHNIQUE  
In the cybersecurity domain, the concept of misuse detection is characterised by its 

objective of pinpointing potential instances of network attacks by assessing ongoing 

activities and comparing them to the typical behaviour of an intruder.[22] introduced a 

novel perspective on the task of misuse detection, using the robust analytical 

capabilities of neural networks. This study also presented its preliminary findings, 

which shed light on the efficacy of this innovative approach. The motivation behind 

exploring this alternative approach stemmed from the limitations of conventional 

methods in misuse detection, which predominantly rely on rule-based expert systems 

to identify established signs of well-known attacks. However, such techniques tend to 

fall short when it comes to detecting attacks that deviate from anticipated patterns. 

To avoid illegitimate use and poor detection accuracy of any intruder in the network 

[23], a hybrid misuse ID model was proposed containing the advantage of feature 
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selection and ML techniques. The model was constructed by analysing the feature 

selection methods and identifying the essential features of the NSL-KDD data set. 

 

In this chapter, [24] discussed the critical role of ML and data mining algorithms in the 

development of ID systems. These systems were categorised into two main types: 

misuse detection, which focused on identifying known attack signatures by matching 

network activity patterns, and anomaly detection, which highlighted deviations from 

established normal system behaviour. The chapter provided a comprehensive 

exploration of these approaches, shedding light on their strengths and limitations in 

the ever-evolving field of cybersecurity. Moreover, the chapter investigated the 

integration of these two approaches through the emergence of hybrid detection 

systems. These systems aimed to harness the advantages of both misuse and 

anomaly detection to create a more resilient and adaptable defence mechanism 

against a broad spectrum of cyber threats. As the chapter unfolded, it became evident 

that ongoing research and innovation in the form of advanced algorithms were 

imperative to keep IDSs proactive and responsive to the dynamic tactics employed by 

malicious actors in the digital realm. In summary, the chapter offered valuable insights 

into the state of ID, paving the way for future developments in the field of cybersecurity. 

 

The study in [25], focused on the role that IDS in safeguarding information and 

communication technology (ICT) infrastructures. Specifically, the study examined the 

merits and limitations of a misuse IDS, which had shown stability in achieving high 

attack detection rates while maintaining an acceptable level of false alarms. However, 

the research highlighted a notable challenge faced by IDSs that are misused: their 

inherent lack of adaptability to new and "unknown" environmental conditions. This 

limitation placed a considerable responsibility on security administrators, necessitating 

ongoing, labour-intensive efforts to keep the IDS up-to-date, particularly as it 

encountered fluctuations in efficiency. To address this challenge, the study proposed 

a pioneering methodology that skilfully harnessed the benefits of self-taught learning 

and the MAPE-K framework. This combined approach led to the creation of a scalable, 

self-adaptive, and autonomous use IDS. By leveraging deep learning-based 

techniques, the IDS acquired the ability to decipher the nature of attacks based on 

generalised feature reconstructions derived directly from the unknown environment 

and its unlabelled data. The experimental results substantiated the effectiveness of 
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this methodology, revealing its capacity to revitalise IDS without the constant 

requirement of manual updates to its training set. The study's evaluation, conducted 

using a range of classification metrics, underscored that in critical scenarios where a 

statically trained IDS would have faltered, the attack detection rate of the IDS 

increased substantially, by up to 73.37%. 

2.1.2. ANOMALY-BASED DETECTION TECHNIQUE 
The investigation carried out with reference to [26] revealed a significant gap in the 

existing body of knowledge on the comprehensive assessment of various algorithms 

used in anomaly-based ID. Specifically, prior to this study, no extensive examination 

had been carried out to systematically compare a diverse array of ID algorithms across 

a wide spectrum of attack datasets and attack types. To address this gap, the research 

project undertook the task of evaluating 12 unsupervised anomaly detection 

algorithms using five distinct attack datasets. The results of this evaluation provide a 

wealth of information, ranging from the performance characteristics of individual 

algorithms to the appropriateness of specific datasets for the purpose of anomaly 

detection. The study's author succeeded in identifying and categorising algorithms that 

exhibit greater efficacy in the realm of ID, as well as those that demonstrate resilience 

in the face of varying configuration parameters. Furthermore, the study's experimental 

findings confirmed the inherent challenges in detecting attacks characterised by 

unstable and non-repeatable behaviours. It also highlighted the observation that data 

sets that contain a limited number of anomaly events tend to yield superior detection 

accuracy. 

In response to the increasing surge in network data traffic, which has led to a slight 

increase in system viruses and cyberattacks, the study described in the reference [27] 

sought to establish an efficient network intrusion anomaly detection methodology. To 

address this challenge, the researchers introduced a novel computer network intrusion 

detection (NID) model that uses recurrent neural networks. The primary objective of 

this research was to develop an architecture for a network security emergency 

response system that incorporates a variety of collaborative modules powered by the 

recurrent neural network model. The core innovation lay in the creation of a NID model 

that included a risk analysis and processing module. This module combined 

bidirectional long- and short-term memory (BiLSTM) techniques with deep neural 

networks (DNN) to uncover relationships between various features, while also 
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employing DNN to extract deeper and more complex features within the data. The 

experiments carried out as part of this study served to validate the reliability and 

effectiveness of the methodologies introduced by the author. 

 

In pursuit of a more accurate IDS while minimising false alarms, the study described 

in reference [28], introduced an improved method for outlier detection. This 

enhancement was designed to increase the precision of ID by incorporating density-

based outlier detection techniques into data mining, using Hamming densities as a 

means of assessing the abnormality of data points. This involved the calculation of 

Hamming densities by dividing the KNN by the Hamming distance. To measure the 

effectiveness of the proposed model, the researchers conducted experiments using 

the KDD CUP'99 intrusion dataset sourced from the UCI repository, running 

simulations and comparing their approach with existing algorithms such as LOF and 

LOF. The findings revealed that the proposed method achieved higher accuracy and 

increased sensitivity, thereby improving the ability to detect true positive alarms (TP). 

 

There are methods and tools at our disposal to identify threats within a computer 

network, but among these, ML techniques stand out as one of the most effective 

resources to identify and distinguish abnormal network traffic with precision and 

precision [29]. This study introduced an approach to differentiate whether incoming 

network traffic falls within the domain of normalcy or deviates into the abnormal, all 

through the use of ML techniques. The researchers evaluated multiple classifiers using 

the NSL-KDD data set. The experimentation encompassed the application of various 

models, including KNN, DT, naïve Bayes (NB), LR, RF and an ensemble approach. 

The principal objective of this research was to achieve a high level of performance by 

implementing a straightforward feature selection strategy on the dataset, which was 

subsequently employed in both the traditional ML and the ensemble learning method. 

 

To address the difficulties associated with the implementation of anomaly detectors 

[30], a pioneering strategy rooted in supervised ML was put forth. The methodology 

involved the simultaneous application of various established detectors to performance 

data, facilitating the extraction of anomaly features. These identified features, along 

with the corresponding labels, were used to train a RF classifier. The primary function 

of this classifier was to autonomously determine suitable detector parameter 



14 
 

combinations and thresholds. Consequently, the introduced system allows operators 

to label data within a matter of minutes, a stark contrast to the traditional method that 

required more than ten days for the arduous task of selecting and fine-tuning 

detectors. It should be noted that such traditional efforts may not produce satisfactory 

results in the end. 

The research outlined in [31] conducted a comprehensive systematic review of the 

literature, which focused on the analysis of the ML models employed for the detection 

in various applications. The review examined these models from four key 

perspectives: the diverse applications of anomaly detection, a range of ML techniques 

employed, the performance metrics used to evaluate these ML models, and the 

categorisation of anomaly detection methods. The study meticulously identified and 

reviewed a total of 290 papers published between the years 2000 and 2020 that 

discussed ML techniques for anomaly detection. Upon thorough analysis of the 

selected research papers, the author highlighted 43 distinct applications where 

anomaly detection is applied. Furthermore, the research also identified and presented 

29 unique ML models that are commonly used to identify anomalies, along with 22 

different data sets that are frequently used in experiments involving anomaly detection. 

 

According to the insights provided in reference [32], intrusions into computer or 

network systems are defined as actions that disrupt the established attributes of a 

secure and stable system, thus compromising its security with regard to confidentiality, 

availability, or integrity. The central theme of this book revolves around the 

characterisation of anomalies within networked computer systems and the subsequent 

utilisation of ML techniques for their detection. The book investigates the vulnerabilities 

that network systems encounter across different layers, often stemming from 

weaknesses in protocols or other contributing factors. The author introduces a ML-

based approach to combat network intrusions, categorising these approaches into 

several distinct groups, including supervised learning, unsupervised learning, 

probabilistic learning, soft computing, and combination learners. 

 

The review paper [33], discussed the types of ID with a brief introduction of categories 

of anomaly detection which is one of the types of IDS. The ML-based anomaly 

detection techniques are also discussed, which were presented to base on an explicit 
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or implicit model that enables the patterns analysed to be categorised into Genetic 

Algorithms, Fuzzy Logic, Neural Networks, Bayesian Network, and outlier detection. 

 

The study in [34], conducted a thorough evaluation of 12 different ML algorithms, 

specifically focussing on their ability to identify and flag anomalous behaviours within 

network operations. To carry out this evaluation, the study employed three openly 

available datasets. CICIDS-2017, UNSW-NB15 and Industrial Control System (ICS) 

cyberattack datasets. The experimental phase was carried out using the ALICE high-

performance computing facility at the University of Leicester. Upon analysis of the 

results of these experiments, the study presented a comprehensive evaluation of 

various ML models. In particular, the results confirmed that the RF algorithm 

consistently demonstrated the highest performance across multiple metrics, including 

the F1 score, recall, precision, accuracy, and receiver operating characteristic (ROC) 

curves, for all the aforementioned data sets. It is worth noting that other algorithms 

closely trailed behind RF in terms of performance, suggesting that the choice of which 

ML algorithm to employ should depend on the specific data characteristics generated 

by the system application. 

The study in [35] introduced a novel approach, involving the development of two-tier 

classification models rooted in ML techniques, specifically NB, a certainty factor voting 

version of KNN classifiers, and Linear Discriminant Analysis for dimension reduction. 

These models undertook rigorous experimentation based on the NSL-KDD dataset. 

The study's findings yielded highly encouraging results, showcasing a significant 

improvement in the detection rate and a reduction in false alarms when compared with 

existing models. To train these models, two balanced training sets were generated 

using the SMOTE (Synthetic Minority Oversampling Technique) method. This allowed 

for an assessment of the chosen similarity measure to address the challenges posed 

by imbalanced network anomaly datasets. A noteworthy advantage of this two-tier 

model was its efficiency in terms of computation time, attributed to optimal dimension 

reduction and feature selection. Additionally, the model exhibited strong detection 

capabilities, particularly in identifying rare and intricate attack types that pose a 

heightened risk due to their close resemblance to normal behaviours, such as user-

to-root and remote-to-local attacks. 
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The study referenced [36], conducted a comparative analysis to assess the 

effectiveness of various ML models in accurately predicting attacks and anomalies 

within IoT systems. The ML algorithms employed in the study included LR, SVM, DT, 

RF, and artificial neural network. The performance of these models was evaluated 

using several key metrics, including accuracy, precision, recall, F1-score, and the area 

under the ROC curve. Notably, the system achieved a test accuracy of 99.4% for DT, 

RF, and Artificial Neural Network. However, despite the comparable test accuracy, the 

RF outperformed the other models in terms of other performance metrics, highlighting 

its superiority in various aspects of prediction and anomaly detection. 

 

To address the issue of centralisation, which can result in severe disruption of the 

network system when potent malicious code is introduced [37], experiments were 

undertaken. These experiments employed supervised ML techniques for the 

development of a network anomaly detection system. The aim was to mitigate low 

communication costs and minimise network bandwidth usage. The UNSW-NB15 

dataset was employed to evaluate the system's performance in terms of accuracy and 

processing time required for a classifier to construct a model. Among the ML 

algorithms examined, the best performer on the network dataset was determined to 

be AODE, achieving a commendable accuracy of 97.26%. The model construction 

process took approximately 7 seconds, demonstrating efficiency in both accuracy and 

processing time. 

2.1.3. HYBRID DETECTION TECHNIQUE  
 

The study referenced in [38], introduced an innovative and layered IDS, using a 

combination of various ML techniques and feature selection methods to achieve robust 

ID across a spectrum of attack types. The system's development process begins with 

data pre-processing on the NSL-KDD dataset. Subsequently, several feature selection 

algorithms are employed to reduce the dataset's size. This study introduces two novel 

approaches for conducting feature selection operations. The system's architecture 

adopts a layered approach, with the selection of ML algorithms tailored to the specific 

type of attack being considered. Performance evaluations, encompassing metrics like 

accuracy, Detection Rate (DR), TP rate, false positive (FP) rate, F-Measure, Matthews 

Correlation Coefficient (MCC), and the time required for system operation, are 
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conducted using the NSL-KDD dataset. To determine the effectiveness of the 

proposed system, it is systematically compared with existing studies in the literature, 

thus facilitating a comprehensive performance evaluation. The results affirm that the 

proposed system consistently delivers high accuracy and exhibits a low FP rate across 

all categories of attacks. 

 

Tahir in [39] proposed a novel hybrid ML technique for NID, employing a combination 

of K-means clustering and SVM classifier. The primary aim of this experimental study 

was to mitigate the occurrence of FP alarms, reduce the false negative (FN) alarm 

rate, and improve overall DR in IDSs. The NSL-KDD dataset serves as the basis for 

this technique. To enhance the classification performance, various data preprocessing 

and refinement measures have been applied to the dataset. Subsequently, the 

classification task is carried out using the SVM. Following the training and testing 

phases of the hybrid ML technique proposed, the outcomes unequivocally illustrate its 

success in attaining a higher DR. Simultaneously, it adeptly reduces the incidence of 

false alarms, marking a notable enhancement in NID. 

 

Aljamal in [40] proposed a network-based anomaly detection system situated at the 

cloud hypervisor level. This system leverages a hybrid algorithm, specifically a blend 

of the K-means clustering algorithm and the SVM classification algorithm, aimed at 

enhancing the precision of the anomaly detection system. The evaluation of this 

approach utilises the dataset from the UNSW-NB15 study, and the obtained results 

are compared with findings from previous studies. Notably, the accuracy of the 

proposed K-means clustering model slightly surpasses that of others. However, it is 

imperative to highlight that the accuracy derived from the SVM model remains 

comparatively low within the context of supervised techniques. 

 

The study in [41], proposed an IDS for the IoT network and detected various categories 

of intrusions based on the hybrid convolutional neural network (CNN) model. The 

proposed paradigm is appropriate for a wide variety of IoT applications. The proposed 

research work is validated and contrasted with conventional ML and deep learning 

models. The experimental results demonstrate that the proposed hybrid model is more 

sensitive to attacks on the IoT network. 
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The investigation documented in [42] introduced an efficient hybrid layered IDS 

designed to identify both pre-existing and zero-day attacks. Notably, a two-layered 

system is proposed, encompassing misuse detection systems and anomaly ID. The 

initial layer incorporates a misuse detector, capable of identifying and thwarting known 

attacks. The subsequent layer comprises an anomaly detector, proficient in efficiently 

detecting and blocking previously unidentified attacks. The misuse detector is 

modelled on the FRs classifier, while the anomaly detector is formulated using the 

bagging technique with an ensemble of One-Class Support Vector Machine (OC-SVM) 

classifiers. Data pre-processing involves automatic feature selection and data 

normalization. The experimental outcomes underscore the superior performance of 

the proposed IDS when compared to other well-known IDSs. Its efficacy extends to 

the detection of both previously known and zero-day attacks, affirming its robustness 

in enhancing network security. 

 

A two-stage hybrid methodology for ID was introduced by the study referenced in [43]. 

In the initial stage, an unsupervised Sparse Autoencoder (SAE) utilising smoothed L1 

regularisation was implemented. This particular regularisation method was employed 

to enforce sparsity within the autoencoder, and it effectively facilitated the learning of 

sparse feature representations. The second stage involved the use of a DNN for 

predicting and classifying attacks. The classifier performed multi-attack classification 

based on the features extracted by the unsupervised SAE, which was optimised for 

efficient model training. The experimental outcomes showcase the superiority of the 

proposed model over conventional counterparts in terms of overall performance, 

including high DR and a low FP rate. The evaluation of the proposed model was 

conducted on the KDD Cup’99, NSL-KDD, and UNSW-NB15 datasets, achieving 

outstanding accuracy rates of 99.98% on KDD Cup’99 and NSL-KDD, and 99.99% on 

the UNSW-NB15 dataset. 

 

The aim of [44] was to devise a Hybrid Intrusion Detection System (HIDS) suitable for 

real-time deployment, specifically tailored to address multiclass classification 

challenges. The foundation of HIDS lies in the Naïve Base Feature Selection (NBFS) 

technique, strategically employed to diminish the dimensionality of the sample data. A 

unique feature of HIDS is its integration of outlier rejection, a facet not commonly found 

in other techniques. Outliers, being unpredictable input samples, can substantially 
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contribute to misclassification rates during model training. To counter this, an 

innovative approach utilising a distance-based methodology is employed to select the 

most informative training examples, subsequently used to train an Optimised Support 

Vector Machine (OSVM). The OSVM, in turn, serves to reject outliers. Post outlier 

rejection, HIDS adeptly identifies intrusions using a Prioritized K-Nearest Neighbour 

(PKNN) classifier. 

 

A distinctive HIDS has been created, amalgamating a C5 classifier and an OC-SVM 

classifier for the safeguarding of IoT devices. This HIDS leverages the advantages of 

both Anomaly-based Intrusion Detection System (AIDS) and Signature-based 

Intrusion Detection System (SIDS) [45]. Striving for high detection accuracy and 

minimal false alarm rates, the system aims to discern both established intrusions and 

emerging threats. Evaluation of the proposed HIDS is conducted using the Bot-IoT 

dataset, encompassing legal IoT network traffic and diverse attack types. Findings 

indicate that, in comparison to SIDS and AIDS approaches, the proposed HIDS 

exhibits superior DR and a reduced percentage of FPs, affirming its efficacy in 

identifying known intrusions and zero-day threats. 

 

An innovative and scalable HIDS has been introduced [46], constructed on Spark ML 

and the Convolutional-Long Short-Term Memory (Conv-LSTM) network. This 

development aims to surmount the limitations of conventional IDS, particularly their 

lack of flexibility and scalability, while concurrently enhancing accuracy. The HIDS 

employs a two-stage architecture, with the first stage incorporating an anomaly 

detection module built on Spark ML. In the second stage, a Conv-LSTM network-

based abuse detection module operates as a misuse detection component capable of 

addressing both global and local latent threat signatures. During 10-fold cross-

validation testing, the proposed HIDS outperformed state-of-the-art methods. It 

demonstrated a remarkable ability to accurately identify network misuses in 97.29% 

of cases, as evaluated on diverse baseline models using the ISCX-UNB dataset. 

For the purpose of detecting DDoS attacks suggested in this work [47], a hybrid 

detection system called HIDS was suggested. The suggested detection system 

employs both AIDS and SIDS independently but together, using the results of both 

detectors to improve overall detection accuracy. To evaluate the detection 

performance of HIDS, two different datasets were applied to the proposed system. 
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The study discovered that the suggested HIDS outperforms systems based on non-

hybrid detection. 

 

Singh in [48] This paper introduced an innovative Advanced Hybrid Intrusion Detection 

System (AHIDS) designed to autonomously identify attacks on wireless sensor 

networks (WSNs). AHIDS adopts a cluster-based architecture incorporating an 

enhanced Low Energy Adaptive Clustering Hierarchy (LEACH) protocol, specifically 

geared towards reducing the energy consumption of sensor nodes. The detection 

system integrates both anomaly detection and misuse detection, leveraging imprecise 

rule sets in conjunction with a multilayer perceptron neural network. The incorporation 

of feedforward and Backpropagation Neural Networks aids in consolidating detection 

results and categorizing assailants into distinct types, such as Sybil attack (SA), 

wormhole attack (WA), and welcome deluge attack (WDA). Specialized algorithms, 

namely the Advanced SA detection algorithm for SA, and the Wormhole Resistant 

Hybrid Technique for WA, were implemented. WDA detection utilizes signal strength 

and distance parameters. In an experimental analysis involving a node set, 13.33% of 

nodes were identified as deviant, and the system demonstrated high rates of DR for 

various attacks, with SA detected at 99.40%, WDA at 98.20%, and WA at 99.20%. 

 

In order to enhance the security capabilities of a smart home system and identify 

potential threats from network activities, devices, sensors, or users, the study 

described in [49], delves into the analysis of the publicly available CSE-CIC-IDS2018 

dataset. The focus is on uncovering anomalous activities within the smart home 

environment, employing a two-tiered system. Utilizing Dataset2018, the study deploys 

multiple ML classification models, including RF, XGboost, and DT. The algorithms are 

trained within the decision layer, and experimental results revealed that each model 

attains a distinct level of accuracy in identifying potential anomalies indicative of 

attacks. The promising accuracy levels achieved by the approach proposed in this 

paper suggest its practical viability for implementation in a smart home security 

system. 

 

To tackle the challenge of data imbalance [50], an efficient hybrid network-based 

Intrusion Detection System (HNIDS) model was developed, employing enhanced 

genetic algorithm and particle swarm optimisation (EGA-PSO), along with improved 
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random forest (IRF) methods. In the initial phase, the proposed HNIDS utilized hybrid 

EGA-PSO methods to augment minor data samples, thereby creating a balanced 

dataset for more accurate learning of attributes from smaller samples. Within the 

proposed HNIDS, a Particle Swarm Optimisation (PSO) method enhances the vector, 

while GA is augmented with a multi-objective function. This function selects optimal 

features, yielding improved fitness outcomes, which, in turn, helped to identify 

essential features, minimize dimensions, enhance the TP rate, and lower the FP rate. 

In the subsequent phase, an IRF process eliminated less significant attributes, 

integrates a list of DTs iteratively, monitors classifier performance, and addresses 

overfitting concerns. The performance of the proposed method is evaluated against 

existing ML methods using benchmark datasets. Experimental results demonstrated 

that the proposed HNIDS method achieves an accuracy of 98.979% in BCC and 

88.149% in MCC for the NSL-KDD dataset. This outperforms other ML methods, 

including SVM, RF, LR, NB, LDA, and CART. 

 

Khraisat in [51] This paper introduced a HIDS by amalgamating the C5 DT classifier 

and the OC-SVM. The HIDS design incorporated the strengths of SIDS and AIDS. The 

SIDS component is formulated based on the C5.0 DT classifier, while the AIDS 

component is built on the OC-SVM. This integrated framework aims to proficiently 

identify both well-known intrusions and zero-day attacks, achieving high detection 

accuracy coupled with low false alarm rates. The proposed HIDS undergoes 

evaluation using benchmark datasets, specifically the NSL-KDD and Australian 

Defence Force Academy (ADFA) datasets. The study outcomes indicated an 

enhanced efficacy of HIDS compared to both SIDS and AIDS in terms of detection 

rate and minimal false alarm rates. 

In this chapter, [24] discussed the critical role of ML and data mining algorithms in the 

development of IDSs. These systems were categorised into two main types: misuse 

detection, which focused on identifying known attack signatures by matching network 

activity patterns, and anomaly detection, which highlighted deviations from established 

normal system behaviour. The chapter provided a comprehensive exploration of these 

approaches, shedding light on their strengths and limitations in the ever-evolving field 

of cybersecurity. Moreover, the chapter investigated the integration of these two 

approaches through the emergence of hybrid detection systems. These systems 

aimed to harness the advantages of both misuse and anomaly detection to create a 
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more resilient and adaptable defence mechanism against a broad spectrum of cyber 

threats. As the chapter unfolded, it became evident that ongoing research and 

innovation in the form of advanced algorithms were imperative to keep IDSs proactive 

and responsive to the dynamic tactics employed by malicious actors in the digital 

realm. In summary, the chapter offered valuable insights into the state of ID, paving 

the way for future developments in the field of cybersecurity. 

2.2. TREE-BASED INTRUSION DETECTION MODELLING 
 

Al-Omari in [6] introduced an intelligent ID model aimed at predicting and detecting 

intrusions in cyberspace. The model was designed using DT concepts, considering 

the ranking of security features. It was applied to an authentic dataset for NID systems. 

Furthermore, validation was performed based on predefined performance evaluation 

metrics, including accuracy, precision, recall, and F-score. The experimental results 

revealed that our tree-based ID model efficiently detected and predicted cyber-attacks 

while reducing the computational complexity compared to other traditional ML 

techniques. 

 

Sarker in [2] presented introduced an ID tree (‘IntruDTree’) ML-based security model 

that initially considers the ranking of security features based on their importance. 

Subsequently, it constructs a tree-based generalized ID model using the selected 

essential features. This model proves effective not only in terms of prediction accuracy 

for unseen test cases but also in minimizing the computational complexity by reducing 

the feature dimensions. The efficacy of the ‘IntruDTree’ model was evaluated through 

experiments on cybersecurity datasets, computing accuracy, recall, F-score, 

precision, and ROC values. The results of the ‘IntruDTree’ model were compared with 

several popular traditional ML methods, including the NB classifier, LR, SVM, and 

KNN, to analyse the effectiveness of the resulting security model. 

 

Ingre in [52] This paper introduced a DT-based IDS for the NSL-KDD dataset. The 

presented approach incorporates the correlation feature selection (CFS) subset 

evaluation method for feature selection, aiming to enhance the prediction efficacy of 

the DT-based IDS. Performance evaluation is conducted both before and after feature 

selection, considering both five-class classification and binary-class classification 
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scenarios. The obtained results are compared and analysed in relation to other 

reported techniques. The analysis reveals that the proposed DT-based IDS achieves 

high DR and accuracy. Notably, the aggregate result for binary-class classification 

surpasses that of the five-class classification for the dataset. 

 

Tekln in [53] This study introduced an intelligent IDS tailored for IoT devices. The 

developed intelligent IDS for IoT devices are based on an extensive attack dataset 

comprising 3,668,443 observations. Unlike previous work with a binary classification 

focus, this research addresses the classification of assault varieties, employing nine 

categories. To establish a prompt responsive IDS model, a DT classifier is employed. 

The proposed model achieves a classification accuracy of 97.43% on this dataset 

through a 10-fold cross-validation. This high accuracy rate serves as a clear 

demonstration of the classification prowess of the proposed IDS model for IoT devices 

The utilization of autonomous vehicles (AV) stands out as a promising technology 

within Intelligent Transportation Systems (ITSs), offering the potential to enhance 

safety and transportation efficiency [54]. The integration of Vehicle-to-everything 

(V2X) technology facilitates communication between vehicles and other 

infrastructures. Despite these advancements, both AVs and the Internet of Vehicles 

(IoV) remain susceptible to various cyber-attacks, including denial of service, 

deception, and monitoring attacks. In the context of this paper [54], an intelligent IDS 

based on tree-structure ML models is proposed. Results derived from the 

implementation of the suggested IDS on standard datasets demonstrate the system's 

capability to identify various cyber-attacks in AV networks. Moreover, the incorporation 

of ensemble learning and feature selection approaches within the proposed system 

enables it to achieve a high detection rate while concurrently maintaining low 

computational costs. 

 

Given the simplicity of automated data collection and the subsequent exponential 

growth in the scale of collected data on network traffic and activities, intrusion analysis 

has become increasingly complex [55]. To address this challenge, the study explores 

ensemble methods in the context of big data. Despite being more intricate and 

requiring additional computation, literature suggests that ensemble methods can yield 

higher accuracy than single classifiers in various large-scale data classification 

scenarios. Investigating how ensemble approaches perform in IDS is particularly 
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intriguing. This study introduces a tree-based stacking ensemble technique (SET) and 

assesses the effectiveness of the proposed model on two intrusion datasets (NSL-

KDD and UNSW-NB15). Additionally, the enhanced study incorporates feature 

selection techniques to identify the most relevant features for the proposed SET. A 

comprehensive performance analysis demonstrates that the proposed model excels 

in identifying both normal and anomalous traffic in the network when compared to 

other existing IDS models. This underscores the potential of the proposed system for 

enhancing cybersecurity in the IoT and large-scale networks. 

 

To address network security problems [56], this study proposed an ID method based 

on the Decision Tree-Recursive Feature Elimination (DT-RFE) feature in ensemble 

learning. Initially, the study introduced a data processing method using the DT-Based 

Recursive Elimination Algorithm to select features and reduce feature dimensions. 

This step aimed to eliminate redundant and uncorrelated data from the dataset, 

enhancing resource utilization and reducing time complexity. In the paper, a stacking 

ensemble learning algorithm was considered, combining Decision Tree (DT) with 

Recursive Feature Elimination methods. A series of comparison experiments 

conducted through cross-validation on the KDD CUP’99 and NSL-KDD datasets 

revealed that the DT-RFE and Stacking-based approach significantly improved the 

performance of the IDS. The accuracy for all types of features surpassed 99%, with 

the exception of U2R accuracy, which remained at 98%. 

 

2.3. CONCLUSION  
This chapter discussed some of the work done in the literature focussing on misuse 

detection technique, anomaly-based detection technique, hybrid detection technique 

and tree-based ID modelling. Most of the studies reviewed emphasised the importance 

of feature selection and ranking before deploying ML algorithms, the high false alarm 

rates produced by traditional IDSs, and their incompetency of to detect new unknown 

attacks. To achieve proper detection accuracy when detecting the network intrusion, 

to deal with the complex cyber security data which sometimes impossible to analyse, 

to identify model that detect network attacks in a timely manner, most of the studies 

proposed the use of ML algorithms.  
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2.4. SUMMARY 
 

The studies discussed in this chapter offered insights into innovative ID 

methodologies within the field of cybersecurity. The first set of studies examined 

various ID techniques, including misuse-based and anomaly-based approaches. 

Researchers proposed self-taught learning and the MAPE-K framework to create 

autonomous misuse-based IDS. These methods aimed to enhance attack 

detection while minimising false alarms, particularly in situations with fluctuating 

network conditions. Anomaly-based detection methods, on the other hand, 

explored the use of RNNs and DNN to develop effective NID models. These 

studies underline the importance of evolving ID techniques to combat evolving 

cyber threats. 

In contrast, other studies featured hybrid ID techniques that combine the strengths 

of misuse detection and anomaly detection systems. These approaches aim to 

improve detection accuracy while reducing false alarms, especially in identifying 

known and unknown attacks. The hybrid systems incorporated feature selection 

and ensemble methods to enhance their performance, presenting a 

comprehensive approach to ID. The studies also demonstrated how tree-based ID 

models, including decision tree-based algorithms, can offer efficient ways to 

manage security threats. Feature selection and ensemble techniques were used 

in conjunction with tree-based models to enhance their detection capabilities. 

 

In both sets of studies, there is a common thread emphasising the need for 

continuous research and innovation in the domain of ID. These investigations 

showcase the significance of adapting to the dynamic strategies employed by 

malicious actors in the digital landscape. Researchers are actively developing and 

refining ID models, to provide more robust and adaptive cybersecurity measures 

against an ever-evolving spectrum of cyber threats. 

 

 

 

 



26 
 

CHAPTER 3 – METHODOLOGY 

3. INTRODUCTION  
The identification of key tools and ML algorithms to be incorporated in the development 

of ID models is critical. Therefore, it is necessary to understand which tools support 

the development of these algorithms. This methodology chapter outlines the 

procedures or processes used to find, select, process, and analyse the information 

about the study. In this chapter we critically examined the overall validity and reliability 

of the study. We illustrated how the problems and objectives were formulated and how 

the results were presented from the data collected during the study. It also outlined 

how our results were obtained in accordance with the objectives of the study. The 

progression of this chapter is designed to unravel the inner workings of the study and 

reveal the roadmap that will guide the execution of the study. The chapter begins with 

an exposition of the study's workflow, offering a main view of the journey that will be 

undertaken. It then explores the collection of research tools, unveiling the instruments 

that will be employed to gather, process, and analyse data. Following this, the 

dataset's background and description are presented, providing crucial context for the 

subsequent phases. The pivotal stages of data cleaning and exploratory analysis are 

explored in depth, shedding light on how the dataset’s integrity is preserved and 

insights are extracted. 

The chapter proceeds to discuss data preprocessing and standardisation, explaining 

the methods to ensure data uniformity and suitability for analysis. Feature selection 

and ranking strategies are accurately detailed, underscoring the importance of refining 

the most relevant attributes for ID. The heart of this chapter lies in the presentation of 

tree-based ID modelling and classification algorithms. The chapter culminates in a full 

discussion of performance metrics, providing a framework for assessing the 

effectiveness of the models. Lastly, a conclusion and summary that summarises the 

key insights garnered in this chapter are discussed. 

3.1. THE STUDY WORKFLOW 
The study workflow represented the sequence of activities or processes required to 

complete the study. In our proposed study, the ID model comprised three primary 

modules. The first module encompassed three processes: data exploration, data 

preprocessing and standardization, and feature evaluation and selection. These 
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processes played a crucial role in constructing our tree-based ID approach based on 

hybrid feature ranking and selection. The last two modules focused on model training 

and testing, with the aim of constructing a classification model capable of detecting 

intrusions in cyberspace. Figure 3.1 illustrates our proposed model, and each stage of 

the model was discussed in detail in the following sections. 

 

Figure 3.1 Study the overall workflow 

 

 

3.2.  RESEARCH TOOLS 
To support ID models and their exploratory analysis, a modern open-source ML tool 

should provide a user-friendly interface. In addition, the interfaces should effectively 

support data and model visualisation. The application should also offer data analysis 

tools for the interactive search of any hidden and interesting data patterns and allows 

interactive exploration of inferred models. This study considers a tool called Google 

Colaboratory to conduct the experiments. The tool was chosen because it is a free 

online cloud-based jupyter notebook environment hosted by Google that allows 

training of ML and deep learning models. The tool requires a good network connection 
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and Google account and does not require any installation. The Python codes were 

written directly from the browser, and the files are stored in the google drive. The 

Google Collaboration was used for exploratory data analysis and visualisation. The 

experiments were conducted in a Python programming environment. Figure 3.2 shows 

the Python libraries that were incorporated in this study:  

 

 

Figure 3.2 Python Libraries 

i. NumPy  

A NumPy array is a multidimensional, uniform collection of items (each element takes 

up the same amount of memory). An array is defined by the kind of items it contains, 

as well as its form. For example, it can be represented as an array of 𝑚𝑚 × 𝑛𝑛  integers, 

such as floating point or complex numbers. NumPy arrays, unlike matrices, may have 

up to 32 dimensions; they may also include additional types of elements (or even 

combinations of elements), such as Booleans or dates [57][58][59]. This library was 

considered in this study because it provides support for efficient array operations, 

which are must faster than traditional Python lists. Numpy allows the researcher to 

work with arrays of any dimensionality, which is particularly useful for scientific 

computing tasks involving matrices, vectors, and multidimensional data. Numpy is a 

fundamental building block for many scientific computing libraries in Python, such as 

SciPy, Pandas, and Scikit-learn, which relies on Numpy arrays as the data container, 

allowing for seamless integration and efficient computations across different libraries. 
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ii. Pandas  

Pandas is a freely available library created primarily for managing relational or labelled 

data with simplicity and clarity. It provides various data structures and techniques for 

handling numerical data and time series. Derived from the NumPy library, Pandas is 

not only fast but also excels in performance, improving user productivity [60][59]. The 

study considered this library because it allows the researcher to store and manipulate 

data in a DataFrame, which provides intuitive indexing, column labelling, and easy 

slicing and filtering of data. Pandas provides a wide range of functions and methods 

for data cleaning and preprocessing tasks, powerful tools for data exploration and 

analysis, simple and convenient functions for data visualisation, and can integrate with 

other libraries.  

 

iii. OS 

The Python OS module empowers users to establish interactions with their operating 

systems. It encompasses a range of practical features facilitating the execution of 

tasks based on the operating system and the retrieval of relevant OS-related 

information. Python's fundamental utility modules encompass functionalities related to 

the operating system [61]. This module is useful in the study because it provides 

essential functionalities for file and directory operations, path manipulation, process 

management, environment variables, and access to operating system-related 

information. 

 

iv. Tensorflow 

TensorFlow, an open-source toolkit, was crafted for numerical computation and 

extensive ML applications. Originating from the Google Brain team, it was publicly 

released in 2015. TensorFlow amalgamates a multitude of ML and deep learning 

models, commonly referred to as neural networks, rendering them accessible through 

conventional programming metaphors. It furnishes a user-friendly front-end API for 

application development in Python or JavaScript, with the underlying execution 

implemented in high-performance C++ [62]. This library was considered because it is 

a versatile and powerful library for ML and deep learning tasks. Provides tools and 



30 
 

abstractions for building and training neural networks, supports GPU acceleration, and 

offers flexibility for defining complex models.  

 

v. Keras 

Keras, an open-source Python library, is both free and potent for constructing and 

analysing deep learning models. Integrated seamlessly into the TensorFlow library, it 

allows users to create and train neural network models with remarkable ease, requiring 

only a few lines of code.[62]. Keras stands out as a robust and user-friendly deep 

learning library, which streamlines the complexities associated with constructing and 

training neural networks. Its intuitive API, modular design, diverse applications, and 

seamless integration with deep learning models have contributed to its widespread 

adoption and popularity in this study. 

 

vi. Utils  

Python Utils is a collection of simple Python methods and classes that shorten and 

simplify common patterns. It is by no means a complete collection, but it has served 

me well in the past and will continue to do so [63]. The study considered this library 

because it provides code reusability, simplification, standardisation, error handling, 

performance optimisation, cross-platform compatibility, and integration with other 

libraries. This library helped the study improve code organisation, maintainability, and 

development efficiency by providing commonly used functionalities and solutions to 

recurring programming problems.    

 

vii. Matplotlib  

Python Matplotlib is a cross-platform package for visualising and charting graphical 

data. Developers can incorporate plots into GUI systems using matplotlib application 

programming interfaces [64][58][59]. It is because of its versatility, customisation 

options, support for various plot types, publication quality output, integration with data 

analysis libraries, and interactive plotting capabilities that make it a popular choice for 

data visualisation and scientific plotting tasks in this study. 

 

viii. Pyplot  

An open source interactive plotting toolkit for Python, Plotly offers more than 40 

different graph types for a variety of statistical, financial, geographic, scientific, and 
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three-dimensional use cases [58]. The study considered this library because it 

provides a user-friendly and versatile interface to create plots and visualisations. It 

offers quick and easy plotting capabilities, customisation options, interactive plotting, 

publication quality output, and seamless integration with Matplotlib.  

   

ix. Seaborn 

Seaborn is a graphic visualisation library based on Matplotlib's core settings. It gives 

customers access to some of the most widely provided data visualisation processes 

with specific data visualisation needs, such as mapping colour to a variable or 

employing faceting requirements all over the world. It makes seaborn more integrated 

when dealing with Pandas DataFrames [59]. The study considered this library because 

it provides improved visual aesthetics, simplified syntax, statistical visualisation 

capabilities, integration with Pandas, flexible customisation options, and support for 

data exploration.   

 

x. Sklearn  

Python's Sklearn library is used for machine learning. It is a collection of effective tools 

for data mining and analysis, to be more precise. The framework is built on top of 

several well-known Python programmes, including Matplotlib, SciPy, and NumPy 

[58][65]. It is because of its versatility, easy and consistent interface, broad range of 

algorithms, preprocessing capabilities, model evaluation and selection tools, 

integration with other libraries, and extensive documentation that made it a go-to 

choose for implementing ML models in this study. Sklearn can efficiently develop and 

deploy ML solutions for a variety of real-world applications. 

 

xi. Preprocessing  

Only information about how to process data, that is, how to turn one data type into 

another (for example, from an (audio-)signal to a spectrogram). To construct 

transformation chains, each data class has a matching processor class that 

implements this transformation. This allows for quick and easy conversion of algorithm 

prototypes to callable processing pipelines [66]. The pre-processing module in sklearn 

provides a wide range of pre-processing techniques for data preparation in ML tasks. 

It was considered by the study because it offers functions for data normalisation and 

scaling, handling missing data, encoding categorical variables, dimensionality 
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reduction, feature extraction and transformation, and building data preprocessing 

workflows. By leveraging the capabilities of the pre-processing module, you can 

effectively pre-process your data and improve the performance of ML models. 
 

xii. StandardScaler  

The mean is removed and each feature/variable is scaled to unit variance using 

StandardScaler. This procedure is carried out in a feature-by-feature manner. 

Because it includes estimating the empirical mean and standard deviation of each 

feature, StandardScaler can be affected by outliers (assuming they exist in the 

dataset) [67]. We considered standardising the features using this library because it 

improves model performance, handles outliers robustly, integrates with sklearn 

pipelines, offers efficient computation, provides an easy-to-use interface, and 

enhances interpretability. The StandardScaler is a valuable tool for ensuring that 

numerical features are appropriately scaled and ready for modelling with various ML 

algorithms. 

 

3.3.  BACKGROUND AND DESCRIPTION OF THE DATASET  
The data set considered by the study was extracted from the 

https://archive.ics.uci.edu/dataset/130/kdd+cup+1999+data UCI ML Repository, the 

data set was used for the 3rd International Knowledge Discovery and Data Mining 

Tools Event, which took place together with KDD-99, the 5th International Seminar on 

Knowledge Discovery and Data Mining. The objective of the event was to create a 

network intrusion detector, a prediction algorithm that could tell the difference between 

good connections and undesirable ones, such as invasions or attacks. In this 

database, a standard set of auditable data is contained, including a variety of 

simulated intrusions into a military network environment.  

The data set was generated by collecting network traffic data from a simulated 

environment that emulated a military network. Data were generated using a variety of 

network-based attacks and normal network activities. To generate the dataset, a 

network simulation environment was set up using DARPA's ID Evaluation Dataset 

(1998). The simulated environment consisted of multiple machines, including 

attackers and targets, connected through a network infrastructure.  

https://archive.ics.uci.edu/dataset/130/kdd+cup+1999+data
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Network traffic was monitored and recorded during the simulation. Various features of 

the network traffic were captured and recorded during the simulation. These features 

included information such as the protocol used, source and destination IP addresses, 

source and destination ports, packet flags, duration of the connection, number of bytes 

transferred, etc. These features provided the basis for analysing and classifying 

network traffic. Here is a breakdown of the column names and the types of data to 

which they correspond: 

1. “duration”: The length of time the connection was active. 

2. “protocol_type”: The protocol used in the connection (e.g., TCP, UDP, ICMP). 

3. “service”: The type of service or application associated with the connection (eg, 

http, smtp, ftp). 

4. “flag”: Flags associated with the connection, indicating its status (eg, SF for 

“normal” or S0 for ‘Connection attempt’). 

5. “src_bytes”: The number of source bytes in the connection. 

6. “dst_bytes”: The number of destination bytes in the connection. 

7. “land”: Indicates whether the connection is from/to the same host/port (binary, 

0 or 1). 

8. “wrong_fragment”: The number of "wrong" fragments in the connection. 

9. “urgent”: The number of urgent packets in the connection. 

10. “hot”: The number of "hot" indicators in the connection. 

11. “num_failed_logins”: The number of failed log-in attempts prior to the 

connection. 

12. “logged_in”: Indicates whether the user is logged in (binary, 0 or 1). 

13. “num_compromised”: The number of compromised conditions in the 

connection. 

14. “root_shell”: Indicates whether root shell access was obtained (binary, 0 or 1). 

15. “su_attempted”: Indicates whether a ‘su_root’ command was attempted (binary, 

0 or 1). 

16. “num_root”: The number of root accesses in the connection. 

17. “num_file_creations”: The number of file creations in the connection. 

18. “num_shells”: The number of shell prompts in the connection. 

19. “num_access_files”: The number of operations in the access control files in the 

connection. 

20. “num_outbound_cmds”: The number of outbound commands in the connection. 
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21. “is_host_login”: Indicates whether it is a host login (binary, 0 or 1). 

22. “is_guest_login”: Indicates whether it is a guest login (binary, 0 or 1). 

And so on, the list continues with additional attributes that describe various aspects of 

network connections and potential intrusions. Network traffic data was labelled to 

indicate whether each network connection represented normal or attack behaviour. 

Attacks were classified into four main types: Denial of Service (DoS), Remote to Local 

(R2L), User to Root (U2R), and Probing. Each network connection was labelled with 

one of these categories or classified as normal.  

 

There are 494021 instances in this collection, each with one of the 42 properties. 

Figure 3.3 illustrates the types of attack contained in the dataset that are found in the 

predicted attribute. 

 

Figure 3.3 Distribution of types of attack in Train data 
 

Since 1999, KDD’99 [68] has been the most widely used data set for the evaluation of 

anomaly detection methodologies. This data set was prepared by [69], and was built 

on the data obtained in the DARPA ‘98 IDS evaluation programme [70]. DARPA’98 is 

about 4 gigabytes of compressed raw (binary) tcpdump data of 7 weeks of network 

traffic, which can be processed into about 5 million connection records, each with 
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about 100 bytes. The two weeks of test data have around 2 million connection records. 

The simulated attacks fell into one of the following four categories: 

1. Denial of Service Attack (DoS): is an attack in which the perpetrator makes 

some computing or memory resource too active or too full to handle 

legitimate requests, or denies legitimate users access to a machine. 

2. User-to-Root Attack (U2R): is a kind of hack in which the attacker gains 

access to a regular user account on the system (through password 

sniffing, a dictionary attack, or social engineering) and then exploits a 

vulnerability to get root access to the system. 

3. Remote to Local Attack (R2L): occurs when an attacker with the ability to 

transmit packets to a computer across a network but no account on that 

system leverages a vulnerability to acquire local access as that machine's 

user. 

4. Probing attack: An effort to obtain information about a network of computers 

to defeat its security mechanisms. 

 

It is critical to note that the test data does not come from the same probability 

distribution as the training data and contains certain attack types that were not 

included in the training data, making the job more realistic. According to some intrusion 

specialists, most new assaults are variations of established attacks, and the signature 

of known attacks may be sufficient to detect novel versions. There are a total of 24 

types of training attack in the datasets, with an additional 14 types in the test data 

alone. The names of the training attack types and detailed descriptions are mentioned 

in[71]. The KDD’99 features can be divided into three categories: 

1. Basic features: This category contains all the features that may be derived 

from a TCP/IP connection. Most of these attributes result in an implicit 

detection delay. 

2. This category contains characteristics that are calculated with regard to a 

window interval and is separated into two groups: 

a) "Same host" features: evaluate just the connections made in the last 

two seconds that have the same destination host as the current 

connection, and collect statistics on protocol behaviour, service, and 

so on. 
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b) “Same-service” features: only look at connections made in the last 

two seconds that have the same service as the current connection. 

The two sorts of "traffic" characteristics discussed above are known as time-

based. However, there are other slow probing attacks that use a 

considerably longer time period than 2 seconds to check the hosts (or ports), 

for example, once every minute. As a consequence, these attacks do not 

generate intrusion patterns with a 2 second time frame. To address this 

issue, the "same host" and "same service" characteristics are computed 

again, but this time using a connection window of 100 connections rather 

than a time frame of 2 seconds. These are known as connection-based 

traffic characteristics. 

3. Content features: R2L and U2R assaults, unlike other DoS and Probing 

attacks, do not have any intrusive frequent sequential patterns. This is due 

to the fact that DoS and probing attacks entail several connections to some 

host(s) in a very short period of time, while R2L and U2R attacks are 

encoded in the data parts of the packets and often involve only a single 

connection. To identify these types of assaults, we need certain attributes 

that allow us to search for abnormal activity in the data section, such as the 

number of unsuccessful login attempts. 

 

3.4. DATA CLEANING AND EXPLORATORY ANALYSIS  
The quality and integrity of data are considered the most important resource in data 

mining and ML, as they can significantly alter the prediction accuracy of any proposed 

prediction algorithms. Thus, before this scientific experiment can be performed, we 

have to clean the data and perform its exploratory data analysis. 

3.4.1. DATA CLEANING  
Errors, inconsistencies, missing numbers, outliers, and noise are common in real-

world data. By resolving these concerns, cleaning the data helps increase its quality. 

High-quality data is essential to train accurate and reliable ML models. This section 

ensures that the data considered by the study are in the correct format. Data cleaning 

entails removing missing values and duplicates because there is a possibility of 

reaching wrong conclusions or generating incorrect prediction accuracies based on 
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the inconsistencies of the dataset. Figure 3.4.1 illustrates all the functions used to 

perform data cleaning in the dataset.   

 

Figure 3.4.1 Data-cleansing Functions 
i. drop_duplicates() the functions help in removing the duplicates from the 

Pandas Dataframe in Python. The parameter “keep” controls how to 

consider a duplicate value and has a default distinct value 'first' which 

considers the first value as unique and the rest of the same value as 

duplicates. The ‘Inplace’ parameter is a Boolean value that removes rows 

with duplicates if true. 

ii. The Isnull() function returns a DataFrame object where all the values are 

replaced with a Boolean True for Null values, and otherwise false. 

3.4.2. DATA EXPLORATORY ANALYSIS 
The KDD99 dataset is a popular benchmark in the area of ID. It comprises network 

traffic statistics that can be utilised to distinguish between normal and intrusive network 

connections. Understanding the structure of the dataset, studying the characteristics, 

and obtaining insights into the data distribution are all part of performing an exploratory 

analysis on it. The first step is to understand the structures and composition of the 

dataset, that is, to inspect the number of rows and features present in the dataset. The 

second step will involve feature exploration, in which we examine individual features 

in the dataset, which will assist us in understanding the data types (numeric, 

categorical) and the meaning of each feature. The third step is to obtain a statistical 

summary of the data by calculating basic statistical measures such as mean and 

standard deviation, which will provide a high-level overview of the data distributions 

and helps identify potential outliers or anomalies. The fourth step is to analyse the 
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class distribution by determining the proportion of each class to identify any class 

imbalance issues, since the dataset includes the target column. Lastly, visualise the 

relationships between different features by exploring feature correlations using 

techniques like scatter plots or correlation matrix, which will help identify any significant 

relationships in the dataset. 

3.5. DATA PRE-PROCESSING AND STANDARDISATION 
Pre-processing data is an important stage in data analysis and ML jobs. It is the 

process of preparing and converting raw data into a clean, consistent, and appropriate 

format for future analysis or modelling. The accuracy and quality of the data have a 

direct influence on the performance and success of any data-driven initiative. Data 

preparation includes a variety of approaches and procedures for dealing with 

difficulties in raw data, such as missing values, outliers, noise, inconsistencies, and 

formatting inconsistencies. In this section, we will use two data pre-processing 

methods, get_dummies method, and the StandardScaler to scale numeric values. 

i. The term "get dummies" refers to a technique for turning categorical variables 

into numerical representations, which is often used in data preparation. It is 

often used in ML projects when dealing with categorical information. ML 

algorithms often require numerical input when dealing with categorical 

variables. The "get dummies" approach, also known as one-hot encoding or 

binary encoding, converts each categorical variable into a binary column. 

Generate a new binary column for each distinct category, with a value of 1 

indicating the existence of that category and a value of 0 indicating its absence. 

 

ii. StandardScaler is a data preparation tool that is used to normalise numerical 

characteristics in ML applications. It is especially beneficial when the 

characteristics of the dataset have distinct sizes or units. Standardising the data 

guarantees that each feature has a mean of 0 and a standard deviation of 1, 

resulting in a normal (Gaussian) distribution. The formula used for 

standardisation is as follows:  

𝑧𝑧 =
𝑥𝑥 − 𝜇𝜇
𝜎𝜎

 (3.1) 
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The data set was then split into two subfolders, namely, training and testing using a 

Python library called sklearn. The study considered an 80/20 split. This allows 80% of 

the data to be used for training and 20% to be used to test the model. 

3.6.  FEATURE SELECTION AND RANKING  
When using supervised ML techniques such as DT, it is essential to select a strategy 

that is appropriate for identifying attributes that have a substantial impact on the 

decision-making process. Information gain and the Gini index are two methodologies 

that are frequently used in this context [6]. The former suggests that a particular DT is 

built from the feature with the highest information gain as its base. According to the 

latter, the feature with the lower Gini index must be picked in a binary split (two choices 

for individual node) [6]. To achieve our goal, we propose a feature-ranking method 

that uses the hybrid of Gini index and information gain technique to categorise the 

impurity of the features and then ranks them based on the Gini impurity (i.e., entropy) 

and most informative features in the dataset before structuring our DT. By 

accomplishing this goal, we can then construct our tree-based ID modelling using the 

features with the lowest Gini index and the uppermost information gain. 

 

3.6.1. GINI INDEX  
 

The Gini index is a statistical measure that is used to assess the extent of income 

disparity within a population or the concentration of a given variable. It is also known 

as the Gini coefficient or Gini ratio. It is named after Corrado Gini, an Italian statistician 

who created the index in 1912.The Gini index goes from 0 to 1, with 0 representing 

perfect equality (everyone in the population has an equal share of the variable being 

measured) and 1 representing maximum inequality (one person has all the resources 

while the others have none). 

𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼(𝐺𝐺𝐺𝐺) = 1 −�𝑝𝑝(𝑖𝑖)2
𝑛𝑛

𝑖𝑖=−

 

where n represents the number of classes in the target variable, 

  𝑝𝑝(𝑖𝑖) 𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 the ratio of the predicted class divided by the total number of 

observations in a node.  

 

(3.2) 
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The Gini index is significant important when dealing with the KDD99 dataset because 

it helps to select informative features, determining optimal splitting criteria, and 

evaluate the performance of classification models. It plays a crucial role in achieving 

accurate ID and improving the overall security of network systems. 

 

3.6.2. INFORMATION GAIN  
In DT algorithms, information gain is utilised to select the optimal feature to split on at 

each node. Calculates the decrease in entropy or impurity caused by dividing data 

according to a certain attribute. Entropy is a measure of the amount of impurity or 

disorder in a collection of instances. It depicts uncertainty or unpredictability in the 

distribution of class labels within a node in the context of classification problems. The 

following formula is used to compute the entropy of a node:  

𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 (𝐸𝐸) =  −�𝑝𝑝𝑖𝑖 log2(𝑝𝑝𝑖𝑖)

𝑛𝑛

𝑖𝑖=1

 

 

Where 𝑝𝑝𝑖𝑖 ,is the probability of randomly selecting an example in a class  

 

𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼 𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺 (𝐼𝐼𝐼𝐼) = 𝐸𝐸𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝_𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 − 𝐸𝐸𝐶𝐶ℎ𝑖𝑖𝑖𝑖𝑖𝑖_𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 

 

Where 𝐸𝐸𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝_𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 ,is the entropy of the parent node 

and 𝐸𝐸𝐶𝐶ℎ𝑖𝑖𝑖𝑖𝑖𝑖_𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 is the average entropy of the child node,  

 

Information gain is important in feature selection, DT algorithms, understanding 

feature relevance, model evaluation, and dimensionality reduction. In this study, it 

enabled us to identify and focus on the most informative features, leading to improved 

model performance and better insights into the data. 

3.6.3. HYBRID SELECTION  
This subsection outlines how our proposed feature selection method was performed. 

The proposed method was performed by combining Gini index and Information Gain, 

which will improve robustness, handling different characteristics, enhance feature 

selection, balance consideration of attributes, and increase the accuracy and 

generalisation. This technique provides for a fair assessment of both measures in the 

(3.3) 

(3.4) 
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decision-making process by combining weighted and normalised scores of the Gini 

index and information gain. The following formula is used to compute a hybrid 

selection: 

ℎ𝑦𝑦𝑦𝑦𝑦𝑦𝑦𝑦𝑦𝑦 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 = 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼 𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺 + 𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼 

The study considered a hybrid selection of the Gini index and the information gain 

because they can provide additional benefits when DTs are constructed. While Gini 

index and information gain are both useful metrics for attribute selection, they have 

slightly different characteristics and may prioritise different features. Combining them 

in a hybrid approach helped the study harness the strengths of both metrics and 

improve the overall performance of the DT model. The combination of Gini index and 

information gain provided complementary evaluation, robust feature selection, and 

flexibility. This approach was applied following the steps mentioned steps: 

i. Firstly, we computed the Gini index for each feature in our dataset, which 

measured the impurity or inequality within a set of classes. 

ii. Secondly, we calculated the information gain for each feature in the dataset, 

which quantified how much information a feature provides to reduce the 

uncertainty or entropy of the target variable. 

iii. Normalise the Gini index and information gain values to ensure that they are on 

the same scale. This step is important because the two metrics may have 

different ranges or magnitudes, and normalising them makes them comparable. 

iv. Combine the normalised Gini index and information gain using a weighted 

average. For a weighted average approach, assign weights to each metric 

based on its relative importance or preference. Calculate the weighted average 

score for each feature by combining the normalised Gini index and information 

gain. 

v. rank the features in descending order based on the combined scores. Features 

with higher combined scores are considered more relevant.  

vi. Finally, we used the selected features to build the DT. The DT algorithm will 

utilise the features chosen during the splitting process to create a tree structure 

that maximises the predictive power and accuracy. 

 

(3.5) 
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3.7. TREE-BASED INTRUSION DETECTION MODELLING  
We may now construct a tree-based ID algorithm at this level after finishing the 

preceding phases. Our model's foundation is based on security features with smaller 

dimensions, which lessens the computational intricacy of the model. It is also 

constructed with the best security features, which can greatly increase the accuracy 

of its predictions. The root node to divide the dataset into smaller subsets must be 

found before we can start building the tree branches. The combination of Gini Index 

and Information, which were previously covered in this study, is used to achieve this. 

Our target attribute that decides whether an action is legitimate or malicious is labelled 

on the leaf node. The following Figure 3.7 illustrates how a DT algorithm is structured. 

 

Figure 3.7 DT algorithm 

A DT for classification consists of a tree structure with nodes representing decisions 

based on the feature values and leaves representing class labels. The DT recursively 

splits the data on feature values to reach a final classification decision on the leaves. 

The formula for decision tree classification can be summarised as follows: 

� Starting from the root node, the tree asks questions based on the feature 

values. At each node, the algorithm selects a feature and a threshold for that 

feature, and the data is split into two or more child nodes based on the criteria. 
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� The process continues recursively down the tree until a leaf node is reached. 

The class label at the leaf node represents the final classification decision for 

the input data point.  

3.8. CLASSIFICATION ALGORITHMS  
Classification algorithms are ML algorithms that use patterns or characteristics in the 

data to give predetermined class labels or categories to the incoming data. These 

algorithms are trained using a labelled training dataset, in which each data sample is 

assigned a known class label. The purpose of classification algorithms is to create a 

model that can correctly categorise fresh, previously unseen data into the right 

classifications. 

3.8.1. SUPPORT VECTOR MACHINE  
The Support Vector Machine (SVM) stands as a supervised ML algorithm adept at 

handling both classification and regression tasks. While it can be applied to regression 

problems, its primary strength lies in classification. The fundamental objective of the 

SVM algorithm is to identify the optimal hyperplane within an N-dimensional space, 

effectively segregating data points in the feature space into distinct classes. 

Hyperplanes are designed to maximize the separation between the closest points of 

different classes. The dimension of the hyperplane is contingent upon the number of 

features: for two input features, the hyperplane manifests as a line, and for three input 

features, it takes the form of a two-dimensional plane. Figure 3.8.1 Which was 

downloaded in [72], illustrates how SVM segregates data points or performs a 

classification between two classes A and B. 
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Figure 3.8.1 Classification of data by SVM 

Given a set of training data points 𝑋𝑋𝑖𝑖  and their corresponding class labels 𝑌𝑌𝑖𝑖 , where 

𝑋𝑋𝑖𝑖   is a feature vector and 𝑌𝑌𝑖𝑖  is either -1 or 1, the goal of SVM is to find a hyperplane 

(a linear decision boundary) that maximises the margin between the two classes. The 

equation of this hyperplane is represented as:  

𝑓𝑓(𝑋𝑋) = 𝑤𝑤 ∙ 𝑥𝑥 + 𝑏𝑏 

Where: 

� f(x) is the decision function for classifying a new data point x. 

� w is the weight vector (coefficients) of the hyperplane. 

� · Denotes the dot product. 

� b is the bias term (intercept). 

In a binary classification scenario, the class of the new data point 𝑋𝑋 is determined by 

the sign of 𝑓𝑓(𝑋𝑋). If 𝑓𝑓(𝑋𝑋) is greater than 0, 𝑋𝑋 is classified as one class; if it is less than 

0, 𝑋𝑋 is classified as the other class. The objective of the SVM algorithm is to find the 

optimal weight vector 𝑤𝑤 and bias term 𝑏𝑏 that maximise the margin while ensuring that 

all training data points are correctly classified. This can be mathematically expressed 

as an optimisation problem with constraints. The most common form of the 

optimisation problem for SVM is the "soft margin" formulation, which allows for some 

misclassification while still maximising the margin.  SVMs can also be applied with 

(3.6) 
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kernel functions to handle non-linear classification problems by transforming the data 

into a higher-dimensional space. For a linear SVM, the kernel function is simply the 

dot product 𝐾𝐾(𝑥𝑥, 𝑥𝑥𝑖𝑖) = 𝑥𝑥𝑇𝑇𝑥𝑥𝑖𝑖 . In the context of intrusion detection using the KDD99 

dataset, we trained the SVM to distinguish between different attack classes. The 

decision function would then be formulated as: 

𝑓𝑓(𝑥𝑥) = 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 �� 𝛼𝛼𝑖𝑖𝑦𝑦𝑖𝑖 𝐾𝐾(𝑥𝑥, 𝑥𝑥𝑖𝑖  ) + 𝑏𝑏
𝑁𝑁

𝑖𝑖=1
� 

Here,  

� 𝑓𝑓(𝑥𝑥) is the decision function  

� 𝑁𝑁 is the number of support vectors  

� 𝛼𝛼𝑖𝑖 are the langrange multipliers 

� 𝑦𝑦𝑖𝑖 is the class label (-1 or 1) 

� 𝐾𝐾(𝑥𝑥, 𝑥𝑥𝑖𝑖 ) is the kernel function that computes the dot product between 𝑥𝑥 and 𝑥𝑥𝑖𝑖 

� 𝑏𝑏 is the bias term.  

� 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠(. ) is the sign of the function  

For each class, we have a binary classification problem. The class labels 𝑦𝑦𝑖𝑖 would be 

+1 for instances of the class you are interested in and -1 for instances of other classes. 

For example, for the "dos" class, we would set 𝑦𝑦𝑖𝑖 = +1 for instances labelled as "dos" 

and 𝑦𝑦𝑖𝑖 = −1  for instances labelled as other classes. Similarly, we would set 𝑦𝑦𝑖𝑖 = +1  

for instances of the "normal" class and 𝑦𝑦𝑖𝑖 = −1  for instances of other classes, and so 

on for the "probe," "r2l," and "u2r" classes. The SVM would then learn the optimal 

hyperplane to separate instances of the target class from instances of other classes 

based on the features in the dataset 

The sign function returns +1 if the expression inside the parentheses is positive, and 

-1 if it is negative. In the context of SVMs, the sign of the decision function determines 

the predicted class of the input data point. If  𝑓𝑓(𝑥𝑥) is positive, the data point is classified 

as belonging to one class (e.g., the positive class), and if it is negative, the data point 

is classified as belonging to the other class (e.g., the negative class). The magnitude 

of the output is not as important as its sign, as it is the sign that dictates the predicted 

class. 

SVM Hyperparameters  

(3.7) 
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In our pursuit of effective intrusion detection study using SVM, we have strategically 

employed the SVM model with specific parameter settings to enhance its 

discriminatory power. The chosen parameters, namely kernel = ‘rbf’, gamma = 0.1 and 

C = 1.0, play a critical role in shaping the SVM decision function and, consequently, 

its ability to differentiate between different attack classes in the KDD99 data set. 

SVM with Radial Basis Function (RBF) Kernel: 

The choice of the kernel of the radial basis function (kernel = ‘rbf’) is a fundamental 

decision that influences the capacity to handle non-linear relationships within the data. 

The RBF kernel is defined as: 

𝐾𝐾(𝑥𝑥, 𝑥𝑥𝑖𝑖) = exp �−
‖𝑥𝑥 −  𝑥𝑥𝑖𝑖‖2

2𝜎𝜎2
� 

Here, 𝑥𝑥  and, 𝑥𝑥𝑖𝑖 are data points, and 𝜎𝜎 is the kernel width parameter. The RBF kernel 

allows the SVM to map the input data into a larger space, facilitating the delineation of 

complex decision boundaries. 

Gamma parameter:  

The gamma parameter in the SVM model governs the width of the RBF kernel and 

influences the reach of each data point in the transformed space. A smaller gamma 

implies a larger kernel width, leading to a more generalised decision boundary. The 

formula for the RBF kernel (sigma) in terms of ‘gamma’ is: 

𝜎𝜎 =  �
1

2𝛾𝛾
 

A lower gamma encourages a smoother decision surface, potentially reducing the risk 

of overfitting, but may sacrifice precision. 

Cost parameter (C): 

The parameter C in the SVM model, often referred to as the regularisation parameter, 

balances the desire to achieve a minimal classification error against the preference for 

a simpler decision boundary. It is introduced in the SVM optimisation problem through 

the term: 

(3.8) 

(3.9) 

(3.10) 
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𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚 �
1
2
‖𝑤𝑤‖2 + 𝐶𝐶� 𝜉𝜉𝑖𝑖

𝑁𝑁

𝑖𝑖=1 
� 

Here, 𝑤𝑤  represents the weights, 𝜉𝜉𝑖𝑖 are slack variables, and 𝑁𝑁  is the number of data 

points. The regularisation parameter ‘C’ controls the trade-off between achieving a low 

training error and minimising the complexity of the decision function. 

We have configured our parameters as kernel= ‘rbf’ to accommodate nonlinear 

relationships, gamma=0.1 to strike a balance between model complexity and 

generalisation, and C = 1.0 to maintain a moderate regularisation strength, as 

mentioned above. This parameter configuration aims to ensure that the SVM is 

properly equipped to discern the intricate patterns inherent in the various attack 

classes within the KDD99 data set. The parameterized SVM stands as a robust tool 

for intrusion detection, and our careful selection of parameters reflects a judicious 

balance between model complexity, generalisation, and precision. The ongoing 

exploration and refinement of such parameter configurations contribute to the ongoing 

evolution of SVMs in enhancing the efficacy of intrusion detection systems in the face 

of dynamic and sophisticated cyber threats. 

3.8.2. K-NEAREST NEIGHBOURS  
K- KNN is a fundamental and crucial classification algorithm in the field of machine 

learning. It falls under supervised learning and is widely used for tasks such as pattern 

recognition, data mining, and ID. Its practicality is widespread due to its nonparametric 

nature. Unlike algorithms like GMM that assume a Gaussian distribution of data, KNN 

does not rely on any underlying assumptions about the data distribution. This makes 

it adaptable to real-life scenarios. In KNN, we utilise a set of previous data (referred to 

as training data) that categorise coordinates into distinct groups based on a particular 

attribute. Figure 3.8.2 illustrates how a table of data points containing two features can 

be assigned to a group by analysing the training set.  
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Figure 3.8.2 KNN Algorithm 

Given a dataset with labelled data points:(𝑋𝑋𝑖𝑖,𝑌𝑌𝑖𝑖), where 𝑋𝑋𝑖𝑖 is a feature vector, and 𝑌𝑌𝑖𝑖  is 

the class label. To classify a new data point 𝑋𝑋, you find the 𝑘𝑘 data points from the 

dataset that are closest to 𝑋𝑋 in terms of a chosen distance metric, typically the 

Euclidean distance. The class of 𝑋𝑋 is determined by taking a majority vote among the 

classes of its KNN:  

𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶(𝑋𝑋) = 𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚(𝑌𝑌𝑖𝑖) for i in 𝑁𝑁𝑖𝑖  

Where:  

� 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶(𝑋𝑋) represents the predicted class for the new data point 𝑋𝑋. 

� 𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚(𝑌𝑌𝑖𝑖) calculates the most frequently occurring class among the neighbours. 

� 𝑁𝑁𝑖𝑖 is the set of KNN of 𝑋𝑋. 

This formula simplifies the classification process, where the class label to the new data 

point based on the majority class among its KNN. The choice of 𝑘𝑘 and the distance 

metric can impact the accuracy and performance of the KNN classifier and should be 

selected based on the specific problem and dataset. 

In the context of this study, we have employed the (KNN algorithm for intrusion 

detection on the KDD99 dataset, a benchmark in the realm of cybersecurity. The 

(3.11) 
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KDD99 data set encompasses various attack classes, including “dos”, “normal”, 

“probe”, “r2l”, and “u2r”. Our focus lies on formulating the KNN algorithm to effectively 

discriminate between these distinct attack classes without employing specific training 

parameters. The KNN algorithm is a nonparametric and instance-based classification 

technique that assigns labels to data points based on the majority class among their 

k-nearest neighbours. The class label assigned to a given data point 𝑥𝑥 is determined 

by a voting mechanism from its nearest neighbours. The KNN decision function can 

be expressed as: 

𝑓𝑓(𝑥𝑥) = 𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑐𝑐� 𝐼𝐼(𝑦𝑦𝑖𝑖 = 𝐶𝐶)
𝑘𝑘

𝑖𝑖=1
 

Here,  

� 𝑓𝑓(𝑥𝑥) is the predicted class for the input data point  𝑥𝑥 , 

� 𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑐𝑐 denotes the class that maximises the sum,  

� 𝑦𝑦𝑖𝑖 represents the class label of the 𝑖𝑖 − 𝑡𝑡ℎ nearest neighbour. 

� 𝐼𝐼(. ) is the indicator function that evaluates to 1 if the condition is true and 0 

otherwise. 

Class-Specific Formulation  

In the context of intrusion detection, we tailored the KNN formulation to address each 

attack class individually. Let 𝑁𝑁𝑐𝑐  be the number of instances in the class 𝑐𝑐, and 𝐾𝐾𝑐𝑐  be 

the number of nearest neighbours considered for class  𝑐𝑐. The class-specific KNN 

decision function for “dos” class, for instance, was determined by:  

𝑓𝑓𝑑𝑑𝑑𝑑𝑑𝑑(𝑥𝑥) = 𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑐𝑐� 𝐼𝐼(𝑦𝑦𝑖𝑖 = 𝑐𝑐)
𝑘𝑘𝑑𝑑𝑑𝑑𝑑𝑑

𝑖𝑖=1
 

Similarly, formulations are established for the “normal”, “probe”, “r2l”, and “u2r” 

classes, ensuring that the KNN algorithm appropriately adapts to the nuances of each 

attack category. 

It should be noted that the KNN model in this study is trained without specific 

parameters, allowing it to adapt dynamically to the inherent structure. The absence of 

predefined parameters fosters a more flexible and data-driven approach, crucial in the 

context of intrusion detection, where the characteristics of attacks may vary 

(3.12) 

(3.13) 
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significantly. The KNN algorithm, formulated in a class-specific manner for the diverse 

attack categories within the KDD99 dataset, is a versatile tool in intrusion detection. 

The parameter-free training approach ensures adaptability, and the nuanced class-

specific formulations contribute to the algorithm's ability to discern intricate patterns 

associated with different types of cyber threats. This study advances our 

understanding of KNN in intrusion detection, emphasising its applicability and 

effectiveness in the absence of explicit parameter tuning. 

3.8.3. LOGISTIC REGRESSION  
LR is a popular supervised ML algorithm that is used primarily in classification tasks. 

Its objective is to estimate the probability that an instance belongs to a particular class. 

The algorithm is called LR due to its connection to regression methods. However, 

unlike linear regression, which produces continuous output values, LR uses a sigmoid 

function to calculate the probability for the designated class. This distinction allows LR 

to predict whether an instance belongs to a specific class or not, rather than providing 

a continuous range of values as linear regression does. Figure 3.8.3 illustrates the 

aspects of logistic regression. 

 

Figure 3.8.3 LR Algorithm 

For binary classification LR used to transform a linear combination of input features 

(𝑋𝑋1,𝑋𝑋2, … ,𝑋𝑋𝑟𝑟) into a probability value between 0 and 1 given by the logistic function:  
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𝑃𝑃(𝑌𝑌 = 1|𝑋𝑋) =
1

1 + 𝑒𝑒−(𝛽𝛽0+ 𝛽𝛽1𝑥𝑥1+ 𝛽𝛽2𝑥𝑥2 +⋯+𝛽𝛽𝑟𝑟𝑥𝑥𝑟𝑟)   

Where: 

� 𝑃𝑃(𝑌𝑌 = 1| 𝑋𝑋) is the probability of belonging to class 1 given the input feature 𝑋𝑋, 

� 𝑒𝑒 is the base of the natural logarithm (approximately 2.71828). 

� 𝑏𝑏0 is the intercept term (bias). 

� (𝛽𝛽1,𝛽𝛽2, … ,𝛽𝛽𝑟𝑟) are the coefficients for the input features (𝑋𝑋1,𝑋𝑋2, … ,𝑋𝑋𝑟𝑟). 

To make a binary classification decision, we set a threshold for the predicted 

probability. If 𝑃𝑃(𝑌𝑌 = 1|𝑋𝑋)  is greater than or equal to the threshold, you classify the 

data point as belonging to class 1; otherwise, you classify it as belonging to class 0. 

The LR model estimates the coefficients (𝛽𝛽1,𝛽𝛽2, … ,𝛽𝛽𝑟𝑟) during the training phase to fit 

the model to the training data. The coefficients determine the slope and position of the 

decision boundary, which separates the two classes. 

In the context of this study, we have applied the LR algorithm to the task of intrusion 

detection on the KDD99 dataset, a prominent benchmark in cybersecurity. The dataset 

encompasses various attack classes, including “dos”, “normal”, “probe”, “r2l” and “u2r”. 

This investigation focuses on formulating the LR model to effectively discern between 

these distinct attack classes, with an emphasis on the absence of specific training 

parameters. In this study we tailored the LR formulation to address each attack class 

individually. Let 𝑃𝑃𝑑𝑑𝑑𝑑𝑑𝑑 , 𝑃𝑃𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 , 𝑃𝑃𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 , 𝑃𝑃𝑟𝑟2𝑙𝑙, 𝑃𝑃𝑢𝑢2𝑟𝑟, be the probability of belonging to the 

“dos”, “normal”, “probe”, “r2l” and “u2r classes, respectively. The class-specific 

formulation was determined by:  

𝑃𝑃𝑑𝑑𝑑𝑑𝑑𝑑 =  �
1

1 + ℯ−(𝛽𝛽𝑑𝑑𝑑𝑑𝑑𝑑,0+ 𝛽𝛽𝑑𝑑𝑑𝑑𝑑𝑑,1𝑥𝑥1+ 𝛽𝛽𝑑𝑑𝑑𝑑𝑑𝑑,2𝑥𝑥2 +⋯+𝛽𝛽𝑑𝑑𝑑𝑑𝑑𝑑,𝑟𝑟𝑥𝑥𝑟𝑟
� 

Similar formulations are established for the classes “normal”, “probe”, “r2l” and “u2r, 

ensuring that the LR model adapts to the distinct characteristics of each attack 

category.  

The LR model in this study is intentionally trained without specific parameters, allowing 

the algorithm to dynamically learn the coefficients from the data. This parameter-free 

training approach fosters adaptability, particularly valuable in intrusion detection, 

where the diversity of attack patterns may be challenging to capture with fixed 

(3.14) 

(3.15) 
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parameters. The LR algorithm, customized for the diverse attack classes within the 

KDD99 dataset, serves as a robust tool in intrusion detection. The absence of 

predefined parameters enhances the model's adaptability, while the class-specific 

formulations contribute to its ability to discern nuanced patterns associated with 

different cyber threats. This study advances our understanding of logistic regression 

in intrusion detection, highlighting its applicability and efficacy in the absence of explicit 

parameterisation. 

 

3.9. PERFORMANCE MATRIX 
The performance matrix in ML is used to evaluate the performance and effectiveness 

of a trained model on a given dataset. These metrics provide quantitative measures 

that help to assess how well the model is performing in terms of various aspects such 

as accuracy, precision, recall, F1-score, and Confusion Matrix. This section of the 

study answered the last research question, how to evaluate the effectiveness of the 

models using a performance matrix. 

3.9.1. ACCURACY  
Accuracy measures the general correctness of the predictions made by the model and 

is calculated as the ratio of correctly classified instances to the total number of 

instances.  It was used to assess just how well the average measurement of multiple 

measurements stacks up against the standard measurements of the same item or the 

true value. This performance matrix is measured as the proportion of correctly 

predicted attacks in the test data, compared to all attacks in the same test data. Since 

this study involves the detection of various attack classes within the KDD99 dataset, 

including “dos”, “normal”, “probe”, “r2l” and “u2r” the evaluation of the model’s 

performance requires a metric that accommodates the multiclass nature of the 

classification task. Accuracy, a fundamental metric, gauges the overall correctness of 

predictions across all classes. In the context of a 5-class scenario, the accuracy of the 

model will be determined by its ability to correctly classify instances into the respective 

attack classes. It is defined by the following equation: 

𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 =  
𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 𝑜𝑜𝑜𝑜 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴

𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 𝑜𝑜𝑜𝑜 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 
 (3.16) 



53 
 

To break the down further, considering each class 𝐶𝐶𝑖𝑖 , the number of correct 

predictions (𝐶𝐶𝑖𝑖) for class 𝐶𝐶𝑖𝑖 is the sum of TP for that class: 

𝐶𝐶𝑖𝑖 = 𝑇𝑇𝑇𝑇 𝑓𝑓𝑓𝑓𝑓𝑓 𝐶𝐶𝑖𝑖  

TP for class 𝐶𝐶𝑖𝑖 are instances correctly classified as belonging to class 𝐶𝐶𝑖𝑖 . The total 

number of instances for class 𝐶𝐶𝑖𝑖 is the sum of TP, FP, FN, and TN: 

𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 𝑓𝑓𝑓𝑓𝑓𝑓 𝐶𝐶𝑖𝑖 = (𝑇𝑇𝑇𝑇 𝑓𝑓𝑓𝑓𝑓𝑓 𝐶𝐶𝑖𝑖) + 

(𝐹𝐹𝐹𝐹 𝑓𝑓𝑓𝑓𝑓𝑓 𝐶𝐶𝑖𝑖) + (𝐹𝐹𝐹𝐹 𝑓𝑓𝑓𝑓𝑓𝑓 𝐶𝐶𝑖𝑖) + (𝑇𝑇𝑇𝑇 𝑓𝑓𝑓𝑓𝑓𝑓 𝐶𝐶𝑖𝑖)  

Thus, the accuracy for each class 𝐶𝐶𝑖𝑖 is given by: 

𝐴𝐴𝐴𝐴𝐴𝐴𝐶𝐶𝑖𝑖 =
𝑇𝑇𝑇𝑇 𝑓𝑓𝑓𝑓𝑓𝑓 𝐶𝐶𝑖𝑖

𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 𝑓𝑓𝑓𝑓𝑓𝑓 𝐶𝐶𝑖𝑖
 

The overall accuracy for 5-class scenario is the average of the accuracies for each 

class:  

𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 =  
1
5
� 𝐴𝐴𝐴𝐴𝐴𝐴𝐶𝐶𝑖𝑖

5

𝑖𝑖=1
 

This formula captures the model's performance across all attack classes, providing a 

comprehensive assessment of its ability to correctly classify instances into the 

appropriate categories. In the complex landscape of intrusion detection with multiple 

attack classes, the formulation of accuracy as described above ensures a holistic 

evaluation of model performance. This multiclass accuracy metric is integral to 

understanding the effectiveness of the model in correctly identifying instances across 

all classes, shedding light on its overall classification prowess within the 5-class 

framework. 

 

3.9.2. CONFUSION MATRIX 
A confusion matrix is a performance evaluation matrix that is used in ML to visualise 

the performance of a classification model. It provides a tabular representation of the 

predicted and actual class labels of a data set. The matrix is constructed based on 

four different values: true positives (TP), true negatives (TN), false positives (FP), and 

false negatives (FN). Here is a breakdown of the elements in a confusion matrix: 

(3.17) 

(3.18) 

(3.19) 
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i. TP: The number of instances that are correctly predicted as positive (i.e., 

the model predicted them as positive, and they are indeed positive). 

ii. TN: The number of instances that are correctly predicted as negative (i.e., 

the model predicted them as negative, and they are indeed negative). 

iii. FP: The number of instances that are incorrectly predicted as positive (that 

is, the model predicted them as positive, but they are actually negative). 

iv.  FN: The number of instances that are incorrectly predicted as negative (that 

is, the model predicted them as negative, but they are actually positive). 

A confusion matrix is usually presented in the table format as follows: 

 

Confusion Matrix 

Model Class  Actual Class 

Positive Negative 

Predicted Class Positive True Positive False Positive 

Negative False Negative True Negative 

 

Table 3.1 Confusion Matrix 

The matrix allows for a comprehensive understanding of the model's performance, 

enabling the calculation of various performance metrics such as accuracy, precision, 

recall, and F1 score. It provides information on the types of errors made by the model 

and aids in assessing its effectiveness in differentiating between classes. Since this 

study involves the detection of various attack classes within the KDD99 dataset, 

including “dos”, “normal”, “probe”, “r2l” and “u2r” the confusion matrix serves as a 

pivotal visualisation for assessing the model's performance across these 5 classes. A 

5-class confusion matrix provides a comprehensive overview of the model's ability to 

correctly classify instances and helps identify areas where misclassifications may 

occur. Consider the following structure for a generic 5-class confusion matrix: 
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Predicted class 
A

ct
ua

l 

Classes Dos Normal Probe R2L U2R 

Dos Tdos Fdos Fdos Fdos Fdos 

Normal Fnormal Tnormal Fnormal Fnormal Fnormal 

Probe Fprobe Fprobe Tprobe Fprobe Fprobe 

R2L Fr2l Fr2l Fr2l Tr2l Fr2l 

U2R Fu2r Fu2r Fu2r Fu2r Tu2r 

 

Table 3.2 5-class Confusion Matrix    

This confusion matrix structure provides a visual representation of the model's 

performance across the 5 attack classes. It is instrumental in identifying the strengths 

and weaknesses of the model in correctly predicting instances for each class, aiding 

in a detailed evaluation and interpretation of its multiclass intrusion detection 

capabilities. The classification flagged by a red colour illustrate that the attack is not 

correctly identified and the green colour indicate that the attack is correctly identified 

3.9.3. PRECISION  
Precision quantifies the proportion of true positive predictions out of the total instances 

predicted as positive. It focusses on the accuracy of positive predictions and is 

calculated as the ratio of true positives to the sum of true positives and FPs. Given 

that this study involves the detection of various attack classes within the KDD99 

dataset, including “dos”, “normal”, “probe”, “r2l” and “u2r” the precision metric is crucial 

for assessing the model's performance on a class-specific basis. In the context of a 5-

class scenario, precision quantifies the accuracy of positive predictions for each class, 

providing insights into the model's ability to correctly identify instances within specific 

attack categories. Generally, the formula for calculating precision is given by:  

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 =
𝑇𝑇𝑇𝑇

(𝑇𝑇𝑇𝑇 + 𝐹𝐹𝐹𝐹)
 (3.20) 
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In a multiclass scenario, precision for a particular class 𝐶𝐶𝑖𝑖 is calculated as the ratio of 

TP for that class to the total number of instances predicted as positives for that class:  

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐶𝐶𝑖𝑖 =
𝑇𝑇𝑇𝑇 𝑓𝑓𝑓𝑓𝑓𝑓 𝐶𝐶𝑖𝑖

𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 𝑓𝑓𝑓𝑓𝑓𝑓 𝐶𝐶𝑖𝑖
 

Mathematically, the total predicted positives for class 𝐶𝐶𝑖𝑖 is expressed as the sum of 

TP and FP: 

𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 𝑓𝑓𝑓𝑓𝑓𝑓 𝐶𝐶𝑖𝑖 = (𝑇𝑇𝑇𝑇 𝑓𝑓𝑓𝑓𝑓𝑓 𝐶𝐶𝑖𝑖) + (𝐹𝐹𝐹𝐹 𝑓𝑓𝑓𝑓𝑓𝑓 𝐶𝐶𝑖𝑖) 

Therefore, the precision for each class 𝐶𝐶𝑖𝑖 is given by  

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐶𝐶𝑖𝑖 =
𝑇𝑇𝑇𝑇 𝑓𝑓𝑓𝑓𝑓𝑓 𝐶𝐶𝑖𝑖

𝑇𝑇𝑇𝑇 𝑓𝑓𝑓𝑓𝑓𝑓 𝐶𝐶𝑖𝑖 + 𝐹𝐹𝐹𝐹 𝑓𝑓𝑓𝑓𝑓𝑓 𝐶𝐶𝑖𝑖
 

In the context of a 5-class scenario, the overall precision is the average of the 

precisions for each class: 

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 =  
1
5
� 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐶𝐶𝑖𝑖

5

𝑖𝑖=1
 

This formula encapsulates the precision of the model across all attack classes, 

providing a nuanced understanding of its ability to make accurate positive predictions 

within each specific category. In the intricate landscape of intrusion detection with 

multiple attack classes, the precision metric, as formulated above, offers a granular 

assessment of the model's positive prediction accuracy for each class. This class-

specific evaluation contributes to a comprehensive understanding of the model's 

precision performance within the 5-class framework, shedding light on its ability to 

make accurate and targeted positive predictions for individual attack categories. 

3.9.4. RECALL  
Recall that measures the proportion of true positive predictions out of the actual 

positive instances in the dataset. It focusses on the ability of the model to identify 

positive instances and is calculated as the ratio of true positives to the sum of true 

positives and false negatives. In the context of this study, which involves the detection 

of various attack classes within the KDD99 dataset, including “dos”, “normal”, “probe”, 

“r2l” and “u2r” the recall metric is essential for assessing the model's performance on 

a class-specific basis. Given the 5-class scenario, recall measures the model's ability 

(3.21) 

(3.22) 

(3.24) 

(3.23) 
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to correctly identify instances belonging to a specific attack category, offering insights 

into its effectiveness in capturing instances of TP predictions. Generally, the formula 

for calculating recall is given by: 

𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅 =  
𝑇𝑇𝑇𝑇

(𝑇𝑇𝑇𝑇 + 𝐹𝐹𝐹𝐹)
 

In a multiclass scenario, recall for a particular class   is calculated as the ratio of true 

positives for that class to the total number of instances that actually belong to that 

class: 

𝑅𝑅𝑅𝑅𝑅𝑅𝐶𝐶𝑖𝑖 =
𝑇𝑇𝑇𝑇 𝑓𝑓𝑓𝑓𝑓𝑓 𝐶𝐶𝑖𝑖

𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 𝑓𝑓𝑓𝑓𝑓𝑓 𝐶𝐶𝑖𝑖
 

Mathematically, the total actual positives for class 𝐶𝐶𝑖𝑖 is expressed as the sum of TP 

and FN:  

𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 𝑓𝑓𝑓𝑓𝑓𝑓 𝐶𝐶𝑖𝑖  = (TP for 𝐶𝐶𝑖𝑖 ) + (FN for 𝐶𝐶𝑖𝑖)   

Therefore, the recall for each class 𝐶𝐶𝑖𝑖 is given by:  

𝑅𝑅𝑅𝑅𝑅𝑅𝐶𝐶𝑖𝑖 =
𝑇𝑇𝑇𝑇 𝑓𝑓𝑓𝑓𝑓𝑓 𝐶𝐶𝑖𝑖

𝑇𝑇𝑇𝑇 𝑓𝑓𝑓𝑓𝑓𝑓 𝐶𝐶𝑖𝑖 + 𝐹𝐹𝐹𝐹 𝑓𝑓𝑓𝑓𝑓𝑓 𝐶𝐶𝑖𝑖
 

In the context of a 5-class scenario, the overall recall is the average of the recalls for 

each class: 

𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅 =  
1
5
� 𝑅𝑅𝑅𝑅𝑅𝑅𝐶𝐶𝑖𝑖

5

𝑖𝑖=1
 

This formula captures the recall of the model across all attack classes, providing a 

nuanced understanding of its ability to correctly identify instances belonging to 

individual attack categories. In the nuanced landscape of intrusion detection with 

multiple attack classes, the recall metric, as formulated above, offers a detailed 

assessment of the model's ability to capture instances of true positive predictions for 

each class. This class-specific evaluation contributes to a comprehensive 

understanding of the model's recall performance within the 5-class framework, 

shedding light on its effectiveness in identifying instances associated with specific 

attack categories. 

(3.29) 

(3.26) 

(3.27) 

(3.28) 

(3.25) 
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3.9.5. F1-SCORE  
F1 score It is the harmonic mean of precision and recall, providing a balanced measure 

that combines both metrics. The F1 score is useful when the data set is unbalanced 

and there is a need to consider both precision and recall. In the context of this study, 

which involves the detection of various attack classes within the KDD99 dataset, 

including “dos”, “normal”, “probe”, “r2l” and “u2r” the F1 score metric is a harmonious 

blend of precision and recall, providing a balanced evaluation of the model's 

performance on a class-specific basis. Given the 5-class scenario, the F1 score 

measures the trade-off between precision and recall, offering a comprehensive 

assessment of the model's ability to make accurate and balanced predictions. 

Generally, the formula for calculating F1 score is given by:  

𝐹𝐹1 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 =
 𝑇𝑇𝑇𝑇 

𝑇𝑇𝑇𝑇 + 1
2 (𝐹𝐹𝐹𝐹 + 𝐹𝐹𝐹𝐹)

 

in a multiclass scenario, F1 score for a particular class 𝐶𝐶𝑖𝑖 is calculated as the harmonic 

mean of the precision and recall: 

𝐹𝐹1𝐶𝐶𝑖𝑖 =
2 × 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐶𝐶𝑖𝑖 × 𝑅𝑅𝑅𝑅𝑅𝑅𝐶𝐶𝑖𝑖
𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐶𝐶𝑖𝑖 + 𝑅𝑅𝑅𝑅𝑅𝑅𝐶𝐶𝑖𝑖

 

This formula ensures that the F1 score considers both false positives and false 

negatives, providing a balanced measure that rewards models achieving both high 

precision and high recall. In the context of a 5-class scenario, the overall F1-score is 

the average of the F1 scores for each class: 

𝐹𝐹1 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 =  
1
5
� 𝐹𝐹1𝐶𝐶𝑖𝑖

5

𝑖𝑖=1
 

This formula encapsulates the F1 score of the model across all attack classes, offering 

a nuanced understanding of its ability to balance precision and recall within individual 

attack categories. In the intricate landscape of intrusion detection with multiple attack 

classes, the F1 score metric, as formulated above, provides a comprehensive 

evaluation of the model's balance between precision and recall for each class. This 

class-specific evaluation contributes to a nuanced understanding of the model's F1 

score performance within the 5-class framework, offering insights into its ability to 

make accurate and well-balanced predictions for individual attack categories. 

(3.30) 

(3.31) 

(3.32) 
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3.10. CONCLUSION  
This chapter has discussed the four main stages of our proposed research method. 

Feature selection and ranking, Tree-based ID model, traditional ML classification 

model, and performance matrix. In the feature selection and ranking step, we 

proposed a hybrid approach of two mainly used selection methods in ID. The attributes 

of significant importance were then applied to a DT and classification algorithms to 

produce the performance matrix considered by the study. This chapter also discussed 

the data set and its preparation, implementation tools, and procedures used to 

implement the study. 

 

3.11. SUMMARY  
The cyber security data was extracted from the UCI ML Repository. The dataset had 

simulated attacks falling into four main categories, namely DoS, U2R, R2L, and 

Probing Attack. All experiments were implemented using Python programming 

language due to most of the fascinating libraries with the capabilities to model, 

visualise, and transform data. The selection method was proposed using a hybrid of 

Gini index and Information gain to collect features of significant importance from the 

dataset. The performance of the models was evaluated considering accuracy, 

precision, recall, F1-score, and confusion matrix. 
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CHAPTER 4 – DATA ANALYSIS 

4. INTRODUCTION 

In this chapter, we embark on a journey through the intricate landscape of data 

analysis, where the raw information we have gathered transforms into valuable 

insights, shedding light on the research questions that have guided our study. Our 

exploration is based on a comprehensive dataset sourced accurately and carefully 

prepared to ensure its relevance and reliability. To begin, we revisit the core research 

aim, objectives, and questions that have propelled our investigation. These objectives 

serve as our compass, guiding our analytical endeavours and framing our 

interpretation of the data. As we dive into the depths of our dataset, we remain mindful 

of these guiding principles, seeking to extract meaningful patterns, relationships, and 

answers. We aimed to comparatively analyse tree-based ID model and ML 

classification algorithms using cyber security dataset. The main objectives of this study 

were to:  

i. Develop a tree-based detection model using the concepts of a DT. 

ii. Conduct security feature selection and ranking to select features with significant 

importance.  

iii. Apply the tree-based ID model and traditional ML classification models to the 

KDD-99 dataset.  

iv. Evaluate the effectiveness of these models by measuring performance matrix, 

namely, Accuracy, Precision, Recall, F1-Score and Confusion matrix.  

The following research questions have arisen directly from the carefully defined 

research objectives, demonstrating the inherent connection between the objectives of 

the study and the research questions:  

i. How to develop tree-based ID algorithms based on the concepts of a DT? 

ii. How to conduct the security feature selection and ranking to select features 

with significant importance? 

iii. How to apply a cyber-security dataset to a tree-based ID model and traditional 

ML classification algorithms? 

iv. How to evaluate the effectiveness of the models using performance matrix? 

However, for the fruitful fulfilment of these objectives, there are essential steps in the 

ML pipeline which enforces data quality, data validity and reliability, data 
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understanding, and optimisation of feature representation which ultimately lead to 

more accurate and reliable ML models.  

The remainder of this chapter is organised as follows. In Section 4.1, we provide an 

insightful introduction to our data source, shedding light on its origin, scope, and 

essential characteristics. Section 4.2 takes us through the initial phases of our analysis 

journey, with a focus on data exploratory analysis and cleaning. It offers a 

comprehensive snapshot of the data's essential properties and details the steps taken 

to ensure their quality. Moving forward, Section 4.3 delves into data preprocessing, 

covering the meticulous steps we took to prepare the data for machine learning. Our 

core analysis unfolds in Section 4.4, where we apply a range of ML classification 

algorithms to the pre-processed data. This section delves into the specifics of each 

model, its parameters, and the results obtained. In Section 4.5, we perform a 

comparative analysis, dissecting the performance of these algorithms, highlighting 

their strengths and weaknesses, and offering insights into the most effective methods 

for our dataset. Section 4.6 is where we tie it all together, drawing well-supported 

conclusions that align with our research objectives. Finally, Section 4.7 summarises 

this chapter, providing a handy reference for readers to quickly grasp the key points 

of our data analysis journey. 
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4.1. THE DATA SOURCE 
The foundation of our analysis lies in the data source, which consists of network 

connection records, and each record contains various features that describe different 

aspects of network traffic. This dataset was selected due to its direct relevance to our 

research questions and its potential to provide insights that contribute to our 

understanding of network intrusions. 

 

Figure 4.1.1 Sourcing Data 

This Python code snippet in Figure 4.1.1 serves the purpose of automating the 

download and subsequent loading of a dataset, known as the KDD-99 dataset, which 

is frequently used in the domain of NID and cybersecurity research. The code begins 

by importing the necessary libraries, namely Pandas for data manipulation and 

TensorFlow’s “get_file” function for downloading files from the Internet. It then uses a 

try-except block to manage the download process. Inside the try block, the “get_file” 

function is used to fetch the dataset from a specified URL, and the resulting file’s path 

is stored in the “path” variable. Should any issues arise during the download, such as 

an invalid URL or a failed download, the except block will execute, printing an error 

message to the console and re-raising the exception for further handling. Assuming a 

successful download, the code proceeds to load the downloaded data into a Pandas 

DataFrame named “df” using the “read_csv” function. The “header=None” argument 

indicates that the dataset does not contain column headers. In essence, this code 

simplifies the process of obtaining and preparing the KDD Cup 1999 dataset for 
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subsequent analysis, making it convenient for researchers and practitioners in the field 

of cybersecurity and machine learning. 

 

 

Figure 4.1.2 Adding Column Headers 

In this code snippet from Figure 4.1.2, column headers were added to the Pandas 

DataFrame “df” to provide meaningful labels for each attribute in the dataset. The 

dataset originally had no column headers, so this step is essential for better data 

understanding and manipulation. Each column is assigned a name based on the 

nature of the data it represents. Adding these column headers makes it much easier 

to work with and analyse the dataset, as it provides clear context for each data point 

and facilitates data exploration and modelling in subsequent steps of data analysis or 

ML tasks. In the KDD99 dataset, the “outcome” column typically contains labels or 

identifiers that specify the classification of each network connection or data record as 

either a normal network activity or a specific type of network attack. The “outcome” 

column is essentially the ground truth or target variable used to train and evaluating 

ID models and other cybersecurity-related analyses. 

The “outcome” column is crucial for supervised ML tasks, where the goal is to train a 

model to predict the type of network activity based on available features. For example, 

it helps in developing IDSs that can automatically identify and respond to network 
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attacks by classifying incoming traffic into normal or attack categories. The study 

considered adding a new column that classifies each attack types from the “outcome” 

column to their existing class. Classifying the values of the “outcome” column into 

these attack categories is crucial to understand, analyse, and modelling network 

attacks in the KDD99 dataset. It enables effective model training, evaluation, security 

monitoring, and reporting, all of which are essential components of NID and 

cybersecurity efforts. 

 

Figure 4.1.3 Adding attack class column. 
The code in Figure 4.1.3 adds a new column named “attacksTypes” to a dataset and 

prints the first five records of the dataset, likely for the purpose of categorising 

individual network connections or packets into broader attack categories. This column 

serves as a valuable addition because it simplifies and streamlines the process of 

analysing and managing network traffic data. By assigning each network event to an 

attack category, it enables easy classification and allows for a higher-level analysis of 

the dataset. This categorisation is particularly useful in ID, as it enables security 

professionals and data analysts to quickly identify and assess the distribution of 

different types of network attacks, facilitating better threat detection, analysis, and 

reporting. 
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4.2. DATA EXPLORATORY ANALYSIS AND CLEANSING    
In the realm of research and data-driven decision-making, the initial encounter with 

raw data marks the genesis of understanding and insight. The process of data 

exploratory analysis, often referred to as exploratory data analysis, is the compass 

that guides researchers through this intriguing landscape. In this section, we embark 

on a journey of discovery, peering into the depths of our dataset to uncover hidden 

patterns, anomalies, and the untold stories that data hold. Data exploratory analysis 

is a multidimensional process, weaving together statistical, visual, and computational 

techniques to inspect, summarise, and visualize data. It goes beyond mere data 

inspection; it is an artful blend of science and intuition, guided by curiosity and an 

unrelenting quest for insights. Through this process, we aim to reveal the underlying 

structure, relationships, and anomalies that may reside within our data. 

4.2.1. DATA INFORMATION AND STRUCTURE  
The study considered the df.info() method to understand the information and 

structures about the dataset. This method in Pandas provides a concise summary of 

the DataFrame “df” including information on the dataset’s structure, the data types of 

each column, the number of non-null values, and memory usage. It is a handy way to 

get a quick overview of the dataset. When you run df.info(), it will display the number 

of entries (rows) in the DataFrame, the number of columns, the names of each column, 

the data type of each column (e.g., integer, float, object), the number of non-null values 

in each column (i.e., the count of non-missing values) and the memory usage of the 

DataFrame. This information is useful to understand the dataset’s size, its data types, 

and whether there are missing values. It is a crucial step in the data exploration 

process to determine if further data preprocessing or cleaning is required before 

conducting data analysis or building ML models. 

Appendix A provides a high-level overview of the dataset, showing the number of 

entries (rows), the data types of columns, and how much memory is being used. It is 

a great starting point for further data analysis and exploration. Let us break down the 

output and understand each part: 

I. <class “pandas.core.frame.DataFrame”>: This line indicates that the object “df” 

is a Pandas DataFrame. 
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II. RangeIndex: 494021 entries, 0 to 494020: This line provides information about 

the index of the DataFrame. In this case, it is a RangeIndex starting from 0 to 

494020, indicating that there are 494021 rows or entries in the DataFrame. 

III. Data columns (total 43 columns): This indicates that there are a total of 43 

columns in the DataFrame. 

IV. #, Column, Non-Null, Count, and Dtype: This header row provides the column-

wise information. 

a) #: The column numbers. 

b) Column: The name of the column. 

c) Non-Null Count: The number of non-null (non-missing) values in that 

column. 

d) Dtype: The data type of the values in that column. 

V. The following lines list each column in the DataFrame along with the relevant 

information. For example, 0 duration 494021 non-null int64: This line 

corresponds to the first column. It is named “duration” and it contains 494021 

non-null values of data type “int64” (64-bit integer). Similar information is 

provided for all 43 columns. 

VI. dtypes: float64(15), int64(23), object (5): This line summarises the data types 

present in the DataFrame. In this example, there are 15 columns with the data 

type “float64”, 23 columns with data type “int64” and 5 columns with data type 

“object” (usually indicating text or categorical data). 

VII. Memory usage: 162.1 + MB: This line shows the approximate memory usage 

of the DataFrame. In this case, the DataFrame consumes approximately 162.1 

megabytes of memory. 

In general, this output is a concise summary of the DataFrame structure, indicating the 

number of rows, the number of columns, the column names, the data types, the 

number of non-null values, and the memory usage. It is a useful initial assessment to 

understand the dataset’s characteristics before diving into data analysis or further pre-

processing steps. This method helped the study to understand each attribute for the 

subsequent data cleansing process. 
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4.2.2. DATA CLEANSING 
In the world of data analysis and research, data is a fundamental resource, but its true 

value can only be unlocked when it is clean, consistent, and reliable. In this section, 

we embark on the critical phase of data cleaning, a meticulous process that lays the 

foundation for robust and meaningful analysis. Data cleaning is an iterative, 

multifaceted process that aims to rectify, mitigate, or eliminate issues within the 

dataset. These issues can manifest in various forms, including missing values, 

outliers, duplicate entries, inconsistencies in formatting, and more. The primary goal 

of data cleaning is to ensure that the dataset is accurate, complete, and suitable for 

analysis. 

 

 

 

Figure 4.2.2.1 Data Cleansing 
Figure 4.2.2.1 focused on data cleaning, including removing duplicate rows, checking 

for NULL values, dropping columns with missing values, and saving the cleaned 

dataset to a pickle file for future use. The dataset did not have any missing values, but 

it was found that it contains duplicate records. The rows after the removal of duplicates 

and missing values are now down to 145586 from 494021.  
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4.2.3. DATA EXPLORATORY ANALYSIS 
Exploratory Data Analysis (EDA) is a crucial phase in the process of understanding 

and preparing data for analysis, and it plays a significant role in the context of the 

KDD99 dataset, which is a well-known dataset in the field of cybersecurity and NID. 

EDA is the initial step in any data analysis project, and its primary goal is to gain 

insight, detect patterns, and uncover potential problems in the dataset. 

4.2.3.1. TARGET COLUMNS DISTRIBUTION  
In the context of our research, the graphical representation of the attack distribution in 

the training data for the KDD99 dataset reveals a notable pattern in figure 4.2.3(a) 

visualised on the basis of the “outcome” attribute. The x-axis of the graph corresponds 

to the individual class labels, while the y-axis, represented on a logarithmic scale, 

quantifies the number of data points associated with each class. Notably, the class 

“normal” emerges as the predominant category, followed by “neptune.”, “back.”, 

“teardrop.”, “satan.”, “warezclient.”, and several others. In contrast, classes such as 

“perl.”, “phf.”, and “spy.” appear as relatively rare occurrences. 

 

Figure 4.2.3.(a) Distribution of attack types 
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This observation underscores a significant class imbalance within the dataset, a factor 

that has profound implications for our research. Imbalanced data distributions, as 

evidenced here, can present challenges when training ML models, particularly in the 

context of classifying new data points. The predominance of “normal.” instances may 

lead to a model’s bias towards this class, potentially compromising its ability to 

accurately predict the less common categories. Addressing this imbalance is a critical 

consideration in our research, as it requires the exploration of strategies for mitigating 

the inherent bias and optimising model performance, thus improving the robustness 

of our IDSs. 

During data extraction and loading, we grouped all the attack outcomes into their 

respective class, which reduced the complexity of the dataset. The bar chart in figure 

4.2.3(b) offers valuable insight into the distribution of the five available classes within 

the training data, categorised by the type of train. These classes, namely “normal”, 

“dos”, “probe”, “u2r”, and “r2l” exhibit distinct frequencies, as illustrated along the x-

axis, with the corresponding count of data points depicted on the y-axis, presented on 

a logarithmic scale. 

 

Figure 4.2.3.(b) Distribution of attack classes 
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Evidently, the class distribution within the training data is characterised by a significant 

imbalance. Notably, the “normal” class emerges as the overwhelmingly predominant 

category that has 87832 data points, signifying its abundance within the dataset. 

Following this, the “dos” class appears as the second most frequent category, although 

significantly less common than “normal”. Subsequently, the “probe” class is 

represented, followed by the “r2l” and “u2r” classes. 

4.2.3.2. CATEGORICAL FEATURES DISTRIBUTION 
The identification of categorical features within the KDD99 dataset is of paramount 

importance, as it underpins the foundation for many critical aspects of analysis and 

model development. Categorical features often represent factors such as connection 

types, services, and flags that are vital in understanding network behaviour and the 

presence of intrusions. Separating them from numerical attributes is crucial because 

different pre-processing and analysis techniques are applied to these two types of 

features. Therefore, identifying categorical features is a crucial step in preparing the 

data for subsequent analysis and ensuring that it accurately captures the nuances of 

network traffic and intrusion patterns. 

 

Figure 4.2.3.(c) Identifying categorical features. 
The code provided in Figure 4.2.3.(c) efficiently identifies categorical features within 

the KDD99 dataset by distinguishing them from the numeric and binary attributes. This 

distinction is essential as categorical features, such as protocol types, services, and 

flags, play a pivotal role in characterising network connections and detecting intrusion 

attempts. Identifying these categorical attributes allows for tailored data pre-
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processing, including one-hot encoding or label encoding, which is essential for ML 

model development. It ensures that these non-numeric attributes are appropriately 

represented, enabling the model to capture the underlying patterns in network data. 

By distinguishing between numeric and categorical features, we lay the foundations 

for effective analysis, modelling, and, ultimately, the development of robust IDSs. We 

found that “Service”, “Output”, “Protocol_type”, “Flag” and “AttacksType” are the 

features that have categorical values.  

4.2.3.2.1. PROTOCOL TYPE 
In the context of the KDD99 dataset and NID, the “protocol_type” attribute plays a 

fundamental role in characterising network connections. It represents the 

communication protocol used in each network connection, categorising them into 

various types such as the transmission control protocol (TCP), user datagram protocol 

(UDP), and Internet control message protocol (ICMP). The type of protocol serves as 

a critical feature in ID because different protocols exhibit different behaviours and are 

associated with specific network activities. By understanding and analysing the 

distribution of protocol types in network data, cybersecurity experts and data analysts 

can gain insights into the nature of network traffic and identify anomalies or suspicious 

patterns that can signify potential intrusions. Therefore, the "protocol_type" attribute is 

a crucial element in building effective ID models and enhancing network security. 
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Figure 4.2.3.(d) Distribution of Protocol Type 
The Figure 4.2.3. (d) provided shows the distribution of different protocol types on a 

logarithmic scale. This logarithmic scale helped to visualise the relative prevalence of 

these protocol types, even when the number of occurrences varies significantly. The 

chart highlights that TCP is the most common protocol, closely followed by UDP and 

ICMP. TCP is the primary protocol for internet data transfer, ICMP is utilised for 

network management and control messages, and UDP is preferred for low-latency 

applications like streaming media. Notably, the distribution of protocol types is far from 

uniform. Several protocol types have a substantial presence, while many others are 

less prevalent. This pattern suggests that a select few protocol types dominate the 

majority of internet traffic. The chart offers valuable information on the distribution of 

protocol types on the Internet, emphasising the prominence of TCP, ICMP, and UDP, 

while also showcasing the considerable variation in the prevalence of different 

protocols. 
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4.2.3.2.2. SERVICE  
In the context of the KDD99 dataset and NID, the "service" attribute is a pivotal feature 

that characterises the specific network service associated with a network connection. 

It represents the kind of service or application that is being used within each network 

connection, such as HTTP, FTP, SMTP, or other network services. The "service" 

attribute is of great significance in building IDSs as it offers crucial insights into the 

nature of network traffic. Different services have different traffic patterns and usage 

behaviours, and these patterns can be indicative of normal network activity or 

potentially malicious behaviour. Analysing the distribution of "service" helped in 

understanding the composition of network services and detecting anomalies or 

suspicious patterns that may signal intrusion attempts. For example, unusual usage 

of a service or a sudden spike in network traffic associated with a specific service could 

be an indicator of a security breach. Therefore, the "service" attribute is a key 

component in the process of building robust ID models and enhancing network 

security. 

 

Figure 4.2.3(e) Distribution of Service 
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Figure 4.2.3.(e) shows the distribution of the service feature in the KDD99 dataset. 

The distribution is skewed towards the lower end of the scale, meaning that there are 

a few services that are very common and many services that are very rare. The most 

common services are “http”, “private”, “smtp”, “domain_u”, and “other”. The least 

common services are “tftp_u”, “red_i”, “exec”, “netbios_dgm”, and “kshell”. The 

distribution of the service feature is likely due to several factors. One factor is that 

some services are simply more popular than others. For example, http is the protocol 

used to transfer web pages, which is very common. Another factor is that some 

services are more likely to be targeted by attackers. For example, smtp is the protocol 

used to send email, which is a common target for spammers and phishing attacks. 

4.2.3.2.3. FLAG  
The “flag” attribute is a critical feature that provides insight into the status and control 

of network connections, especially in the context of TCP. This attribute represents the 

various flags or indicators associated with network connections, such as 

synchronisation and finish (SF), connection attempt(S0), rejected connection (REJ), 

and more. The “flag” attribute is of paramount significance in building IDSs as it helps 

to characterise and understanding the state of network connections and the potential 

risks associated with them. Analysing the distribution of the “flag” is crucial to detect 

anomalies in network behaviour. For example, a sudden influx of “S0” flags can 

indicate connection attempts, potentially from malicious sources, while “SF” flags 

signify established connections. The presence of “REJ” flags can suggest rejected 

connections, which may be the result of intrusion attempts. Therefore, the “flag” 

attribute is a vital component in the development of ID models, as it helps to recognise 

unusual or suspicious connection states that can signify potential security breaches. 
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Figure 4.2.3.(f) Flag Distribution 

Figure 4.2.3.(f) shows that the majority of connections are normal (SF). Abnormal 

connections are relatively rare, but there is a wide variety of different types of 

anomalies. The most common anomalous flag values are REJ, reset (RSTO), and 

reset to closed (RSTR). These flags indicate that the connection was terminated 

prematurely, which can be a sign of an attack. Other anomalous flag values include 

internal server error (IS), shellcode detected (SH), other anomalies (OTH), and urgent 

pointer (URG). These flags indicate a variety of different types of problem, which could 

be caused by attacks, misconfigurations, or other factors. It is important to note that 

the flag attribute is not perfect. It is possible for normal connections to be flagged as 

anomalous, and vice versa. However, the flag distribution log scale graph can be 

useful for getting a general overview of the types of anomalies that are present in the 

KDD99 dataset. 

4.2.4. BINARY FEATURES DISTRIBUTION  
When analysing the KDD99 dataset for NID and cybersecurity, the identification of 

binary features holds significant importance. Binary features are attributes that take 

on only two distinct values, often represented as 0 and 1. Exploring binary features is 

crucial for several reasons. Firstly, they offer a simplified representation of attributes, 
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which can be highly informative in characterising network connections. Secondly, 

binary features can be indicative of specific network behaviours or states, which 

makes them essential for identifying patterns associated with normal and intrusive 

activities. In the realm of ML and ID models, the presence of binary features can 

greatly influence model performance and classification accuracy. Therefore, the 

process of identifying binary features in the KDD99 dataset is a vital step in 

understanding and preparing the data for effective ID and cybersecurity analysis. 

 

Figure 4.2.4(a) Identifying Binary Columns 
The Python code in Figure 4.2.4(a) is designed to identify binary data or attributes 

within a DataFrame, specifically focussing on the columns containing numeric values. 

It achieved this by iterating through each numeric column (stored in “numeric_cols”). 

For each column, it checks the number of unique values it contains. If the number of 

unique values is less than or equal to 2, it suggests that the data in that column are 

binary (i.e., it has only two distinct values). The code then provides a detailed 

breakdown of these binary columns, including the binary values and their distribution 

in the dataset. It calculates the percentage of each value’s occurrence in the column, 

which can be helpful in understanding the balance between the binary states. Finally, 

it prints out this information, listing the column name along with the binary values and 

their respective percentages, and adds the column to the “binary_cols” list for 

reference. This code is particularly useful for identifying binary features, which are 

often crucial in ML tasks such as classification, as they can significantly impact model 
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performance and influence decision-making processes. The output of the code in the 

above figure shows “num_outbound_cmds” and “is_host_login” have only one unique 

value. An attribute with only one unique value can negatively affect ML models as it 

does not provide any discriminatory power and might introduce unnecessary 

complexity. It is important to review such attributes and consider their impact on the 

problem. These attributes will be permanently removed from the dataset in the section 

where we will be plotting the correlation matrix. Removing attributes with only one 

unique value in the KDD99 data prior to training ML algorithms is a common practice 

to enhance the efficiency and effectiveness of the model. Attributes with only one 

unique value offer no variation or discriminatory power in the dataset, making them 

redundant for the learning process. These attributes neither contribute to the model's 

predictive capacity nor provide meaningful insights, often leading to overfitting, where 

the model memorises data rather than generalizing from it. By eliminating such 

attributes, we streamline the dataset, reduce noise, and allow the ML algorithm to 

focus on relevant features, ultimately improving model performance and 

interpretability. Before this task can be performed, we explored numeric columns and 

their standard deviations.  

4.2.5. Numeric Features 
The KDD99 dataset also contains the numeric columns representing quantitative 

attributes related to network traffic and system logs. These numeric attributes include 

features such as the duration of connections, the number of bytes transferred, and 

various statistics related to network packets. 

 

Figure 4.2.5(a) Getting Numeric Features. 

The Python code in Figure 4.2.5(a) was designed to extract the names or identifiers 

of numeric columns within a dataset while excluding both binary columns and 

categorical columns. It does this by first having a list named “numeric_features” that 
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presumably contains the names of numeric columns. Then, it subtracts a set of binary 

columns from this list, using the set difference operation. The result is that the 

“numeric_features” list now exclusively holds the names of columns that contain 

numerical data after removing the binary columns. This code is particularly useful in 

data analysis tasks where it is essential to distinguish between different types of data, 

such as numeric and categorical, as it helps in preparing data for various analytical 

processes or ML algorithms. 

4.2.5.1. STANDARD DEVIATION 
In this section, calculating the standard deviation for numerical attributes of the KDD99 

dataset helped the study to assess data variability, identify outliers, and make 

decisions about feature selection and data quality, aiding in understanding and 

preparation of the data for analysis and modelling. 

 

Figure 4.2.5(b) Standard Deviation of Numeric features 

Figure 4.2.5(b) depicts the distribution of the standard deviation of the numerical 

features on the KDD99 dataset, showing that most of the features have a standard 

deviation between 0 and 1. This indicates that the data is relatively well-scaled, with 

most of the features having values that are close to the mean. However, there is only 
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one feature that has a standard deviation that is much larger than 1. This feature is 

likely to have a wider range of values and may be more difficult to model. The standard 

deviation can be used to identify features that may be problematic for IDSs. Features 

with a large standard deviation may be more difficult to use to distinguish between 

normal and anomalous behaviour. These features will be standardised prior to the 

development of the ML model, and we will discuss the technique in Section 4.3 of this 

chapter. 

4.2.6. CORRELATION MATRIX  
A correlation matrix is a crucial tool in data exploratory analysis that provides a 

comprehensive view of the relationships between numerical attributes in a dataset. It 

quantifies the degree of association or dependency between pairs of variables, 

typically using statistical measures such as the Pearson correlation coefficient. In the 

context of the KDD99 dataset, which contains numerous numeric attributes related to 

network connections, a correlation matrix is indispensable. It helps data analysts and 

ML practitioners gain insights into how these attributes interact and whether there are 

significant dependencies or correlations between them. The correlation matrix from 

the KDD99 dataset in Appendix B shows the strength and direction of the linear 

relationships between the different features in the dataset. The values in the matrix 

range from -1 to 1, with a value of 1 indicating a perfect positive correlation, a value of 

-1 indicating a perfect negative correlation, and a value of 0 indicating no correlation.  

The correlation matrix indicates that most of the features exhibit weak correlations with 

each other. This implies that there is a lack of strong linear relationships between the 

majority of attributes in the dataset. Such weak correlations suggest that changes in 

one feature are generally not strongly associated with corresponding changes in other 

features. In practical terms, this means that the dataset encompasses a diverse set of 

attributes that do not exhibit straightforward dependencies. 

However, it is important to note that a few features show moderate to strong 

correlations with each other. These observed correlations might provide insight into 

specific interactions or behaviours within the dataset, and understanding them could 

be crucial for modelling and analysis. Nevertheless, these strong correlations appear 

to be the exception rather than the rule given the overall prevalence of weak 

correlations among the dataset features. 
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The existence of weak correlations across most features could imply that the dataset 

is made up of diverse and independent attributes. It also suggests that the data is not 

dominated by linear dependencies, making it challenging to predict one feature's value 

based solely on the values of others. This complexity highlights the need for more 

advanced statistical and ML techniques when attempting to uncover patterns or make 

predictions within this dataset. Furthermore, it underscores the importance of 

considering non-linear relationships, interactions, or feature engineering in the 

analysis, as traditional linear approaches may not be suitable for capturing the 

underlying data structure. 

In essence, the correlation matrix provides valuable insight into the relationships 

between the different features in the KDD99 dataset. This information can be used to 

develop more effective IDSs and better understand the behaviour of attackers. 

4.3. DATA PREPROCESSING  
Data preprocessing is a foundational and indispensable phase in the analysis of the 

KDD99 dataset, which serves as a vital resource for NID and cybersecurity. This 

intricate process encompasses a series of activities aimed at transforming and 

enhancing the raw data, ensuring its readiness for subsequent analysis and model 

development. Given the dataset's comprehensive nature, data pre-processing is 

paramount. It involves applying dummy variables, feature encoding of categorical 

attributes, and standardising numerical attributes. Furthermore, this process is crucial 

in ensuring the dataset is appropriately split into training and testing sets, and, when 

needed, mapping intrusion types into binary categories to simplify the classification 

task. In essence, data preprocessing in the KDD99 dataset lays the foundation for the 

creation of accurate and reliable ID models, optimising network security and 

safeguarding against potential threats. 

4.3.1. APPLYING DUMMIES  
This method was primarily considered because it ensures that the model can fully 

comprehend and utilise categorical information, by enhancing its capacity to 

distinguish patterns and relationships within the data, which is particularly crucial for 

accurate ID. 
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Figure 4.3.(a) Applying Dummies Variables 

 

In Figure 4.3(a) defines a function called “apply_dummies” designed to apply one-hot 

encoding to categorical features in the KDD99 dataset. The function used the 

“pd.get_dummies” function to generate binary columns and assigns them meaningful 

names based on the original feature's name and category. Subsequently, the targeted 

categorical feature is dropped from the DataFrame to ensure compatibility with ML 

algorithms that require numerical input. In the context of the KDD99 dataset, applying 

dummies variables to the dataset is essential for a few reasons. First, it allows for the 

inclusion of categorical features in ML models, which typically require numeric inputs. 

Second, it mitigates the risk of bias by preventing the algorithm from assuming ordinal 

relationships that may not exist in categorical data. Finally, it enhances the model's 

ability to detect patterns and relationships within the categorical attributes, ultimately 

contributing to the development of more accurate and robust ID models. 

 

4.3.2. FEATURE ENCODING  
Feature encoding is applied to the KDD99 dataset to transform categorical attributes 

into a numerical format that ML algorithms can process. This transformation is 

essential to ensure that the models can effectively analyse and learn effectively from 

these categorical features. By converting each category into binary columns, one-hot 

encoding preserves the integrity of the data while preventing the model from 

misinterpreting categorical values as having a numerical order, ultimately contributing 

to more accurate ID in network security. 
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Figure 4.3(b) Feature Encoding 

In Figure 4.3 (b), we applied one-hot encoding to categorical columns in the KDD99 

dataset using the function designed in 4.3.1, except for the “attacksType” column, 

which represents the target variable. One-hot encoding is a crucial data preprocessing 

step for several reasons. In the context of the KDD99 dataset, which contains 

categorical attributes like “protocol_type”, “service”, and “flag”, one-hot encoding is 

essential to convert these non-numeric features into a numerical format with which ML 

algorithms can work effectively. By creating binary columns for each category within a 

categorical feature, one-hot encoding ensures that the algorithm does not impose 

ordinal relationships on the data that may not exist. This is particularly important for 

NID, as categorical attributes often represent different aspects of network connections, 

and one-hot encoding helps the models capture the distinct behaviours associated 

with each category. In general, applying one-hot encoding is a critical step in 

optimising the KDD99 dataset for ML and improving the performance and accuracy of 

ID models. 

4.3.3. FEATURE STANDARDISATION  
In the section of our research, we used the “StandardScaler” from scikit-learn to 

standardise a specific set of numeric columns in the KDD99 dataset. Standardisation 

is a crucial preprocessing step in the context of the KDD99 dataset for several reasons. 

Network traffic and ID data often contain numeric attributes with varying scales, and 

standardisation is employed to bring these attributes to a common scale, typically with 

a mean of zero and a standard deviation of one. This process is important for ML 

algorithms because it ensures that all features contribute equally to model training. 

When attributes have different scales, algorithms may give more weight to attributes 

with larger scales, potentially leading to biased and suboptimal model performance. 

Standardising the data mitigates this issue and allows the model to make fair 

comparisons among different attributes. This, in turn, enhances the effectiveness of 
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ID models in identifying patterns and anomalies in network traffic data, ultimately 

leading to more accurate and reliable IDSs. 

4.3.4. DATA SPLIT  
Splitting the data in the KDD99 dataset into training and testing sets is a fundamental 

practice in machine learning. We reserved a portion of the data for training ML models 

while keeping another portion for testing and evaluation. This division ensures that the 

models are not only trained but also assessed on unseen data, helping us gauge their 

generalisation and predictive capabilities. This step is important as it ensures that 

models perform well on new, real-world data and not just on the data they were trained 

on, ultimately contributing to robust and reliable IDSs. 

 

Figure 4.3(c) Data Split 

Figure 4.3(c) demonstrates the process of preparing the data for ML in the KDD99 

dataset. First, we separated the feature matrix (X) and the target variable (y) with 

“attacksType” being the target. The feature matrix was then normalised using the 

MinMaxScaler to ensure that all features are within the range [0, 1]. This normalisation 

is particularly useful for models sensitive to the scale of input features. Subsequently, 

we performed a key step in machine learning, which is splitting the data into training 

and testing sets using the “train_test_split” function. The 0.2 split size was applied to 

the dataset, indicating that 20% of the data will be used for testing, while 80% will be 

used for training. This split size is a commonly used practice in ML to strike a balance 

between having enough data to train a model effectively and having sufficient data 

reserved for testing. An 80-20 split is often chosen, as it provides a substantial training 

dataset while ensuring that the testing dataset is representative enough to assess the 
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model's performance accurately. The random state was set to 42 to ensure 

reproducibility, allowing the same split to be generated when the code is run multiple 

times. In essence, this split size is used to strike a balance between training and testing 

while maintaining a level of randomness that avoids data bias. 

4.4. APPLYING ML CLASSIFICATION ALGORITHMS  
The deployment of ML models for ID in the KDD99 dataset represents a pivotal phase 

in network security and cyber threat mitigation. This multifaceted approach involves 

the implementation of various ML algorithms, each tailored to its unique strengths. 

DTs, constructed using a hybrid of Gini index and information, offer interpretability and 

a comprehensive decision-making framework. SVM excel in complex, high-

dimensional spaces, aiming to identify optimal hyperplanes for classification. KNN 

harnesses the simplicity of proximity-based classification, ideal for problems with 

unclear decision boundaries. Logistic regression, a classic, yet reliable method, 

models binary outcomes with interpretability. 

The evaluation of these models relies on a comprehensive set of metrics, including 

accuracy, precision, recall, f1-score, and confusion matrix. These metrics allow for a 

complex evaluation, considering not only the overall accuracy of model predictions, 

but also their ability to identify TPs, true negatives, FPs, and false negatives. In the 

context of ID, the trade-off between these metrics is of great significance, given the 

potential repercussions of missed threats or false alarms. This deployment attempts 

to enhance network security by harnessing the power of machine learning, offering a 

proactive and data-driven approach to identify and mitigate potential threats. Using a 

diverse range of models and a careful evaluation process, this deployment aims to 

create a robust and adaptive defence system, capable of safeguarding network 

environments against evolving cybersecurity challenges. 

We have thoughtfully presented the outcomes of our model’s evaluations, including 

precision, recall, F1-score, and accuracy in a clear and illustrative manner. To 

enhance the accessibility and credibility of these results, we have thoughtfully 

visualised the classification reports using graphical representations. These 

visualisations offer readers an intuitive understanding of the models’ performance and 

the associated metrics. For your reference and to ensure the validity and transparency 

of our findings, these classification reports are thoughtfully provided in Appendix C. 
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4.4.1. DECISION TREE 
The DT was constructed for ID in the KDD99 dataset which represented a strategic 

and methodical approach to create an effective classification model. The DT classifier 

is an integral part of this process, designed with specific settings such as balanced 

class weights, a Gini impurity criterion, and controlled depth and node splitting 

conditions. This tree is constructed using a dataset split into training and testing sets 

to ensure model robustness and accuracy. 

The feature selection phase plays a critical role in the construction of the DT. Feature 

importance is evaluated through two distinct methods: the Gini impurity index and 

information gain. Gini impurity measures the node impurity by assessing how often a 

randomly chosen element would be incorrectly classified. Information gain quantifies 

the reduction in uncertainty about the target variable after a split, contributing to the 

quality of the decision nodes. The importance scores obtained through these methods 

are then normalised to ensure their comparability and combined using weighted 

averages. In this setup, the Gini impurity carried a weight of 70%, while the information 

gain contributed 30% to the combined feature importance score. This addressed the 

first three objectives of the study, which were mainly based on the construction of the 

proposed DT model. However, the model must be evaluated based on the 

performance matrix obtained during the deployment of this model.  

The results of the DT model on the KDD99 dataset have significant implications for ID. 

The model achieved an accuracy score of 99.98%, indicating that it accurately 

classified most of network connections into intrusion and non-intrusion categories. 

This high accuracy demonstrates the model's effectiveness in distinguishing between 

normal and intrusive network activities. 
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Figure 4.4.1(a) DT Precision, Recall and F1-Score 
Figure 4.4.1(a) depicts the evaluation of three performance matrix namely precision, 

recall and f1-score. The precision and recall values for most classes, including “Dos”, 

“Normal”, and “probe”, are closely or equal to 100%. This implies that the model is 

capable of correctly classifying network connections, minimising both FPs and false 

negatives. For ID, this is crucial as it reduces the risk of missing real threats and 

generating false alarms. The F1-scores, which provide a balance between precision 

and recall, are also consistently high for “dos”, “normal”, and “probe” classes. This 

indicates that the model achieves a harmonious trade-off between precision and recall, 

making it effective in identifying intrusion patterns while minimising false detections. 

Although the model achieved better accuracies in the matrix discussed above, some 

of the matrix including the prediction accuracy has shown that the model does not 

correctly predict all classes. The confusion matrix was included as one of our 

evaluation matrices to check how many classes were misclassified. 
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Figure 4.4.1(b) DT Confusion Matrix 
The confusion matrix, as depicted in Figure 4.4.1(b), provides insight into the 

classification results. It reveals that the model correctly identified 10,894 instances as 

“dos”, 17,610 instances as “normal”, 434 instances as “probe”, 169 instances as “r2l” 

and 6 instances as “u2r”. These results underscore the model's ability to accurately 

classify most instances. However, the model exhibited some limitations in predicting 

certain attacks. Notably, it incorrectly classified 2 instances originally belonging to the 

“r2l” class as “probe” and 2 instances from the “u2r” class as “r2l”. Furthermore, 1 

instance from the “r2l” class was mistakenly classified as “u2r”. This suggests a slight 

inability to accurately predict attacks within the “probe”, “r2l” and “u2r” classes 

accurately. 

This observed limitation may stem from the dataset's class distribution, where these 

attack classes have fewer records. It is possible that the model had difficulty learning 

these classes effectively due to the limited number of instances available for training. 

These results have significant implications for ID in the KDD99 dataset. The model 

demonstrates good performance, capable of accurately identifying network intrusions 
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while maintaining a low FP rate. This level of accuracy and precision is crucial in 

network security, where minimising false alarms and rapidly identifying potential 

threats is of utmost importance. The model's strong performance suggests its potential 

for real-world deployment as an effective tool in safeguarding network environments 

against a wide range of cybersecurity threats. 

4.4.2. SUPPORT VECTOR MACHINE  
The construction of the SVM for ID in the KDD99 dataset is a meticulous and 

strategically engineered process. Leveraging the Radial Basis Function (RBF) kernel, 

known for its ability to handle complex and non-linear data patterns, the SVM is tailored 

to excel in the task of distinguishing between normal and intrusive network activities. 

Its hyperparameter configuration, including a gamma value of 0.1 and a regularisation 

parameter (C) of 1.0, is carefully chosen to optimise its performance. The RBF kernel's 

capacity to capture intricate decision boundaries is particularly valuable for ID, where 

identifying subtle patterns and relationships in high-dimensional data is essential. The 

SVM construction process involves learning from the training data to adapt to the 

unique characteristics of the KDD99 dataset. Its mission is to effectively classify 

network connections, with a focus on minimising false alarms and achieving high 

precision and recall, making it a powerful defence mechanism against potential 

cybersecurity threats in network environments. This section addresses the third and 

fourth objective of the study. 

The SVM results applied to the KDD99 dataset carry profound implications for ID. The 

SVM model has achieved an astonishing accuracy score of 100.00%, signifying that it 

has flawlessly classified network connections into intrusion and non-intrusion 

categories. This extraordinary accuracy underscores the SVM's capability to 

effectively discern between normal and intrusive network activities. 
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Figure 4.4.2(a) SVM Precision, Recall and F1-Score. 
Figure 4.5.2(a) depicts the evaluation of three performance matrix namely precision, 

recall and f1-score. The precision and recall values for all classes, including “dos”, 

“normal”, “probe”, “r2l”, and “u2r” are an impressive 100%, indicating that the model 

has the ability to minimise false alarms and capturing true threats. This extraordinary 

performance is paramount in ID, where precision and recall significantly impact the 

effectiveness of security measures. The F1-scores, which balance precision and 

recall, are also at their maximum value of 100% across all classes. This harmonious 

balance suggests that the SVM is not only accurate, but also has an exceptional ability 

to identify intrusion patterns while maintaining a low false detection rate. Although the 

model achieved 100% accuracies in the matrices discussed above, we need to 

evaluate if all of the instances were classified correctly. The confusion matrix was 

included as one of our evaluation matrices to check how many classes were 

misclassified. 
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Figure 4.4.2(b) SVM Confusion Matrix 
Figure 4.5.2(b) depicts that SVM correctly classified. This outcome underscores the 

exceptional discriminatory power and robustness of the SVM model in the context of 

ID within the KDD99 dataset. SVM is renowned for its ability to define clear decision 

boundaries and capture complex, non-linear patterns in data. Its strength lies in 

maximising the margin between different classes, which can lead to highly accurate 

and reliable classifications. In this specific case, SVM's ability to correctly classify all 

classes, including ‘dos’, ‘normal’, ‘probe’, ‘r2l’ and “u2r” is indicative of its proficiency 

in understanding and distinguishing network connections' underlying characteristics. 

These results have profound implications for ID within the KDD99 dataset. The SVM 

model demonstrates an unprecedented level of accuracy, precision, and recall, 

making it a formidable tool for identifying network intrusions and minimising false 

alarms and missed threats. Its ability to achieve such high performance is a testament 

to its adaptability to complex high-dimensional data and its effectiveness in a real-

world network security context. The SVM's remarkable results highlight its potential to 
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serve as a reliable and robust defence mechanism against a wide spectrum of 

cybersecurity threats. 

4.4.3. K-NEAREST NEIGHBOURS  
The construction of the KNN classifier in the context of ID within the KDD99 dataset 

embodies a distinctive and flexible approach. KNN, an instance-based learning 

algorithm, categorises network connections based on their proximity to neighbouring 

data points. Unlike other models that rely on hyperparameters and complex decision 

boundaries, KNN thrives on simplicity and the idea that similar network activities tend 

to cluster together in feature space. The construction of the KNN model is 

characterised by its adaptability and minimalistic design, focussing on selecting the 

appropriate number of nearest neighbours (k) for classification. The section addresses 

the third and fourth objectives of the study, which incorporate the application of the 

cyber security dataset and the evaluation of the model based on the accuracy, 

precision, recall, f1-score, and confusion matrix. 

The results of the KNN classifier applied to the KDD99 dataset have significant 

implications for ID. The KNN model has achieved a prediction accuracy score of 

99.99%, indicating its remarkable capability to classify network connections into 

intrusion and non-intrusion categories. This exceptionally high accuracy underscores 

the effectiveness of KNN in distinguishing between normal and intrusive network 

activities. Certainly, here is a starting statement that you can use to validate your 

results compared to other authors in the context of predicting attacks from the KDD99 

dataset. 
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Figure 4.4.3(a) KNN Precision, Recall and F1Score. 
The Precision and recall values for most classes in figure 4.4.3(a), including “dos”, 

“normal” and “r2l” are consistently close or equal to 100%. This indicates that the KNN 

model can minimise false alarms and capture true threats. High precision is essential 

in reducing FPs, while high recall ensures the detection of genuine threats, making it 

a robust ID tool. The F1-scores, which balance precision and recall, are consistently 

high across the board. This suggests that the KNN classifier maintains a harmonious 

trade-off between minimising false detections and maximizing the capture of real 

threats, a vital aspect of ID. Although the model achieved better accuracies in the 

matrix discussed above, some of the matrix including the prediction accuracy has 

shown that the model does not correctly predict all classes. The confusion matrix was 

included as one of our evaluation matrices to check how many classes were 

misclassified. 
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Figure 4.4.3(b) KNN Confusion Matrix 

The confusion matrix, as depicted in Figure 4.4.3(b), provides insight into the 

classification results. It reveals that the model correctly identified 10,894 instances as 

“dos”, 17,610 instances as “normal”, 431 instances as “probe”, 171 instances as “r2l” 

and 8 instances as “u2r”. These results underscore the model's ability to accurately 

classify most instances. However, the model exhibited some limitations in predicting 

certain attacks. Notably, it incorrectly classified 1 instance originally belonging to the 

“probe” class as “dos” and 2 instances from the “probe” class as “normal”. 

Furthermore, 1 instance from the “r2l” class was mistakenly classified as “normal”. 

This suggests a slight inability to accurately predict attacks within the “probe” and “r2l” 

classes. 

These results are highly encouraging for ID within the KDD99 dataset. The KNN model 

demonstrates its potential as an effective tool for identifying network intrusions while 

maintaining a low false alarm rate. Its accuracy, precision, and recall, along with 

balanced F1-scores, highlight its capability to serve as a reliable and robust defence 

mechanism against a wide range of cybersecurity threats. The KNN classifier's 
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impressive results have significant implications for improving network security by 

accurately detecting and mitigating potential threats. 

4.4.4. LOGISTIC REGRESSION  
The construction of the LR model for ID within the KDD99 dataset is a classic and 

transparent approach to classification. LR is a linear model known for its versatility in 

handling binary and multiclass classification tasks. In this context, the model's primary 

objective is to accurately classify network connections into intrusion and non-intrusion 

categories. Key settings, such as the use of the “lbfgs” solver and "auto" multi-class 

classification, are thoughtfully chosen to ensure efficient and effective optimisation of 

the model's parameters. LR is valued for its interpretability and simplicity, making it an 

ideal choice for problems where the relationship between features and the target 

variable is approximately linear. The construction process involved training the model 

on the provided dataset, allowing it to learn and adapt to specific patterns and features 

within the KDD99 dataset. The section also addresses the third and fourth objectives 

of the study, which incorporate the application of the cyber security dataset and the 

evaluation of the model based on the accuracy, precision, recall, f1-score, and 

confusion matrix. 

The results from the LR model applied to the KDD99 dataset carry profound 

implications for ID achieving a remarkable accuracy score of 100.00%, signifying its 

unparalleled capability to classify network connections into intrusion and non-intrusion 

categories. This 100% accuracy underscores the model's outstanding effectiveness in 

distinguishing between normal and intrusive network activities. 
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Figure 4.4.4(a) LR Precision, Recall and F1-Score. 
The Precision and recall values depicted in figure 4.4.4(a) for all classes, including 

“dos”, “normal”, “probe”, “r2l” and “u2r” are all at their maximum value of 100%. This 

remarkable performance indicates that the LR model excels at minimising false alarms 

and capturing true threats. 100% precision is crucial in minimising FPs, while 100% 

recall ensures the detection of genuine threats, making it an incredibly robust ID tool. 

The F1-scores, which balance precision and recall, are consistently at their highest 

value of 100% across all classes. This reflects the model’s ability to not only achieve 

100% accuracy but also to maintain a harmonious balance between minimising false 

detections and maximizing the capture of real threats. Although the model achieved 

100% accuracies in the matrices discussed above, we need to evaluate if all of the 

instances were classified correctly. The confusion matrix was included as one of our 

evaluation matrices to check how many classes were misclassified. 
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Figure 4.4.4(b) LR Confusion Matrix 
Figure 4.4.4 (b) shows that LR model correctly classified all classes in the confusion 

matrix. LR is renowned for its simplicity and transparency, making it a valuable tool 

when the interpretability of the model's results is essential. The model's ability to 

correctly classify all classes, including "dos," "normal," "probe," "r2l," and "u2r," reflects 

its adaptability and effectiveness in discerning the underlying patterns in network 

connections. This accomplishment is particularly noteworthy given the dataset's 

inherent class imbalance, with certain attack classes having fewer instances. LR’s 

ability to accurately classify these under-represented classes, such as "r2l" and "u2r," 

is indicative of its robustness and capacity to generalise patterns effectively, even in 

the presence of limited training data for certain classes. 

These results have profound implications for ID within the KDD99 dataset. The LR 

model demonstrates a level of accuracy, precision, and recall that is unparalleled. It is 

a formidable tool to identify network intrusions while maintaining an extremely low false 

alarm rate. The model's outstanding performance suggests its potential to serve as a 

reliable and robust defence mechanism against a wide range of cybersecurity threats. 
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These results highlight the LR model as a highly effective and transparent solution to 

improve network security through accurate ID. 

4.5. COMPARATIVE ANALYSIS  
In cybersecurity, the development of effective ID systems is of supreme importance to 

safeguard networks from malicious activities. As the volume and complexity of cyber 

threats continue to evolve, the choice of modelling techniques and classification 

algorithms plays a key role in achieving robust security measures. This comparative 

analysis delves into the effectiveness of tree-based ID models, such as DTs, in 

contrast to SVM, KNN and LR. Through this analysis, our aim is to equip cybersecurity 

professionals with valuable guidance for making informed choices in the development 

of IDSs. 

In our comparative analysis, the models displayed varying degrees of accuracy as 

depicted in Figure 4.5 (a). SVM and LR achieved 100% prediction accuracy, correctly 

classifying all instances, which is a significant achievement in cybersecurity. This level 

of precision is particularly essential to minimise FPs and false negatives, where 

misclassification can have significant consequences. DT and KNN followed closely, 

with accuracies of 99.98% and 99.99%, respectively. These models showed good 

performance, accurately identifying intrusions with high fidelity. While the variations in 

accuracy were relatively minor, the choice between these models should also consider 

other factors, such as computational resources and interpretability. 

 

Figure 4.5(a) Prediction Accuracies 
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Precision, recall, and F1-score discussed in figures 4.4.1(a), 4.4.2(a), 4.4.3(a) and 

4.4.4(b) are essential metrics in ID, given the potential impacts of both missed 

intrusions and false alarms. SVM and LR exhibited remarkable precision, recall, and 

F1-scores, offering a comprehensive balance of accuracy and reliability. DT and KNN 

also showed strong performance in these metrics, with minor differences. However, it 

is vital to consider the trade-off between precision and recall; a high-precision model 

minimises false alarms but might overlook some actual intrusions, while a high-recall 

model detects more intrusions but may also generate more false alarms. DT and KNN 

are the models that had misclassification of classes as depicted in Figure 4.4.1 (b) and 

4.4.3(b), wherein 5 attacks were misclassified by the DT and 4 attacks by KNN. 

Figures 4.4.2 (b) and 4.4.4 (b) show that all the attacks were correctly classified by 

SVM and LR. In addition to these metrics, the inclusion of training time in the 

comparison is imperative. Training time reflects the computational efficiency of each 

model, which can be a critical factor in real-time ID.  

 

Figure 4.5(b) Training Time 
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real-time applications. LR and KNN, while highly accurate, needed longer training 
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0

100

200

300

400

500

600

700

800

Decision Tree SVM KNN Logistic Regression

Time(second)



99 
 

In our study, an extensive analysis was performed on the KDD99 dataset, with a 

primary focus on evaluating the effectiveness of our predictive model in identifying and 

classifying network attacks. These results are of particular significance, as they shed 

light on the ability of our model to outperform or align with findings from previous 

research in this domain. The analysis has confirmed that our approach shows promise 

as compared to recent papers.  

The results obtained by [2] demonstrate the performance of various machine learning 

models, including NB, LR, KNN, SVM, and DT, in the context of ID. It is evident that 

the proposed DT model in this paper achieved precision, recall, F1-Score, and 

prediction accuracy which were found to be between 98% and 99%, demonstrating 

the ability to accurately classify network connections and intrusions. These results 

align with the findings of our discussions, where the DT model exhibited strong 

performance with an accuracy rate of 99.98%. The results obtained by our study in 

relation to DT have slightly outperformed the results of the authors in [2] this is due to 

the selection method used. The findings of our study in the context of the performance 

of the DT model have exhibited a slight superiority when compared to the results 

presented by the authors in [2]. This distinction in performance can be attributed to the 

methodology employed, specifically the class categorisation approach. In our study, 

we classified network activities into five distinct classes, which differ from the 

classification scheme used in the referenced study. The authors in [2] limited their 

classification to only two classes. This differentiation in class granularity plays a 

significant role in the comparative outcomes, as it introduces a finer level of distinction 

in capturing and characterising network behaviours and intrusions. Our approach, 

which encompasses a wider spectrum of classes, provides a more nuanced 

understanding of network activities, enabling the DT model to make more accurate 

distinctions among diverse intrusion types. The effectiveness of our approach is rooted 

in the ability to address a wider range of network security scenarios and offers a 

promising avenue for enhancing the robustness of IDSs in complex, real-world cyber 

environments. This observation highlights the influence of class categorisation 

methodology on the performance outcomes and underscores the importance of 

tailoring ID strategies to the specific nuances of the threat landscape. In addition, the 

results of the paper emphasise the effectiveness of the SVM, with a precision of 95% 

and an accuracy of 96%. In our previous discussions, SVM also demonstrated 



100 
 

outstanding performance, achieving 100% accuracy, highlighting its capability as a 

powerful ID tool. Although the results of the paper align with our discussions on the 

strong performance of DT and SVM, it is essential to note that the other models, such 

as LR and KNN, also exhibited notable accuracy and precision scores. These 

consistent findings across different studies reinforce the effectiveness of these models 

in ID, highlighting their potential to enhance network security. 

The results presented by [6], particularly in the context of DT performance, illustrated 

an accuracy of 96.72%, which is marginally lower than the accuracy we discussed 

earlier (99.98%). In our discussions, we explored the use of a hybrid feature selection 

approach that combined the Gini index and Information Gain, while the study in 

comparison employed the Gini Index alone. The variance in results can be attributed 

to this divergence in feature selection methods. Our hybrid approach allows for a more 

refined feature selection process, which potentially enables the DT model to capture 

and classify network activities more accurately, resulting in higher accuracy, precision, 

recall, and F1-score values. Furthermore, the results for NB, SVM, LR, and KNN from 

[6], all with accuracy scores below 91%, suggest that these models exhibited 

comparatively lower performance in ID. This could be due to multiple factors, including 

differences in the composition of the dataset, the hyperparameters of the model, or 

the nature of the selected features. On the contrary, in our discussion, KNN, SVM, and 

LR achieved greater accuracy, further highlighting the influence of these variables on 

model performance. The results obtained in [2] and [6] highlight the importance of 

feature selection and model hyperparameter tuning in ID, as well as the impact of the 

characteristics of the dataset. It is essential to tailor the ID approach to the specific 

context and dataset, as these factors can significantly influence the effectiveness of 

the chosen model. 

4.6. CONCLUSION  
In conclusion, when comparing the performance of the various ML models applied to 

the KDD99 dataset for ID, we observe remarkable consistency in their exceptional 

results. The DT, SVM, KNN, and LR models all achieve 100% or near 100% accuracy, 

precision, and recall scores. This consistency underscores the effectiveness of each 

model in accurately distinguishing between normal and intrusive network activities 

while keeping false alarms at a minimum. Although each model exhibits excellence, 

there are distinctions in its complexity and interpretability. SVM and LR offer 
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transparency and insight into feature importance, while DT and KNN excel in handling 

complex, non-linear data patterns. The choice of model may depend on specific ID 

needs and interpretability requirements. 

4.7. SUMMARY  
In this comprehensive discussion, we examined the details of working with the KDD99 

dataset for ID, covering a wide range of topics. We began with exploratory data 

analysis (EDA), understanding the significance of categorical features like Protocol 

Type, Service, and Flag in network security, and how to handle them through one-hot 

encoding. Feature scaling and selection techniques were employed to enhance model 

performance and four powerful ML model- DT, SVM, KNN, and Logistic Regression, 

which were applied and evaluated for ID. This discussion also highlighted the 

importance of feature engineering, performance metrics, and data pre-processing in 

optimising model effectiveness. Ultimately, these insights provide a comprehensive 

understanding of the handling of the KDD99 dataset, emphasising the critical role of 

ML in enhancing cybersecurity through ID. 
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CHAPTER 5 – CONCLUSION AND FUTURE WORK 

5. INTRODUCTION  
In the ever-evolving landscape of cybersecurity, the development of robust IDSs 

stands as a critical line of defence against the ever-increasing threats to digital 

infrastructure. This comprehensive study has aimed to shed light on the effectiveness 

of two distinct approaches to ID: tree-based models and ML classification algorithms. 

With a clear objective to improve network security, the core aim of this research has 

been to conduct a thorough comparative analysis of these models using a carefully 

curated cyber-security dataset. We have uncovered valuable insights into the 

strengths and limitations of each approach, equipping the cybersecurity community 

with fundamental knowledge for informed decision-making. 

This chapter serves as the culmination of a rigorous journey through the complexities 

of ID, data pre-processing, model building, and performance evaluation. We present 

a concise overview of the research's findings, encapsulating the comparative analysis 

of our ML models, encompassing DTs, SVM, KNN, and LR. The insights obtained from 

our analysis offer not only a glimpse into the models' performance but also a glimpse 

into the potential avenues for future research in this dynamic field. As we embark on 

this concluding chapter, we examine key takeaways and also set the stage for future 

work and advancements in the realm of ID and cybersecurity. 

5.1. STUDY OVERVIEW  
The study provides a comprehensive overview of ID in the context of cybersecurity, 

focussing on the comparative analysis of tree-based ID models and ML classification 

algorithms using a cyber-security dataset. The primary aim of the research is to 

evaluate the performance of these models in identifying and classifying network 

intrusions and normal network activities. The study encompasses a detailed 

exploration of data preprocessing, feature engineering, and the application of ML 

models, including DTs, SVM, KNN, and LR. The evaluation criteria include accuracy, 

precision, recall, F1-score, and confusion matrix. 

In this study, we sought to answer the following questions: 

i. How to develop a tree-based ID algorithm based on the concepts of a DT? 

ii. How to conduct the security feature selection and ranking to select features 

with significant importance? 
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iii. How to apply a cyber-security dataset to a tree-based ID model and traditional 

ML classifiers? 

iv. How to evaluate the effectiveness of the models using performance matrix? 

The aim of the study was to comparatively analyse tree-based ID model and ML 

classification algorithms using cyber-security dataset. First, our objective was to 

develop a tree-based detection model by applying the principles of DT, enhancing the 

field of ID. Subsequently, a comprehensive security feature selection and ranking 

process of security features was carried out to identify and prioritise features of 

significant importance. Subsequently, the study applied both the tree-based ID model 

and traditional ML classification models to the KDD-99 dataset. Lastly, the study 

evaluated the effectiveness of these models by measuring key performance metrics, 

including accuracy, precision, recall, f1-score, and the Confusion Matrix, to assess 

their ability to protect against intrusions and potential threats. 

Chapter 1 introduced background as well as the research problem. The chapter 

highlighted the research aim, objectives, and questions. The motivation of the was 

discussed in detail. Scientific contribution of the study was also discussed. Availability 

of the resources was also highlighted. In sum up, ethical considerations of the study 

were. 

Chapter 2 provided a comprehensive analysis of prior research and scholarly work in 

the field of ID and ML. It encompassed a retrospective examination of various tree-

based detection models, such as DTs, and their application in the context of IDSs. The 

chapter also delved into the importance of security feature selection and ranking 

techniques, as explored in previous studies, to enhance the efficiency and accuracy 

of ID. Furthermore, it reviewed the utilization of the KDD-99 dataset and traditional ML 

classification models in similar research contexts. 

Chapter three provided a detailed description of the dataset. This includes data 

collection, how the data is structured, and what it contains. The methods used to 

synthetically generate and balance the dataset were critically examined. The overview 

of the methods that were used to analyse the data and how the analysis were carried 

out were highlighted. Lastly, we discussed the classification models incorporated in 

the study, the DT built on the idea of hybrid feature selection and ranking that 

combines the Gini Index and information gain, and their performance matrix. 
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Chapter four examined the details of working with the KDD99 dataset for ID, covering 

a wide range of topics. We began with exploratory data analysis (EDA), understanding 

the significance of categorical features like Protocol Type, Service, and Flag in network 

security, and how to handle them through one-hot encoding. Feature scaling and 

selection techniques were employed to enhance model performance and four powerful 

ML model- DT, SVM, KNN, and Logistic Regression, which were applied and 

evaluated for ID. This discussion also highlighted the importance of feature 

engineering, performance metrics, and data pre-processing in optimising model 

effectiveness. Ultimately, these insights provide a comprehensive understanding of 

the handling of the KDD99 dataset, emphasising the critical role of ML in enhancing 

cybersecurity through ID. 

In this chapter, the conclusions related to the research problem as well as the findings 

and implications are discussed in detail. This chapter concludes with the contributions 

of this study, the implications for methods and future research, as well as the findings 

of the study. 

 

5.2. FINDINGS, IMMPLICATIONS AND CONCLUSION  
Comparative analysis of tree-based ID models and ML classification algorithms using 

the cyber-security dataset has yielded several significant findings. First, the study 

revealed that the SVM and LR models achieved 100% accuracy in classifying network 

connections as normal or malicious. This finding underscores the potential of these 

models in creating highly accurate IDSs. 

Secondly, the DT and KNN models also demonstrated performances that have an 

accuracy rate of 99.98% and 99.99%, respectively. While not achieving 100% 

accuracy, such as SVM and LR, these models strike a balance between accuracy and 

interpretability, making them attractive choices for ID applications. 

Another key finding is the importance of considering precision, recall, and F1-score 

alongside accuracy. SVM and LR not only achieved high accuracy but also exhibited 

high precision and recall, minimising the chances of FPs and false negatives in ID. 

The implications of these findings are profound for the field of ID and cybersecurity. 

Firstly, the 100% accuracy achieved by the SVM and LR models indicates their 
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suitability for applications where accuracy is predominant, such as critical 

infrastructure protection and financial systems. 

Furthermore, the strong performance of DT and KNN models suggests that they can 

be effective in ID while providing transparency and ease of interpretation. This makes 

them valuable for scenarios where explainability is crucial, such as regulatory 

compliance and audit trails.  

Finally, we examined the confusion matrix for ID in the comparative analysis which 

provided essential findings. It revealed that the ML models were highly effective in 

correctly classifying network connections, with most data points falling within the TP 

(correctly identified intrusions) and true negative (correctly identified normal 

connections) categories. Specifically, SVM and LR achieved 100% accuracy, correctly 

classifying all instances, which is a significant finding in cybersecurity. DT and KNN 

also showed strong performance, with few instances of misclassification. 

The importance of considering precision, recall, and F1-score alongside accuracy has 

implications for model selection. Depending on the specific needs of an organisation 

or network, security professionals can now make more informed choices when 

designing IDSs. This awareness can help strike the right balance between minimising 

false alarms and detecting actual intrusions. 

The findings of the confusion matrix have substantial implications for ID. First, the high 

number of TPs and true negatives indicates that the models were successful in 

minimising both FPs and false negatives. This balance is crucial in minimising the risk 

of overlooking actual intrusions and also avoiding unnecessary alarms, thus reducing 

the operational burden on security teams. 

Moreover, the low instances of misclassification highlight the reliability of these models 

in distinguishing between normal and malicious network activity. This reliability is 

fundamental in cybersecurity where the consequences of misclassification can be 

severe. The findings emphasise that these ML models hold the potential to improve 

network security and reduce the risks associated with cyber threats. 

In conclusion, this comparative analysis has shed light on the strengths and 

weaknesses of various ML models for ID. While the 100% accuracy achieved by SVM 

and LR is remarkable, the DT and KNN models offer a valuable trade-off between 
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accuracy and interpretability. It is evident that the choice of model should align with 

the specific requirements of the IDS and the available computational resources. Real-

time applications may favour DT or KNN due to their shorter training times, while SVM 

and LR may excel in scenarios where model transparency is essential. 

The findings of this study underscore the importance of a nuanced approach to ID and 

highlight the diverse options available to security professionals. In a rapidly evolving 

cyber threat landscape, this research equips the cybersecurity community with 

valuable information to improve network security and protecting digital assets.  

5.3. FUTURE WORK  
The future of ID promises to be dynamic and responsive to the evolving threat 

landscape. To ensure the robustness and adaptability of ID models, the inclusion of 

diverse datasets is essential. Future research efforts should consider using datasets 

that span various network configurations, industries, and operational contexts. This 

diversity will enable a more comprehensive assessment of model performance and its 

ability to adapt to the specific challenges presented by different environments. It will 

also enhance the models' generalization capabilities, making them better equipped to 

handle the nuanced nature of cyber threats across various sectors. 

ID's future also involves a deeper exploration of anomaly detection techniques. While 

traditional models focus on known attack patterns, the rise of sophisticated and zero-

day attacks calls for models capable of identifying anomalous behaviour within 

networks. Future work should delve into the development of models that can recognise 

previously unseen threats or deviations from established network behaviour. This 

anomaly detection approach can serve as a proactive line of defence, ensuring that 

emerging and unconventional cyber threats are quickly identified and mitigated. In 

addition, anomaly detection aligns with the principles of continuous monitoring and 

adaptive learning, making it a valuable avenue for further research in the realm of ID.  

 

Balancing data imbalance remains an ongoing challenge in ID. Future research should 

continue to explore and refine data balancing techniques, such as oversampling and 

under sampling, to address the issue. These techniques can significantly enhance the 

models' ability to detect rare or under-represented intrusion types effectively. By 
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rectifying data imbalance, researchers can contribute to improving the overall 

accuracy and reliability of IDSs. In a cybersecurity landscape where the nature of 

attacks can be diverse and unpredictable, mitigating data imbalance is essential to 

ensure the models' readiness to face a wide spectrum of threats. Therefore, future 

work should prioritise the development and evaluation of data balancing strategies 

within the ID framework. 

Lastly, the practical implementation of the selected models in real-world cybersecurity 

systems deserves close attention. The transition from research to deployment in 

operational environments is a critical step, and future work should focus on evaluating 

model performance in dynamic, real-time settings and their adaptability to evolving 

cyber threats. 
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APPENDIX C: MACHINE LEARNING CLASSIFICATION REPORTS  
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