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ABSTRACT 
 

Malicious software (malware) poses a significant threat to the security and integrity of 

computer systems. Traditional malware detection approaches often encounter 

challenges due to small-scale and imbalanced datasets, resulting in reduced detection 

accuracy and reliability. In this research, we proposed a novel approach to address 

these issues by utilising a Random Forest method trained on a balanced synthetic 

dataset. 

The primary objective of this study was to investigate the impact of employing a 

Random Forest technique on the detection of malware. To achieve this, we first 

created a balanced synthetic dataset based on the latest (CICMalDroid2020) dataset 

using Generative Adversarial Networks (GANs). This synthetic dataset aimed to 

address the limitations associated with small-scale and imbalanced datasets 

commonly encountered in malware detection. 

We then trained the Random Forest model using this balanced synthetic dataset. The 

evaluation of the model's performance was conducted using various metrics, including 

detection accuracy, precision, recall, balanced accuracy, geometric metrics, and F1-

score. Intensive analyses were performed to assess the effectiveness of the proposed 

approach in detecting malware samples accurately and robustly, as compared to 

traditional detection methods. 

The results of our research provided insights into the potential benefits of utilising a 

Random Forest method trained on a balanced synthetic dataset for malware detection. 

The results shed light on the performance improvements achieved by the random 

forest method when trained on a balanced synthetic dataset, thus contributing to the 

advancement of malware detection techniques. The test results showed that random 

forest can detect malware attacks with an accuracy of 91%, recall of 100%, precision 

of 85%, Fl score of 92%, balanced accuracy of 95% and geometric metrics of 84%. 

From the results, we inferred that random forest has the capacity to detect malware 

attacks. 

 

Keywords: malware detection, random forest, synthetic dataset, balanced dataset, 

Generative Adversarial Networks (GANs).
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CHAPTER 1 
 

1.1 INTRODUCTION AND BACKGROUND 
 

In recent years, the proliferation of malicious software, commonly known as malware, 

has posed significant threats to the security and privacy of computer systems and 

networks. Malware can infiltrate systems, compromise sensitive information, disrupt 

operations, and even facilitate unauthorized access to resources. To mitigate these 

risks, effective malware detection techniques are crucial. 

Traditional approaches to malware detection primarily rely on analysing known 

malware samples and creating signature-based detection systems. However, these 

methods often struggle to keep up with the rapidly evolving landscape of malware, as 

attackers continually develop new and sophisticated techniques to evade detection. 

Furthermore, the imbalanced nature of real-world malware datasets, where benign 

samples significantly outnumber malicious samples, poses challenges for accurate 

detection (Dasgupta et al., 2022). 

In accordance with the findings presented by (Bauder et al., 2018), prior research had 

identified inefficiencies when utilizing an imbalanced dataset in conjunction with a 

Random Forest (RF) for the detection of Medicare fraud claims. However, the work 

conducted by (Mayaki and Riveill, 2022) underscored the significance of achieving 

data balance and highlighted the considerable impact that skewed data had on model 

accuracy. Mayaki and Riveill designed a model aimed at predicting and identifying 

fraud within imbalanced data sourced from CMS. It is worth noting that this model 

exhibited a bias toward the majority class. Nonetheless, their research showcased the 

substantial effectiveness of artificial neural networks (ANN) in the realm of fraud 

detection. Furthermore, their study shed light on the benefits of incorporating multiple 

inputs into neural networks, which yielded overall improved results. 

The challenge posed by imbalanced data, as emphasized by (Zabala-Blanco et al., 

2023), arises from the unequal costs associated with misclassifying elements from 

different classes, as well as discrepancies between the distributions of training and 

testing sets, as previously discussed by (Zabala-Blanco et al., 2020). To tackle this 
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challenge head-on, (Zong et al., 2013) introduced the weighted Extreme Learning 

Machine (W-ELM) model back. This model was meticulously tailored to address 

imbalanced class distributions. The W-ELM approach successfully minimized 

weighted errors by incorporating a weight matrix into the optimization problem of ELM, 

drawing insights from concepts in structural and empirical risk minimization. 

Intrusion detection scenarios, as noted by (Attou et al., 2023), frequently contend with 

imbalanced datasets where the occurrences of standard instances significantly 

outweigh those of rare intrusions. Regrettably, many intrusion detection system (IDS) 

datasets suffer from imbalanced class distributions, ultimately hindering the 

effectiveness of machine learning techniques and leading to missed detections and 

false alarms, as articulated by (Jamoos et al., 2023). 

(Ceccarelli et al, 2023) defined data imbalance as the uneven distribution of classes 

within the data, posing a significant challenge for classification problems, especially 

given that standard classifiers assume balanced data. Overall, class imbalance stands 

as one of the foremost challenges in the realm of machine learning and data mining 

research, as underscored by (Jamali et al., 2013). 

Unsupervised intrusion detection techniques emerged as a viable solution, effectively 

negating the need for labeled data, as indicated by (Schlegl et al., 2017). These 

techniques adeptly trained on samples from a single class, typically comprising normal 

samples, with the primary objective of identifying patterns that deviated from the 

training observations. Nonetheless, it was observed that the accuracy of these 

unsupervised learning approaches tended to wane when confronted with imbalanced 

datasets where one class's sample count significantly exceeded or fell short of that of 

other classes. To address this very challenge of imbalanced datasets, oversampling 

techniques were often deployed. Traditional approaches typically involved 

interpolation to generate additional samples among the nearest neighbors. Well-

known methods in this regard included the synthetic minority oversampling technique 

(SMOTE) as originally proposed by (Chawla et al., 2002) and the adaptive synthetic 

sampling technique (ADASYN) introduced by (Bai et al., 2008). However, a novel 

generative model known as the generative adversarial network (GAN) emerged as a 

fresh framework for sample generation, as elaborated upon by (Goodfellow et al., 
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2014). Consequently, researchers spanning diverse domains increasingly 

incorporated this innovative approach into their research endeavors. 

Furthermore, to address these limitations, researchers have turned to synthetic data 

generation techniques for malware detection. Synthetic data is artificially generated 

and can provide a balanced dataset that encompasses a wide range of malicious 

behaviours, allowing for more robust and accurate detection models. By leveraging 

synthetic data, researchers aim to develop malware detection systems that are 

resilient to evasion tactics and can adapt to new and emerging threats. 

Malware detection using synthetic data offers several advantages over traditional 

methods. Firstly, by generating synthetic data, researchers can create a balanced 

dataset with equal representation of benign and malicious samples. This balanced 

dataset helps address the class imbalance problem often encountered in real-world 

malware datasets, where benign samples are far more abundant than malicious ones. 

By achieving a balance, detection models can better learn the discriminating 

characteristics of malware and improve their ability to accurately identify malicious 

behaviour. 

Secondly, synthetic data allows for the creation of diverse malware samples that cover 

a wide range of malicious behaviours. Traditional signature-based detection systems 

often struggle to detect new and unknown malware variants (Goyal and Kumar, 2020; 

Garcia and Muga II, 2016). By training on synthetic data that includes a 

comprehensive set of malicious behaviours, detection models can be more robust and 

adaptable to emerging threats. 

Additionally, synthetic data generation techniques provide the flexibility to control 

various parameters and features of the generated malware samples. This control 

enables researchers to study specific characteristics and patterns that may be 

indicative of malware, leading to the discovery of new detection methods and 

improving the overall effectiveness of malware detection systems. 

In this research, we propose to investigate the impact of the synthesized dataset on 

random forest models. Our aim is to detect malware using the random forest technique 

and address the challenges posed by small-scaled and imbalanced datasets. To 

achieve this, we plan to create a synthetic dataset based on the latest 
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(CICMalDroid2020) dataset. Additionally, we will analyse the effects of incorporating 

these synthesized datasets into the random forest model.  

We propose to explore the effectiveness of Generative Adversarial Networks (GANs), 

in generating synthetic malware samples. Secondly, analyse the generated dataset 

for feature selection and feature engineering to improve the random forest model. 

Evaluate the performance of random forest technique in detecting malware using 

proposed performance metrics. By leveraging synthetic data, we anticipate that our 

research will contribute to the development of more robust and adaptable malware 

detection systems, ultimately enhancing the security and protection of computer 

systems and network. 

1.2 PROBLEM STATEMENT 
 

Malware is defined as a software created to disrupt, harm, or unlock a computer 

system without authorization. Malware has become a continuous concern as internet 

technology advances. Computer systems deliver hosted services via diffused internet, 

making malware propagation easy. Hence, in terms of developing defences against 

malware propagation, this presents a significant challenge. As an umbrella term, 

malware is a general term for several types of software programs that are capable of 

performing malicious activities on a computer (Goyal and Kumar, 2020). Cybercrime 

is a criminal activity carried out by the help of computers or the internet. Cybercrime 

is characterised by malware such as bots, spyware, Trojans horses, rootkits, and 

viruses, designed to disrupt services, hijack networks, exploit resources, and steal 

private information (Garcia and Muga II, 2016).  Antivirus software and spyware 

scanners are traditional methods for detecting malware. Unfortunately, a simple code 

transformation can easily evade these classical detection methods (Goyal and Kumar, 

2020; Garcia and Muga II, 2016). 

Moreover, when it comes to identifying the inherent similarities among different 

instances of malware, machine learning emerges as the most auspicious approach. 

Data imbalance refers to a scenario where a classification dataset exhibits uneven 

class proportions. Majority classes denote the categories that encompass a significant 

portion of the dataset, while minority classes represent a smaller percentage. Data 

imbalance is one of the biggest challenges for machine learning (Goyal and Kumar, 
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2020). It's common for classification tasks to suffer from dataset imbalance, thus 

degrading a classification model performance.  

Most recent studies have indicated that there is a lack of large-scale comprehensive 

datasets whereby samples have characteristics such as being labeled, structured, and 

complete with all relevant information, including original network dumps, a variety of 

samples, attacks, protocols, domains, and usages, that are not lab-created traces and 

are 100% accurate and reliable (Dasgupta et al., 2022). These datasets are 

inconsistent and unreliable as a result it poses challenges in evaluating the 

recommended algorithms (Garcia and Muga II, 2016; Duzgun et al., 2021; Yerima and 

Sezer, 2018). One of the major issues in machine learning is having to deal with an 

imbalanced dataset. The difference between positive and negative values is large in 

an imbalanced dataset (Goyal and Kumar, 2020). According to literature, most 

researchers used under sampling to balance the dataset (Dewanje and Kumar, 2021; 

Duzgun et al., 2021). In this study, we will use SMOTE to synthetically balance the 

dataset to solve the outlined problems. 

Malware detection methods require constant innovation. In modern days, both 

accuracy and detection runtime can be improved with machine learning methods 

(Goyal and Kumar, 2020). A random forest technique has been used in literature 

(Martins et al., 2020; Rafique et al., 2019; Dewanje and Kumar, 2021; Alam and 

Vuong, 2013; Khammas, 2020). However, in this study, we will use random forest 

feature importance ranking as a method of feature selection and normalisation for 

feature engineering. 

1.3 MOTIVATION 
 

Defenders against malware rely primarily on malware detectors. Techniques used in 

such detectors determine the performance of the detector in detecting malwares. This 

study was motivated by the shortcomings of the model’s used by other researchers in 

malware detection. In the context of malware detection, a Convolutional Neural 

Network (CNN) was utilised, trained on random projections. The investigation 

observed that augmenting the number of hidden layers did not yield a noteworthy 

enhancement in accuracy. The findings revealed that a solitary neural network 
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achieved an error rate of 49%, while an ensemble of neural networks achieved a 

reduced error rate of 42% (Khan et al., 2019). 

 

Feed forward neural network (FNN) was used for static malware detection and 

classification. They provided significant accuracy improvements, but their research 

does not include dynamic analysis results. To represent any malware based on its 

opcodes, a shallow deep learning method with word2vec as a feature selection 

technique was used. The performance of the gradient booting algorithm used for 

classification was validated using k-fold cross-validation. The researchers discovered 

that even with limited data, they were able to achieve 96% accuracy (Ahsan et al., 

2021).  

 

When trained on imbalanced data, random forest technique and radial basis function 

(RBF) support vector machines (SVMs) were the most resilient to malware attacks, 

whereas decision trees, naive Bayes, neural network, and linear SVMs were the most 

vulnerable (Martins, et al., 2020). The motivation for using a random forest model is 

that it has the capacity to achieve an accurate detection and has shown to be more 

resilient to imbalanced datasets (Martins, et al., 2020). Random forest is an 

advantageous model due to its ability to effectively manage vast volumes of data and 

hundreds of variables at once. An algorithm can automatically balance a data set if a 

class is more infrequent than the others. This study provide knowledge of how feature 

engineering and selection improve the model performance. 

 

Machine learning and artificial intelligence will play an important role in protecting our 

cyberspace from hackers, but there are some problems that must be addressed for 

the overall success to be achieved (Olowonono et al., 2020; Al-Garadi et al., 2020). 

Such challenges are seen with the inconsistencies exhibited by dataset. To overcome 

these obstacles, researchers must continue to connect with cybersecurity experts, to 

make sure that machine learning (ML) models are used primarily by means of a 

defence approach rather than an attack strategy. Hence, in this study we propose to 

investigate how random forest model will perform when feed with synthetic dataset. 

 

This research proposal is motivated by the challenges that machine learning 

techniques face when trained on small-scaled and imbalanced datasets. According to 
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literature, researchers have evaluated their models on imbalanced dataset such as 

Malgenome, Drebin, MacAfee and Malimg (Garcia and Muga II, 2016; Yerima and 

Sezer, 2018). This poses significant challenges on the performance of the models. 

This research will perform GANs synthetic data to generate new dataset from the 

recent dataset with the intension of addressing the data challenges and examining 

performance of the proposed model. 

 

In (Garcia and Muga II, 2016) the classification of malware families using malware 

images was demonstrated. It is also worth noting that the dataset used to evaluate 

their methods was Malimg Dataset containing 9,342 malware samples across 25 

families. This data is distinct from our study, since we propose to use new Android 

dataset called CICMalDroid2020. The study has used random forest as their model 

which is the same as our study. Based on their findings, the random forest model 

demonstrated a classification accuracy of 0.9526 when applied to the malware 

dataset. Due to the imbalance of the dataset, stratified sampling of the populations 

was used when developing a training set to prevent overfitting and under-

generalisation. However, in our research we propose to use a distinct method called 

SMOTE to solve data imbalance issue. The Malimg dataset was tested using a 10-

fold cross-validation. In this study, we will use performance metrics such as precision, 

accuracy, recalls, false alarm rate and F1 score to evaluate the random forest model.  

(Sawadogo et al., 2022) evaluated how machine learning models for detecting 

malicious applications are impacted by imbalanced datasets. A major objective of their 

study was to investigate the effects of imbalanced datasets on algorithm. In addition, 

they provided evaluation metrics that are most appropriate for imbalanced datasets. A 

balancing metric and commonly used metrics were used to determine the performance 

of eleven classification algorithms. 

The results depicted that performance evaluation metrics, such as accuracy, precision, 

and recall, which are widely used in literature, do not perform well when faced with 

imbalanced datasets. In contrast, Balanced accuracy and Geometric mean metric are 

more appropriate. Results of this study were obtained by evaluating the accuracy, 

precision, F1 score, recall, Balanced accuracy, Matthews correlation coefficient, 

Geometric mean, Fowlkes marshmallows, and F1 score. Therefore, in this study we 

are going to use these results to check whether this metrics are best suited to evaluate 
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a model feed with synthetic dataset. From the metrics used, we will only use accuracy, 

recall, precision, F1 score and Balanced accuracy and Geometric metrics. 

 

1.3.1 Aim 

 
The aim of this study is to detect malware using random forest technique and create 

synthetic dataset based on the latest (CICMalDroid2020) dataset in order to solve the 

small-scaled and imbalance dataset issue, as well as investigate the impact of the 

synthesized datasets on random forest model. 
 
1.3.2 Objectives 

 

The objectives of this study are to: 

i. Generate a synthesized malware dataset using generative adversarial network 

(GANs). 

ii. Analyse the generated dataset for feature selection. 

iii. Analyse the generated dataset for feature engineering to improve the random 

forest model. 

iv. Evaluate the performance of random forest technique in detecting malware 

using proposed performance metrics. 
 

 
1.3.3 Research Questions 
 
 

i. What is the impact of the generated synthetic dataset on random forest model 

accuracy?   

ii. What is the impact of feature selection on malware detection accuracy? 

iii. What is the impact of feature engineering on random forest model 

performance? 

iv. How does random forest technique perform when evaluated using the 

proposed performance metrics? 
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1.4 METHODOLOGY AND ANALYTICAL PROCEDURE 
 

We provided an overview of the data and methods that were used to analyse the data 

and how the analysis will be carried out. 

 

1.4.1 Utilised Data 
 

This study utilised latest Android Malware secondary dataset, namely 

CICMalDroid2020, collated from numerous sources, including the Contangio security 

blog, AMD, VirusTotal, and MalDozer. Samples from Android until 2018 are included 

in this secondary data. The data is publicly available at Canadian Institution of 

Cybersecurity. This Secondary data includes five types of samples: Banking malware, 

Adware, Riskware, SMS malware, and Benign malware. It is imperative to normalise 

the attributes in the CICMalDroid2020 dataset, because they have large values and 

non-distributed data. 

1.4.2 Generating Dataset with Synthetic Data 
 

By using Generative Adversarial Network (GAN), we were able to generate new data 

from the existing data. For this study, we utilised a particular variant of GAN model 

known as the Wasserstein GAN with Gradient Penalty (WGAN-GP). The WGAN-GP 

model incorporates the Wasserstein loss formulation, which promotes improved 

stability during training, along with a gradient norm penalty to enforce Lipschitz 

continuity. Our purpose can be accomplished if the newly generated data, combined 

with the original data, can improve performance of the model within a certain range of 

thresholds. The augmented data added to the model can be thought of as an 

improvement to the system if the model performs better on the hidden dataset. 

In content, a GAN comprises of two competing parties explicitly a generator and a 

discriminator. In order to compete with each other, both neural networks do the 

following: 
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   This generator generates content that should look like real content, such as an 

image, text, or just numerical data in general. In situations where the 

discriminator successfully distinguishes between real content and generated 

content, the generator is subjected to penalties.  

 This discriminator generates content that should look like real content, such as 

an image, text, or just numerical data in general. When the discriminator 

effectively discriminates between real content and generated content, it incurs 

penalties.  

As a result, we ultimately had more data than we started with if the generator can 

produce data that resembles real data so closely that the discriminator cannot detect 

the deception. 

1.4.3 Methods 
 

1.4.3.1 System Specifications 
 

The scientific packages used in this analysis are all imported using python 3. The 

model is implemented from Scikit learn, which is a python 3 library. The python 

software run on 16GB Lenovo ThinkPad with Windows 10 operating system. 

1.4.3.2 Data Pre-Processing 
 
In this process, raw data is transformed into a format that can be understood by 

humans. It is necessary to pre-process raw data before sending it through a model 

since real-world data is often incomplete and cannot be transmitted through a model 

without making errors. There are several steps involved in data pre-processing which 

are, importing libraries, Reading the data, checking for missing values, checking for 

categorical data, scaling the data, and splitting the data. We divided the dataset into 

two parts: training and testing, which account for 80% and 20%, respectively. The 

model was trained on an unbalanced dataset. To address the issue of unbalanced 

dataset, we proposed the Synthetic Minority Over-sampling technique (SMOTE). 
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There are several methods available to address data imbalance through re-sampling 

techniques, including: 

 

 Random Under-Sampling: This method involves randomly eliminating samples 

from the majority class to achieve a balanced representation across classes. 

 Random Over-Sampling: In contrast to under-sampling, random over-sampling 

involves replicating samples from the minority class to achieve balance among 

all classes. 

 Cluster-Based Over-Sampling: This technique clusters both the majority and 

minority classes and applies over-sampling to these clusters, ensuring that 

classes of equal size have an equal number of instances. 

 Synthetic Minority Over-sampling Technique (SMOTE): SMOTE generates 

synthetic data by creating new samples based on a small subset of the minority 

class. Unlike simple over-sampling, SMOTE generates synthetic samples 

rather than replicating existing ones. 

Feature Engineering 

Feature engineering is a way of creating new features from one or more existing 

features, which might be used in statistical analysis. This process will add new features 

that will be accessible during the construction of a model, hopefully generating an 

accurate model. Every model requires features to have specific characters to perform 

well. The reason for performing feature creation is that it will help prepare a proper 

input dataset compatible with the random forest algorithm and improve the random 

forest model’s performance.  

For feature engineering, this study used normalization to create new features that were  

scaled between a specific range utilizing min-max normalization. In min-max 

normalization, a linear transformation is done on the original dataset, fetching the 

minimum and maximum values from the dataset. 

1.4.3.3 Proposed Model: Random Forest 
 

Random forest is a supervised algorithm that is made up of classification trees. In 

random forests, data samples are selected randomly, prediction trees are created, 

and voting is used to select the best solution (Alam and Vuong, 2013). 
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During training, an algorithm called random forest learns by analysing random 

samples of data. The random forest can memorize the training data wherein 

samples are drawn by a replacement, referred to as bootstrapping.  

During testing time, by averaging predictions of each tree, predictions are 

generated. The process of training each tree on different bootstrapped subsets of 

data and average the predictions is known as bootstrap aggregation. Bootstrap 

aggregation is used to reduce variance between learned and trained data since the 

random forest has a high variation between learned data and trained data.  

Random forest works for both regression and classification problems. In this study, 

we will focus on the classification problem. Additionally, a random forest algorithm 

also looks for the best suitable features among a set of features rather than the 

best possible features when splitting a node from multiple trees. Random forest 

technique will be implemented from the scikit-learn library to perform feature 

importance for feature selection process. 

The most critical thing we look at while building a model is the efficiency and 

accuracy of a model. So, we can improve the model’s detection accuracy by 

increasing the number of trees before making any computation on averaging 

detections. Having more trees is disadvantageous since it decreases the speed of 

a model. Besides the increasing number of trees, we can also maximize the 

number of leaves that a model requires to split the node. However, there exist other 

parameters that can also help improve the performance or speed of a random 

forest model, such as "N-JOBS," "RANDOM-STATE," and "OOB-SCORE."  

 Feature selection  

Feature selection helps solve over-fitting and the curse of dimensionality in a data 

set by reducing the number of features in a model and optimizing the model’s 

performance. Reducing the number of features, the output model will become more 

efficient and more comfortable to interpret and design; hence the model will make 

accurate feature predictions. Since the random forest is selected for this study and 

is a tree-based model, we will use the feature importance rank. Mean decrease 

impurity and mean decrease accuracy are methods that are used in feature 

importance random forest.  
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Random forest feature importance  

We used the random forest feature importance for feature selection, which  allowed 

us to find the feature importance of each variable in the dataset. Feature 

importance gave us the score of each variable/feature in the dataset. The features 

that had the highest score are the once, which were more important than the target 

variable’s feature.  

RF can make predictions that are reliable because it uses an ensemble of trees in 

making decisions and is also capable of handling missing values (Dietterich, 2000), 

which makes it a model that promises to get good results. However, since it is time 

consuming in making detections, we used high-importance features that we 

discovered in the feature selection process hence reducing waiting time.  

 1.4.3.4 Evaluation Metrics 
 

The following performance metrics were used to measure the performance of random 

forest techniques, which includes precision, recall, F1-score, Balanced accuracy, 

Geometric Mean and accuracy. Four performance measures are represented as 

follows, where TN stands for True Negative, TP represents True Positive, FT 

corresponds to False Positive, and FN signifies False Negative. 

 

a) Accuracy:  is the ratio of correct predictions for both TP and TN of attacks to 

the total number of attacks tested. 

𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 = 𝑇𝑇𝑇𝑇+𝑇𝑇𝑇𝑇
𝐹𝐹𝐹𝐹+𝐹𝐹𝐹𝐹+ 𝑇𝑇𝑇𝑇+𝑇𝑇𝑇𝑇

                                                         (1) 

 
 

b) Precision: also known as positive predictive value, is a performance metric in 

classification algorithms. It is computed by dividing the number of True Positives 

(TP) by the sum of True Positives and False Positives (TP+FP). 

 

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 = 𝑇𝑇𝑇𝑇
𝑇𝑇𝑇𝑇+𝐹𝐹𝐹𝐹

                                                                    (2) 
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c) Recall: "The goal of recall is to compare True Positive (TP) items against False 

Negative (FN) things that aren't classified at all. This is almost the same with 

Detection rate (DR), True positive rate (TPR), and Recall."  

 

𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅 = 𝑇𝑇𝑇𝑇
𝑇𝑇𝑇𝑇+𝐹𝐹𝐹𝐹

                                                                        (3) 

 

d) F1-Score: F1-Score serves as a metric that strikes a balance between Precision 

and Recall. 

𝐹𝐹1𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 = 2 × 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 × 𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅
𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 + 𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅

                                                     (4) 

e) Balanced Accuracy (BA):  The accuracy of a classifier is measured using this 

metric. When classes are unbalanced, this method is used. 
 

𝐵𝐵𝐵𝐵 = 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃+𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅
2

                                                                   (5) 

 

f) Geometric Mean (GM): this metric maximizes both the TP and TN rates, while 

keeping them relatively balanced. 

𝐺𝐺𝐺𝐺 = √𝑇𝑇𝑇𝑇 ∗ 𝑇𝑇𝑇𝑇                                                                                  (6) 

 

1.5 SCIENTIFIC CONTRIBUTION 
 

This study contributed by presenting a data-driven technique to model malware 

detection on android malware dataset. The study provided the significant impact of 

synthetic data processing on random forest technique performance. Moreover, it 

provided the impact of feature selection and feature engineering methods proposed. 

Lastly, it will help future researcher to take heed of the effects of imbalanced and 

balanced dataset on machine learning technique. 
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1.6 AVAILABILITY OF RESOURCES 
 

The University of Limpopo has appropriate resources that are easily accessible for the 
completion of the study. 

1.7 ETHICAL CONSIDERATION 
 

All the data used in this study was secondary and publicly available. Hence there is 

no ethical consideration in this study. 
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CHAPTER 2: LITERATURE REVIEW 
 

2.1 INTRODUCTION 
 

We provided an overview of the data, methods, and evaluation metrics that other 

researchers used and how the analysis were carried out. Furthermore, the studies 

around imbalanced datasets were reviewed in detail. This has helped us to deeply 

outline the gap that our research aimed to elucidate and provided a distinction and 

comparison of our study with other researcher’s work.  

 

2.2 RELATED RESEARCH MATERIAL 
 

2.2.1 ANALYSIS OF MACHINE LEARNING TECHNIQUES IN MALWARE 
DETECTION 
 

According to (Firdausi et al., 2010), manual heuristic analysis of malware is no longer 

considered effective and efficient due to the high spread rate of malware. A machine 

learning-based approach to automate behavior-based malware detection is therefore 

considered a significant solution. In an emulated sandbox environment, malware 

behavior was automatically analysed, and reports were generated. In order to facilitate 

further machine learning classification, the reports underwent pre-processing to 

transform them into sparse vector models. Our study differs from this research as we 

exclusively utilised the random forest algorithm as our classifier, unlike the other five 

classifiers employed, namely k-Nearest Neighbors (kNN), Naive Bayes, J48 Decision 

Tree, Support Vector Machine (SVM), and Multilayer Perceptron Neural Network 

(MLP). 

Among the five classifiers used, the J48 decision tree exhibited the most favourable 

performance overall (Firdausi et al., 2010). It achieved a recall rate of 95.9%, a false 

positive rate of 2.4%, a precision of 97.3%, and an accuracy of 96.8%. These results 

were determined through careful analysis of the tests and experimental findings 

encompassing all five classifiers. In conclusion, the results of this proof-of-concept 
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indicated that machine learning algorithms coupled with autonomous behavior-based 

malware analysis are effective and efficient methods to identify malware. 

(Firdausi et al., 2010) a search algorithm based on Best First was used to select 

features, However, in our study, we used the random forest feature importance 

method to select features. The features were substantially decreased by feature 

selection or feature reduction. As a result, the training and building of the model takes 

less time, but the performance suffers marginally. In rare circumstances, a modest 

improvement in performance is possible. Hence, it is worth noting that the feature 

selection results support our motivation for performing feature selection on the dataset 

features. 

According to (Atitallah et al, 2022) the Internet of Things (IoT) is particularly vulnerable 

to malware attacks due to its simplicity of installation and autonomous operation. IoT 

devices have emerged as prime targets for malware, primarily because of well-

documented vulnerabilities such as weak, easily guessable, or hard-coded 

passwords, deficient security update procedures, and inadequately secured network 

connections. Conventional static methods for detecting and analysing IoT malware 

have proven inadequate in comprehending IoT malware behavior, impeding effective 

mitigation and prevention. Recent strides in deep learning models have substantially 

improved the field of cybersecurity, leveraging their remarkable capabilities in data 

mining, learning, and expression to alleviate the challenges faced by malware 

analysts. 

(Atitallah et al, 2022) introduced a groundbreaking vision-based approach for detecting 

and multi-classifying IoT malware. The approach harnesses the advantages of deep 

transfer learning methodology and integrates the fine-tuning technique along with 

ensembling strategies to enhance detection and classification performance, all without 

necessitating the creation of models from scratch. (Atitallah et al, 2022) employed a 

fusion strategy involving three Convolutional Neural Networks (CNNs) — ResNet18, 

MobileNetV2, and DenseNet161, using a random forest voting mechanism. 

In (Atitallah et al, 2022) to validate the proposed approach, experiments using the 

publicly available MaleVis dataset, comprising 14,226 RGB-converted images 

representing 25 malware classes and one benign class used. The dataset used in this 



 

18 
 

study was dissimilar from our study, since the latest Malware dataset was used 

(CICMalDroid2020). The results obtained demonstrate the superiority of the approach 

over current state-of-the-art solutions in terms of detection and classification 

performance. Specifically, the approach achieved an impressive precision of 98.74%, 

a recall of 98.67%, a specificity of 98.79%, an F1-score of 98.70%, a Matthews 

Correlation Coefficient (MCC) of 98.65%, an accuracy of 98.68%, and an average 

processing time of 672 ms per malware classification. These findings underscore the 

potential of our approach to significantly advance the field of IoT malware detection 

and classification, contributing to enhanced security and protection in the IoT 

ecosystem. 

2.2.2 MALWARE DETECTION ON ANDROID SMARTPHONES USING API 
CLASS AND MACHINE LEARNING 
 

(Rosmansyah et al., 2015) proposed a new approach to identify malware on Android 

mobile devices which is developed using API classes. In this study, machine learning 

was used to classify programs as benign or malicious. Additionally, machine learning 

classification precision rate was contrasted. Based on 51 API packages from 16 API 

classes, the study classified benign and malicious software using the Random Forest, 

J48, and Support Vector Machine methods. A total of 412 sample Android applications 

were used for the implementation, along with 51 packages from 16 API classes, 205 

benign applications and 207 malicious applications. It is worth noting that the dataset 

that was used is distinct from our study since we used the latest android data called 

CICMalDroid2020 dataset. (Rosmansyah et al., 2015) used two test option: cross 

validation and percentage split which is distinct from our research since precision, f1-

score, recall, balance accuracy and geometric means was utilised to measure the 

performance of the classifier. 

In (Mahindru et al, 2021), MLDroid was introduced as a web-based malware detection 

framework for Android devices. Increasingly, Android devices pose threats to system 

integrity and privacy with the emergence of new malware threats. In order to identify 

malware in Android applications, the proposed framework used dynamic analysis 

techniques. The framework was trained using a feature selection approach called 

correlation-based feature selection to improve its detection of malware in real-world 
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apps. It is worth noting that the features selection utilised was distinct from our study 

since rand feature importance was used. As a result of this process correlation-based 

feature selection, pertinent features were carefully selected, which were then used to 

construct a machine learning model. Over 500,000 Android apps were analysed in the 

experiment. As a result of the empirical findings, the model, which simultaneously 

incorporates deep learning, farthest first clustering, Y-MLP, and a nonlinear ensemble 

decision tree forest approach as well as rough set analysis for selecting feature 

subsets, achieved an impressive 98.8% detection rate for identifying malware within 

real-world apps. 

According to (Surendran, R., 2021) Malware authors in the past often employed the 

practice of reusing identical program segments found in other applications to carry out 

similar malicious activities, including activities like stealing information or sending 

unauthorized SMS messages. Consequently, a scenario arose where multiple 

malware samples within a family or dataset exhibited substantial semantic similarities. 

This fact was often overlooked by many researchers, who unwittingly incorporated 

these semantically similar apps into their machine learning (ML) models for evaluation 

purposes. Consequently, the performance metrics of these models could be 

significantly influenced by the presence of such similar apps. 

(Surendran, R., 2021) undertook an examination of the impact of semantically similar 

applications on the performance metrics of ML-based Android malware detectors. To 

address this issue, a novel algorithm centred around opcode subsequence’s was 

introduced. This algorithm effectively clustered malware and good ware apps that 

exhibited semantic similarities. The primary objective was to gauge the effect of 

semantically similar apps on performance measures. In the experimental evaluation 

conducted using the Drebin dataset, it was observed that upon removing exact 

duplicate apps from the dataset, the malware detection rate (True Positive Rate or 

TPR) of API call-based ML models declined from 0.95 to 0.91. Similarly, permission-

based models experienced a drop from 0.94 to 0.90. In response to this challenge, the 

research community was advised to consider employing the clustering algorithm 

proposed in this study as a solution. This approach would help eliminate semantically 

similar apps before conducting evaluations of their malware detection mechanisms. 
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2.2.3 PERFORMANCE OF RANDOM FOREST METHOD IN MALWARE 
DETECTION 
 

According to (Rosmansyah et al., 2015) the percentage of package that used benign 

and malware sample revealed that Telephony Manager and Connectivity Manager 

are the most often package that are used by malware application. This indicates that 

200 out of 207 malware samples, or nearly all malware, use Telephony Manager, a 

software that allows malware to acquire smartphone identities such device id, serial 

number, phone number, etc. Data is then sent to the attacker server via Connectivity 

Manager. Machine learning will use this APIs package of class data to differentiate 

between benign and malicious apps. 

According to (Rosmansyah et al., 2015) SVM, J48, and Random Forest algorithms are 

all machine learning algorithms that can be used to improve malware detection. For 

cross validation tests using the random forest algorithm and percentage split tests 

using the SVM algorithm, precision rates were 92.4% and 91.4%, respectively. The 

researchers utilised Random Forest technique which is the same technique that was 

used to classify the malwares in our study. From the results Random Forest has shown 

to have the highest precision rate. In the cross-validation test, 92.4% of the samples 

used Tree Random Forest algorithm and 91.4% used SVM algorithm, so that the 

average output for all samples (without categorization) was 91.9%. The researchers 

indicated that Random Forest gives the best results in malware detection research.  

Lastly, this results clearly supports our motivation for using random forest technique 

as a malware detection classifier in our study. 

(Singh et al., 2021) supported the previous researchers, (Rosmansyah et al., 2015) by 

providing analysis that proved that’s random forest technique provides the best 

accuracy on the malware detection dataset. As a result, this analysis supports our 

motivation for using a random forest technique in detecting malware on a synthetic 

dataset. Kaggle Microsoft malware classification challenge dataset which is a csv 

(comma separated file) was used which is dissimilar from our study.  

(Singh et al., 2021) highlighted the presence of various feature selection methods, 

including chi-square, information gain, fisher score, gain ratio, and symmetric 

uncertainty. However, the feature importance technique was used to select features 
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which is a similar technique used in our study. In essence, feature importance is a way 

to identify which features are most critical. This pertains to the features that exert the 

most significant influence on the database or system. Following this, the data set was 

split into two sets: 80% for the training dataset and 20% for the testing dataset. Hence, 

0.2 is the test size. It is worth noting that in our study, the dataset was split into 80% 

training and 20% testing which is similar to the researchers. The results indicated that 

random forest provides the highest accuracy on this dataset, 99,5%. This is followed 

by the decision tree with 99%, the adaptive boost at 98.6%, the gradient boosting at 

98.8%, and the GNB at 70%.   

Based on static analysis, (Khammas, 2020) proposed a novel method for detecting 

ransomware. The novel methods outlined that dispensing with the disassemble 

process and using frequent pattern mining to extract features from raw bytes increased 

the speed of detection. Gain Ratio technique was used for feature selection. The Gain 

Ratio technique showed that 1000 features were the optimal number for detection, this 

technique is different from our study since random feature importance technique used. 

A ransomware dataset was utilised, which is dissimilar from our study. The dataset 

comprised of 1680 executable files, specifically 840 executable files belonging to 

different families of ransomware and 840 files classified as good ware. In order to 

detect ransomware, a random forest classifier was employed, and a thorough analysis 

was conducted to examine the impact of both tree and seed numbers on the detection 

process. Therefore, the classification technique used is similar to our study.  

According to (Khammas, 2020) in terms of accuracy and time-consuming, tree number 

100 with a seed number 1 achieved the best results. According to the experimental 

evaluation, the proposed method was 97.74% accurate at detecting ransomware. The 

results obtained from this study, supported the study covered by (Singh, et al., 2021) 

and Rosmansyah, et al., (2015) by showing exceptional performance of random forest 

classifier in detecting ransomware attacks through byte-level static analysis, 

showcasing its effectiveness. These results supported our motivation of using random 

forest as our classification technique, as it has demonstrated remarkably more 

sensible and preferable results. 

(Vanjire and Lakshmi, 2021) used machine learning algorithms to create a model for 

a behavior-based anomaly detection system from an Android mobile device. The 
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Derbin dataset was used to implement this system in Py-charm; therefore, the 

researchers utilised a dissimilar dataset as compared to our study to implement their 

system that detect malwares on mobile applications.  

In (Vanjire and Lakshmi, 2021) three machine learning algorithms were used in the 

system to detect malware vulnerabilities based on the behaviour of mobile 

applications. To determine the accuracy of mobile application behaviour in this system, 

researchers employed KNN, Naïve Bayes, and a decision tree method, which is 

distinct from our study since random forest technique was used to detect malware 

attacks. According to the analysis, the naïve bayes classifier is the most accurate with 

97.37% followed by KNN with 91.99% and Decision Tree with 89.98%. 

According to (Yeboah et al, 2021) traditional methods for countering malware attacks 

have proven ineffective in detecting previously unseen (zero-day) malware strains. 

However, research has revealed that zero-day malicious files typically share semantic 

similarities with existing malware, often arising from obfuscation techniques. (Yeboah 

et al, 2021) introduced and assessed a machine learning-based malware detection 

model using an ensemble approach. 

(Yeboah et al, 2021) approach involved ensemble learning, wherein multiple feature 

sets are derived from various n-gram sizes of opcode sequences and subsequently 

trained using a single classifier. Predictions made by these trained models on the 

different feature sets were weighted and combined to yield a final determination of 

whether a binary file is malicious or benign. To identify the optimal combination of 

weights for the ensemble feature sets, a grid search was conducted, considering a 

predefined weight range from 0 to 1. Using a well-balanced dataset consisting of 2000 

samples, it was found that ensemble comprising n-gram opcode sequences of sizes 

1 and 2, with respective weight pairs of 0.3 and 0.7, achieved the highest detection 

accuracy of 98.1% when utilizing the random forest (RF) classifier. Furthermore, the 

ensemble of n-gram sizes 2 and 3 achieved the best precision at 99.7% by assigning 

a weight of 0.5 to both models. The results demonstrate the effectiveness of our 

ensemble-based approach in enhancing malware detection, especially for zero-day 

malware strains, by leveraging various opcode sequence n-gram sizes and optimal 

weight combinations. 
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(Harahsheh et al, 2021) in the realm of cybersecurity, the term "malicious software," 

commonly known as malware, referred to software designed with the intent of causing 

harm to computers, servers, or networks. As the prevalence and complexity of 

malware grew over time, the imperative to develop effective malware detection 

systems became increasingly evident. These systems not only serve the purpose of 

identifying malware but also of testing the behavior of new malware features. While 

traditional detection techniques exhibited limited efficiency in spotting emerging 

malware threats, the adoption of machine learning methods emerged as a promising 

avenue for rapid and intelligent malware detection. This shift was essential due to the 

continuous proliferation of malware and its diverse applications in various industries. 

(Harahsheh et al, 2021) in the context of this study, embarked on the development of 

a malware detection model. The approach entailed the utilization of machine learning 

classifiers, preceded by a new feature selection technique employing genetic 

programming. Furthermore, comprehensive evaluation was conducted, comparing the 

performance of all classifiers while employing the most recent feature selection 

techniques. The results of the experiments indicated that Random Forest, Random 

Forest (4), and Random Tree consistently delivered superior results across all 

experiments. Conversely, Hoeffding Tree and Decision Stump exhibited lower values 

concerning F1-score and accuracy in each experiment. In terms of feature selection, 

the proposed GPMP method outperformed the Filter-based technique, albeit with 

slight differences. Specifically, GPMP yielded accuracy and F1-score values of 

0.881066 and 0.867546, respectively, while Filter-based achieved values of 0.877624 

and 0.862894. Crucially, experimental findings illuminated that GPMP effectively 

reduced the number of features required compared to Filter-based, thereby impacting 

the computational complexity of the model. 

(Akintola et al, 2022) due to the rapid advancements in mobile and internet technology, 

a multitude of fresh mobile security challenges surfaced in the recent past. Various 

strategies were devised to confront the risks associated with Android malware. Among 

these strategies, the most widely adopted approach for detecting Android malware 

was signature-based detection. Nevertheless, this method had a significant 

limitation—it couldn't identify previously unknown or novel malware strains. 
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Consequently, the field of cybersecurity turned to machine learning (ML) methods to 

detect and classify malware applications. 

According to (Akintola et al, 2022) the primary aim of conventional ML methodologies 

was to enhance the accuracy of malware classification. However, due to the 

imbalanced nature of real-world datasets, traditional classification algorithms often 

struggled to effectively identify malicious applications. Consequently, this study 

embarked on the development of a meta-learning approach grounded in the forest 

penalizing attribute (FPA) classification algorithm, purpose-built for the detection of 

malware applications. In essence, the research sought to investigate methods to 

enhance Android malware detection by conducting empirical analyses of FPA and its 

enhanced variants, namely Cas_FPA and RoF_FPA. These proposed FPA and its 

enhanced versions were rigorously tested using the Malgenome and Drebin Android 

malware datasets, which encompassed features derived from both static and dynamic 

analyses of Android malware.  

(Akintola et al, 2022) furthermore, the findings obtained through the proposed 

technique underwent thorough comparison with baseline classifiers and existing 

malware detection methods to validate their effectiveness in identifying malware 

application families. The results conclusively demonstrated that FPA outperformed the 

baseline classifiers and existing ML-based Android malware detection models, 

particularly excelling in addressing the challenges associated with the unbalanced 

categorization of Android malware applications. FPA showcased an impressive 

accuracy rate of 98.94% and an outstanding area under the curve (AUC) value of 

0.999. As a result, this study advocates for further development and deployment of 

FPA-based meta-learners within the domain of Android malware detection and other 

cybersecurity contexts, given their exceptional performance in tackling issues related 

to imbalanced data and the categorization of malware families. 

 

2.2.4 THE IMPACT OF IMBALANCED DATASET ON MACHINE LEARNING 
TECHNIQUE PERFORMANCE 
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Using fifty-seven of their attributes, (Kumar et al., 2020) developed a machine-learning 

algorithm to determine whether Windows PE files are benign or malignant. Brazilian 

Malware dataset was utilised which is a distinct dataset as compared to our study. A 

total of 1,00,000 samples were included in the dataset, along with 57 labels. Compared 

to other existing systems, the Random Forest model achieved 99.7% accuracy, which 

is very high. 

Having an imbalanced dataset is one of the biggest obstacles or challenge to malware 

detection, according to (Dehkordy et al., 2021). The dataset utilized in this study was 

pre-processed and balanced in order to identify malware with greater accuracy and 

lower mistake rates. Static analysis was used to extract features from the applications 

in order to achieve these objectives, however, our study used normalisation for feature 

extractions. The feature set is pre-processed using feature ranking techniques, and 

the ineffective features are eliminated; the same feature selection technique was used 

in our study.  The Drebin dataset was utilised, which is distinct from our study since 

latest malware dataset called CICMalDroid2020 was used. 5,560 programs from 179 

distinct malware families are included in the dataset. The samples were gathered 

between August 2010 and October 2012. 

In (Kumar et al., 2020) Under-sampling, the Synthetic Minority Oversampling 

Technique (SMOTE), and a combination of both methods were used to balance the 

dataset, however, our study proposed SMOTE technique as a standalone method for 

balancing the dataset. In contrast to our study, this research employed different 

classification methods, specifically K-Nearest Neighbor (KNN), Support Vector 

Machine, and Iterative Dichotomiser 3, to construct the detection model. Among these 

classifiers, KNN with SMOTE demonstrated superior performance compared to the 

others. The results obtained indicated that precision, recall, accuracy, F-measure, and 

Matthews Correlation Coefficient all exceeded 97%. The proposed method proved 

highly effective in detecting 99.49% of existing malware in the dataset, as well as new 

malware instances. 

(Kumaran and Li, 2016) the purpose of this study was to determine whether the 

Android manifest file contains sufficient details to identify an app as malicious or 

benign. It contrasts the effectiveness of employing requested permissions with inter-

app intent communication. By contrasting and optimizing various machine learning 
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methods such as linear discriminant, Cubic SVM, Weighted kNN, Complex Tree, linear 

SVM and Course kNN on the manifest file dataset, it also enhances static malware 

detection. In comparison, the utilised machine learning methods are distinct to our 

study. From the results, Cubic Support Vector Machine (SVM) algorithm, with a 91.7% 

accuracy rate, is the most reliable classifier for the entire dataset.  

To request actions from other app components, utilize intents (Kumaran and Li, 2016). 

Apps have the ability to ask other apps for information using implicit intents. Intent 

filters provide information to the system about the implicit intents an app may handle 

as well as the general phone states an app is interested in. We obtained a list of 

popular intent filters from the Android developer page. This explained 28 features. 

Different machine learning algorithms were trained on a training set of 500 benign and 

500 malicious apps after information from the original dataset extracted. It is worth 

noting that the dataset used is dissimilar to our study. However, the accuracy was 

assessed using a tenfold validation system, which is distinct from our research since 

we have used precision, f1-score, recall, balance accuracy and geometric means to 

measure the performance of the classifier. 

According to (Kumaran and Li, 2016) it was discovered that the classifier is improved 

by combining intent filters with desired rights, but intended filters alone are insufficient 

to serve as a classifier's foundation; privileges required. (Kumaran and Li, 2016) 

indicated that for future work the algorithms and dataset require more improvement. 

Given that modern harmful apps frequently employ implicit intents to control other apps 

and avoid conventional malware detection, this is extremely crucial.  

(Pang et al., 2019) by using the semantics of network traffic, researchers have tried to 

find signs of malicious software. However, the distributions of network traffic data are 

naturally skewed. Studies that take into account this imbalance problem are few and 

far between. To solve the difficulty of detecting mobile malware, thus provide an 

oversampling technique that can create harmful instances based on a signature. The 

study proposed a novel signature-based oversampling method; hence our study 

proposed SMOTE. Both novel signature-based and SMOTE are oversampling 

method. However, novel signature-based can synthesize instances from the 

perspective of nominal features. 
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(Pang et al., 2019) explained that in novel signature-based approach the malicious 

network traffic datasets are first clustered, and signatures are then generated for each 

cluster. Second, malicious instances are created using the signatures. To address the 

imbalance in the minority class dataset, synthetic instances were generated using a 

combination of synthetic instance generation and random oversampling methods. The 

resulting rebalanced datasets were then utilised to develop a mobile malware 

detection model based on semantic analysis. On two network traffic datasets with 

various unbalanced ratios, this method is contrasted with 10 existing resampling 

algorithms. Results reveal that for detecting unbalanced malware, the suggested 

approach and the random oversampling algorithm outperform the other 10 resampling 

algorithms.  

(Pang et al., 2019) used 1534 instances of VirusShare-affiliated malware in total as 

dangerous examples. The malware samples were collected between July 2014 and 

September 2016. Safe apps were downloaded from a number of reputable third-party 

Android app stores, including Baidu and Qihu360. It's important to note that a distinct 

dataset was used in comparison to our study. Therefore, the novel signature-based 

approach for balancing the dataset begins by applying the single-linkage hierarchical 

technique to cluster the dataset of malicious traffic. Next, the signatures derived from 

each cluster of malicious traffic are utilised to augment the dataset of malicious 

classes. Subsequently, a semantic-based mobile malware detection model is trained 

using the rebalanced datasets. To evaluate the effectiveness of the proposed 

approach, two datasets with different imbalance ratios were generated and compared 

against ten previous data-level unbalanced algorithms. The results demonstrate that 

the suggested method excels in generating instances with all nominal features. 

Furthermore, in addressing imbalanced learning challenges in the mobile malware 

detection domain, the combined approach of the suggested method with the random 

oversampling method outperforms existing sampling techniques.  

(Shar et al., 2021) the distribution of training data among classes is frequently 

unbalanced in the categorisation of Android malware. Due to this, minority classes are 

misclassified because the learning process is biased in favor of the dominant classes. 

The synthetic production of minority cases is a useful technique for raising classifier 

performance. Synthetic Minority Oversampling Technique (SMOTE) is a pioneering 

method in this field. Since its publication in 2002, a number of SMOTE variations have 
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been suggested and tested on various imbalanced datasets. These methods haven't, 

however, been examined in terms of Android virus detection. According to studies, 

SMOTE and its variants' performance can differ depending on the application domain. 

(Shar et al., 2021) evaluated SMOTE and its variants empirically on a broad scale 

using data from six separate datasets that represent six different categories of 

attributes frequently utilized in Android malware detection.  Notably, data balancing 

technique used in this study is the same as our study, hence, the researchers has 

indicated that SMOTE is dependent on the dataset, we propose to investigate the 

impact of SMOTE on a synthetic dataset. Datasets were extracted from 4,572 benign 

apps and 2,399 malware apps. The dataset used in this study is distinct in comparison 

to our study. 

According to (Shar et al., 2021) it is well-known that over-sampling techniques perform 

differently in different application domains in order to address problems related to data 

imbalances. The evaluation consisted of six data sets representing two types of 

analyses and three types of features commonly used in Android malware detection. 

On average, oversampling improved the F-measure of malware classifiers by 3.16%. 

The results significantly motivate our study in using SMOTE oversampling technique 

since it has potential in increase the performance of our model. Using sequence-type 

features results in the greatest improvement. In addition, different kinds of features 

and classifiers require different methods. SVM balance is a sophisticated method, but 

it requires a long training time (as much as a few hours); yet it does not necessarily 

outperform simpler ones. The researchers indicated that for future work it is 

recommendable to involves leveraging a larger dataset and conducting experiments 

with diverse imbalanced ratios, which bring us to the gap our study is evaluating. 

Whereby, we solve the problem of small-scaled dataset by generating a new synthetic 

dataset using GAN. 

(Dong et al, 2022) introduced a novel algorithm known as Density-Based Random 

Forest (DBRF), which was aimed at enhancing prediction performance, particularly for 

minority classes. DBRF was specifically engineered to identify samples situated at the 

boundaries between classes, which were typically the most challenging to classify 

accurately. It achieved this by employing a density-based method to bolster these 

boundary samples. Subsequently, two distinct random forest classifiers—one to model 
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the augmented boundary samples and another for the original dataset were 

constructed. The classifiers operated in tandem, and the final output was determined 

through a bagging technique. To empirically evaluate the efficacy of DBRF, the 

experiments was conducted using a real-world material classification dataset and an 

additional 33 publicly available imbalanced datasets. Across these 34 datasets, DBRF 

consistently demonstrated performance improvements ranging from 2% to 15% 

compared to the standard random forest classifier, as measured by metrics like the 

F1-measure and G-mean. These experimental results underscore the capability of 

DBRF in addressing the challenge of classifying objects located near class 

boundaries, including those from minority classes, by taking into account the spatial 

density of objects. 

(Nabrawi et al, 2023) objectives has been to develop a health model capable of 

automatically detecting fraud within health insurance claims in Saudi Arabia. This 

model aimed to pinpoint the primary contributing factor to fraud with optimal accuracy. 

The study had utilised a labeled imbalanced dataset obtained from three healthcare 

providers in Saudi Arabia and had applied three supervised deep and machine 

learning methods: random forest, logistic regression, and artificial neural networks. To 

address the class imbalance, the Synthetic Minority Over-sampling Technique 

(SMOTE) had been employed. Additionally, feature selection had been carried out 

using the Boruta object feature selection method to eliminate insignificant features. 

The validation metrics considered in this study included accuracy, precision, recall, 

specificity, F1 score, and the area under the curve (AUC). 

According to (Nabrawi et al, 2023) the results from the random forest classifiers had 

identified policy type, education, and age as the most significant features, achieving 

an accuracy of 98.21%, precision of 98.08%, recall of 100%, an F1 score of 99.03%, 

specificity of 80%, and an AUC of 90.00%. Logistic regression had yielded an accuracy 

of 80.36%, precision of 97.62%, recall of 80.39%, an F1 score of 88.17%, specificity 

of 80%, and an AUC of 80.20%. The artificial neural network (ANN) model had 

demonstrated an accuracy of 94.64%, precision of 98.00%, recall of 96.08%, an F1 

score of 97.03%, specificity of 80%, and an AUC of 88.04%. In conclusion, this 

predictive analytics study had employed three successful models, each of which had 

delivered acceptable accuracy and validation metrics. However, further research 
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involving a larger dataset was recommended for a more comprehensive analysis. 

Which is the gap our research aimed to close, by generating a large synthetic dataset 

using GAN based on the latest malware dataset. (Nabrawi et al, 2023) Applied SMOTE 

technique on the health care dataset which is dissimilar from our study. 

 

2.3 CONCLUSION 
 

The purpose of this chapter was to review the literature on malware detection and 

techniques implemented by other researchers. The main idea was to support and 

provide intensive comparison of this study with other studies under the same concept. 

According to literature review, we can infer that random forest technique had extreme 

potential in malware detection. Hence, researchers have indicated that there is a lack 

of large comprehensive data, that is well balanced. Therefore, the gap that our study 

closed is that of exploring the impact of balanced synthetic dataset on random forest 

technique. Whereby, Wasserstein GAN with Gradient Penalty (WGAN-GP) was used 

to synthetically generate new dataset and SMOTE technique was used to balance the 

datasets. 
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CHAPTER 3: METHODOLOGY AND ANALYTICAL PROCEDURE 
 

3.1 INTRODUCTION 
 

This chapter provided a detailed description of the dataset, which includes collation of 

a secondary data, how the data is structured and what it contains. It also provided 

methods that were used to synthetically generate and balance the dataset. It delivered 

an overview of the methods that were used to analyse the data and how the analysis 

were carried out. We discussed the simulation tools that were utilized, the parameters 

used in the simulation, and the performance metrics used to evaluate our proposed 

Random Forest method. 

3.2 Utilised DATA  
 

This study utilised the latest Android Malware Secondary dataset, namely 

CICMalDroid2020, collated from numerous sources, including the Contangio security 

blog, AMD, VirusTotal, and MalDozer (https://www.unb.ca/cic/datasets/maldroid-

2020.html). Samples from Android until 2018 are included in this data. The data is 

publicly available at Canadian Institution of Cybersecurity. This secondary data 

includes five types of samples: Banking malware, Adware, Riskware, SMS malware, 

and Benign malware. It is imperative to normalise the attributes in the 

CICMalDroid2020 dataset, because they have large values and non-distributed data. 

It consists of 140 variables and 11598 data entries. All data entries are float data type. 

The dataset does not have missing values. The dataset categorical size is imbalance 

as shown by below diagram illustrate that the distribution of the malware dataset. 

 

          FIGURE 3.1 Distribution of The Dataset 
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3.3 METHOD USED TO GENERATE SYNTHETIC DATASET 
 

By using Generative Adversarial Network (GAN), we were able to generate new data 

from the existing data (Creswell et al., 2018). In this study, we used a specific type of 

GAN model called Wasserstein GAN with Gradient Penalty (WGAN-GP). The WGAN-

GP employs the Wasserstein loss formulation along with a gradient norm penalty to 

ensure Lipschitz continuity. Our purpose can be accomplished if the newly generated 

data, combined with the original data, can improve performance of the model within a 

certain range of thresholds. The augmented data added to the model can be thought 

of as an improvement to the system if the model performs better on the hidden dataset. 

In a GAN, there exist two competing entities: the generator and the discriminator. 

These neural networks engage in the following processes: 

The generator is responsible for producing content that closely resembles real data, 

whether it be images, text, or numerical data. Meanwhile, the discriminator's role is to 

differentiate between real content and the content generated by the generator. 

When the discriminator successfully distinguishes real content from generated 

content, the generator faces penalties for its inability to deceive the discriminator 

effectively. On the other hand, if the generator manages to produce data that closely 

resembles real data to the extent that the discriminator cannot identify the deception, 

we end up with an increased volume of data compared to our initial dataset. 

3.4 EXPLORATORY DATA ANALYSIS 
 

Exploratory data analysis (EDA) helped to analyse the data to determine their 

characteristics, such as the variable with the most robust prediction. Through EDA s 

such variables will be identified (Komorowski, 2016). 

 

3.5 ANALYTICAL METHODS 
 

3.5.1 System Specifications 
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The scientific packages used in this analysis are all imported using python 3. The 

model was implemented from Scikit learn, which is a python 3 library. The python 

software run on 16GB Lenovo ThinkPad with Windows 10 operating system. 

 

3.5.2 Data Pre-Processing 
 
In this process, raw data is transformed into a format that can be understood by 

humans. It was necessary to pre-process raw data before sending it through a model 

since real-world data is often incomplete and cannot be transmitted through a model 

without making errors. There are several steps involved in data pre-processing which 

are, importing libraries, Reading the data, checking for missing values, checking for 

categorical data, scaling the data, and splitting the data. We divided the dataset into 

two parts: training and testing, which account for 80% and 20%, respectively. The 

model was trained on an unbalanced dataset. To address the issue of unbalanced 

dataset, we proposed the Synthetic Minority Over-sampling technique (SMOTE). 

Various methods of re-sampling data may be used to resolve data imbalance, 

including as explained in deeply in chapter 1 under methodology. 

 

Feature Engineering 

 

Feature engineering is a way of creating new features from one or more existing 

features, which might be used in statistical analysis (Dong and Liu, 2018). This 

process adds new features that are accessible during the construction of a model, 

hopefully generating an accurate model. Every model requires features to have 

specific characters to perform well. The reason for performing feature creation is that 

it helps prepare a proper input dataset compatible with the random forest algorithm 

and improve the random forest model’s performance.  

For feature engineering, this study used normalization to create new features that was 

scaled between a specific range utilizing min-max normalization. In min-max 

normalization, a linear transformation is done on the original dataset, fetching the 

minimum and maximum values from the dataset, and replacing each value according 

to the following formula (Patro and Sahu, 2015). 
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Where,  

A is the attribute data  

Min (A) is the minimum absolute value of A  

Max (A) is the maximum absolute value of A  

X’ is the new value of each entry in the dataset 

 X is the original (old) value of each entry in the dataset. 

 

3.5.3 Proposed Model: Random Forest 
 

 

                             FIGURE 3.2 Random Forest (Sruthi, 2021)  

Random forest is a supervised algorithm that is made up of classification trees. In 

random forests, data samples are selected randomly, prediction trees are created, 

and voting is used to select the best solution as indicated in FIGURE 3.2. (Alam 

and Vuong, 2013).   

During training, an algorithm called random forest learns by analysing random 

samples of data. The random forest can memorize the training data wherein 

samples are drawn by a replacement, referred to as bootstrapping (Liu, 2012).  
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During testing time, by averaging predictions of each tree, predictions are 

generated. The process of training each tree on different bootstrapped subsets of 

data and average the predictions is known as bootstrap aggregation. Bootstrap 

aggregation is used to reduce variance between learned and trained data since the 

random forest has a high variation between learned data and trained data.  

Random forest works for both regression and classification problems. In this study, 

we focused on the classification problem. Additionally, a random forest algorithm 

also looks for the best suitable features among a set of features rather than the 

best possible features when splitting a node from multiple trees. Random forest 

technique will be implemented from the scikit-learn library to perform feature 

importance for feature selection process. 

The most critical thing we look at while building a model is the efficiency and 

accuracy of a model. So, we can improve the model’s detection accuracy by 

increasing the number of trees before making any computation on averaging 

detections. Having more trees is disadvantageous since it decreases the speed of 

a model. Besides the increasing number of trees, we can also maximize the 

number of leaves that a model requires to split the node. However, there exist other 

parameters that can also help improve the performance or speed of a random 

forest model, such as "N-JOBS," "RANDOM-STATE," and "OOB-SCORE."  

 Feature selection  

Feature selection helps solve over-fitting and the curse of dimensionality in a data 

set by reducing the number of features in a model and optimizing the model’s 

performance (Kumar and Minz, 2014). Reducing the number of features, the output 

model will become more efficient and more comfortable to interpret and design; 

hence the model will make accurate feature predictions. Since the random forest 

is selected for this study and is a tree-based model, we will use the feature 

importance rank. Mean decrease impurity and mean decrease accuracy are 

methods that are used in feature importance random forest.  

Random forest feature importance  

We used the random forest feature importance for feature selection, which allowed 

us to find the feature importance of each variable in the dataset. Feature 
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importance gave us the score of each variable/feature in the dataset. The features 

that had a high score are the once, which were more important than the target 

variable’s feature (Rogers and Gunn, 2005).  

RF can make predictions that are reliable because it uses an ensemble of trees in 

making decisions and is also capable of handling missing values (Dietterich, 2000), 

which makes it a model that promises to get good results. However, since it is time 

consuming in making detections, we will use high-importance features that will be 

discovered in the feature selection process hence reducing waiting time. 

 

 

Data Acquisition or EDA                Data processing 

 

  

Performance Analysis              Techniques                                      Feature Selections 

                 FIGURE 3.3 Workflow diagram of the proposed system (Sruthi, 2021) 

  

3.5.4 Evaluation Metrics 
 

To evaluate the performance of random forest techniques, the following performance 

metrics were employed: precision, recall, F1-score, balanced accuracy, geometric 

mean, and accuracy. The four performance measures are denoted as follows: TN 

Training Test 

Selecting 
Features by 
RF Feature 
importance 

 

RF 
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represents True Negative, TP signifies True Positive, FT denotes False Positive, and 

FN stands for False Negative. 

1. Accuracy:  It measures the ratio of correct predictions for both True Positive 
(TP) and True Negative (TN) instances of attacks, divided by the total number 
of attacks tested. The formula for accuracy is: 
 

𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 = 𝑇𝑇𝑇𝑇+𝑇𝑇𝑇𝑇
𝐹𝐹𝐹𝐹+𝐹𝐹𝐹𝐹+ 𝑇𝑇𝑇𝑇+𝑇𝑇𝑇𝑇

                                                               (1) 

 

2. Precision: In a classification algorithm, precision, also known as positive 

predictive value, is calculated by dividing the number of TP by the sum of TP 

and FP.              

                𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 = 𝑇𝑇𝑇𝑇
𝑇𝑇𝑇𝑇+𝐹𝐹𝐹𝐹

                                                                       (2) 

 

3. Recall: "The goal of recall is to compare True Positive (TP) items against False 

Negative (FN) things that aren't classified at all. This is almost the same with 

Detection rate (DR), True positive rate (TPR), and Recall."  

                     𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅 = 𝑇𝑇𝑇𝑇
𝑇𝑇𝑃𝑃+𝐹𝐹𝐹𝐹

                                                                                   (3) 

 

4. F1-Score: The F1-Score finds a balance between precision and recall by 

calculating their harmonic mean. 

            𝐹𝐹1𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 = 2 × 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 × 𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅
𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 + 𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅

                                                                   (4) 

5. Balanced Accuracy (BA):  The accuracy of a classifier is measured using 

this metric. When classes are unbalanced, this method is used. 

𝐵𝐵𝐵𝐵 = 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃+𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅
2

                                                                (5) 

 

6. Geometric Mean (GM): this metric maximizes both the TP and TN rates, while 

keeping them relatively balanced. 

                     𝐺𝐺𝐺𝐺 = √𝑇𝑇𝑇𝑇 ∗ 𝑇𝑇𝑇𝑇                                                                                                    (6) 
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3.6 CONCLUSION 
 

This chapter has provided an overview and structure of the dataset. The methods for 

generating a new dataset and balancing the dataset are discussed in detail. 

Furthermore, dataset simulation tools that were used to yield the results are outlined. 

The proposed RF method performance measures are reviewed in detail. 
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CHAPTER 4: DATA ANALYSIS AND DISCUSSION 
 

4.1 INTRODUCTION 
 

This chapter presents Exploratory data Analysis (EDA) of the original dataset and the 

analysis evaluation of generating a synthesized malware dataset by using 

Wasserstein GAN with Gradient Penalty (WGAN-GP). Thereafter, analyse the 

generated dataset for feature engineering and feature selection to improve the random 

forest model. And lastly, evaluate the performance of random forest technique in 

detecting malware using proposed performance metrics. The performance metrics 

utilised to evaluate the research model are the following: precision, F1-score, 

accuracy, recall, Balanced Accuracy (BA), and Geometric Means (GM). The results 

obtained are used to conclude on how the synthesised data and SMOTE technique 

impact random forest method. 

 

4.2 EXPLORATORY DATA ANALYSIS 
 

4.2.1 Exploratory Data Analysis (EDA) for the original Dataset 
 

The original dataset has 11598 data entries and 140 features. All data features are of 

float datatype float64(140), where in the number inside the brackets indicate the total 

number of features which have that datatype as indicated by Figure 4.2.1. The dataset 

uses 12.4 MB of memory; therefore, this is a good amount of memory usage on the 

python software that run on 16GB Lenovo ThinkPad with Windows 10 operating 

system. 

 

 

FIGURE 4.2.1 Python code for Viewing Data Information 
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During data cleaning process, we discovered that the dataset does not have missing 

values. As depicted by the figure 4.2.2 and figure 4.2.3 below. 

 

 

FIGURE 4.2.2 Python code for Counting Null Values 

 

FIGURE 4.2.3 Null/Missing values of features 

 Hence, during data cleaning we dropped 77 duplicate data entries and remained with 

140 duplicate features. The dataset has 11521 data entries and 140 features after 

data cleaning as shown by Figure 4.2.4 
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FIGURE 4.2.4 Python code for Counting Duplicates 

 

After removing the duplicates in our dataset, we continue to check for correlation 

between the data variables. Firstly, the purpose of carrying out correlation analysis in 

this study was to explore the associative relationship between the variables within the 

dataset. Secondly, we used correlation as an explorative basic quantity of the data 

utilised. Thus, there is a positive correlation between the variables in our dataset as 

figure 4.2.5 depicts. As you can see in figure 4.2.5, there is a positve correlation 

between socketpair and _llseek variables and also between getgid32 and accept and 

so on. The data variable has a strong positive relationship, this indicates that the 

variables are directly proportional to each other. As an extension, a rise in one variable 

corresponds to a proportional increase in the other variable, and vice versa.  
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FIGURE 4.2.5 Correlation of The Features 

 

From Figure 4.2.6, class 1 represents adware, which are software designed to 

automatically exhibit or retrieve promotional content, such as banners or pop-ups, 

while a user is connected to the internet [1]. Class 2 represents banking trojan which 

is a form of malware primarily employed to remotely install malicious software on a 

victim's computer system, with the intention of illicitly acquiring banking credentials. 

[2]. Class 3 represent SMS malware, whereby SMS attacks encompass the creation 

and dissemination of malware by cybercriminals, specifically tailored to target a mobile 

device belonging to the victim [3]. Class 4 represents Riskware which is any lawful 

program that presents potential hazards owing to security vulnerabilities, software 

incompatibility, or violations of legal standards [4]. Lastly, class 5 represents benign 

which is non-malicious condition. 
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Out of 11598 classes 11% are adware, 18% are Banking trojan, 34% are SMS 

malware, 21% are Riskware and lastly 16% are Benign. Therefore, this clearly 

indicates that the dataset is not balanced since the sizes of the categories are not 

equal. Therefore, this can lead to a bias in the trained model random forest, which can 

negatively impact its performance. However, this can be solved by performing data 

balancing. Data balancing is the process of ensuring that the distribution of labels is 

approximately equal [5]. Hence, we are going to use SMOTE to balance the dataset. 

Hence, the benefit of a balanced data set is that it ensures that the trained model 

detect or predict unbiasedly leading to accurate performance. 

 

 

 

 

 

 

 

 

FIGURE 4.2.6 Distribution of the classes 

 

Before we performed data balancing, we categorised the classes as 0 and 1, where in 

0 represents benign sample and 1 represents the malware sample consisting of 

adware, Banking trojan, SMS Malware and Risk ware. In this case the benign sample 

constitute 16% (1791) and malware attack is 84% (9697) as depicted by figure 4.2.7. 

The main reason for categorising the dataset into 0 and 1, was to group the classes 

according to its similarities. Hence, it helps in splitting data into training and testing 

sets. 
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FIGURE 4.2.7 Malware vs Benign% 

 

4.3 BALANCING THE DATASET USING SMOTE 

 

Figure 4.3.1 represents the distribution of the dataset after balancing using SMOTE. 

We remained with a distribution of 6787 malware samples and 6787 benign samples. 

The balanced dataset will be used to generate a new dataset using WGAN-GP 

adversarial method.  

 

 

 

 

 

 

 

 

FIGURE 4.3.1 Distribution of the Balanced Dataset% 
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4.4 GENERATING NEW DATASET USING WGAN-GP 
 

We read the dataset using the code depicted in figure 4.4.1 in order to see what 
columns make the dataset. The following columns or features were identified in our 
dataset as depicted in figure 4.4.2. 

 

 

 

FIGURE 4.4.1 Python code for Viewing List of Columns  

 

 

FIGURE 4.4.2 List of Columns  

 

These are essentially the features describing distinct malwares. There is a final column 

in the dataset called ‘Class’, which has a value of 1 in case of Malware and 0 

otherwise. The Malware cases are actually very high in this dataset compared to 

benign, and we have balanced the dataset using SMOTE technique. Now we would 

like to synthetically increase the dataset. We hence extract only those entries from the 

dataset which have Class as 1, that is Malware values. As shown in figure 4.4.3, we 

then applied a Power Transformation in order to make the distribution Gaussian-like. 
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Power transforms encompass a set of techniques that employ power functions, such 

as logarithms or exponents, to render the probability distribution of a variable more 

Gaussian or Gaussian-like. The purpose of these transformations is to eliminate 

skewness in the distribution. A skewed distribution is one that lacks symmetry, 

whereas an un-skewed distribution is approximately symmetric. 

 

FIGURE 4.4.3 Python code for Power Transformation 

 

Subsequently, we proceeded to train our GAN model to familiarize itself with the 

values associated with malware. In this instance, we employed a specific variant of 

GAN model known as WGAN-GP (Wasserstein GAN with Gradient Penalty), as 

depicted in Figure 4.4.4. In comparison to the original GAN discriminator, the 

Wasserstein GAN discriminator provides a more effective learning signal to the 

generator. This facilitates greater stability in training, particularly when the generator 

is acquiring knowledge about distributions within high-dimensional spaces. The 

primary advantage of WGAN-GP lies in its convergence, enabling more stable and 

easier training. The hyperparameters and training settings are specified as lists and 

supplied to our model for the training process, as illustrated in figure 4.4.4. 
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FIGURE 4.4.4 Python code for Training GAN model 

 

Finally, we generated data from the trained model by feeding it a matrix of random 

values as a starter as shown in figure 4.4.5. Thereafter, we performed feature 

engineering on the synthesised dataset. 

 

 

FIGURE 4.4.5 Python code for Generating the Synthetic Dataset 

 

4.5 FEATURE ENGINEERING 

 

The dataset has values with different ranges, and dataset with different ranges tend 

to have many outliers that can result in model overfitting whereby the model will not 
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be able to learn. Hence, giving out the results that are not accurate. So, in our study, 

we created new features by scaling the whole dataset between the range on 0 and 1. 

The technique used in normalizing the dataset is min-max normalization, which 

normalized using the default range. Below is the normalized dataset as depicted in 

figure 4.5.1. 

FIGURE 4.5.1 Normalised Dataset 

 

4.6 FEATURE SELECTION 

 

We used the Scikit learn library to compute feature selection using random forest 

feature importance. Feature importance demonstrations the correlation between the 

features and the target variable. It also helps in understanding what features are 

irrelevant for the model. Below Figure 4.6.1. depicts the rankings showing how a 

feature is important in detecting benign and malware. 

Figure 4.6.1 helps us see the essential features that play a significant role in detecting 

the malware attacks. From the graph, "newselect" is the strongest predictor since it 

has the highest importance score. In this study, we only removed the last 33 features 

since they have a low score than other features. In total, for our model training and 

testing, we used 107 features. 
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FIGURE 4.6.1 Random Forest Feature Importance 

 

4.7 METHOD ANALYSIS 
 

We split the dataset into an 80:20 split ratio to evaluate the models performance, 

where 80% of the dataset is for training, and 20% is for testing a model. Therefore, the 

training set contained 5430 observations, and the testing set contained 1357 

observations. The data in our study is not split randomly. We set the parameter random 

state=0. The splitting of the dataset is done on the normalized data. Data split into train 

and test will help to prevent the model from overfitting and to evaluate the model’s 

efficiency. Below figure 4.7.1 depicts the python code for splitting the dataset. 
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FIGURE 4.7.1 Python code for Splitting the Dataset 

 

In this study, we are dealing with a classification model. We evaluated the model’s 

performance using a confusion matrix as shown in figure 4.7.3 and figure 4.7.5; a 

confusion matrix is mostly used in a classification problem. Additionally, the confusion 

matrix enables us to find other performance measures: recall and precision of a 

random forest. Recall, also known as sensitivity or true positive rate, represents the 

ratio of correctly identified actual positive cases to the total number of positive cases. 

On the other hand, precision, often referred to as positive predictive value, signifies 

the ratio of correctly identified positive cases to the total number of cases identified as 

positive. 

In the random forest, we need as many trees as possible for our model to be better 

and produce accurate results. Random forest model is implemented using the Scikit 

learn python library, which consists of different built-in functions. Random forest 

models have different parameters that have an impact on the performance of the 

model. Figure 4.7.2 is a python code showing different random forest parameters, we 

changed some parameters to ensure better performance of a model, and those 

parameters that were changed are max-depth, min-sample split, min-sample leaf, and 

n-estimators. These parameters contributed to solving model over-fitting like 

producing 100% in training and 91% in testing accuracy and enabling the model to 

produce accurate results. The remaining parameters were set by default. 

When training a random forest model, we ensured that we have as many trees as 

possible. So, in our study, we used "n-estimators=2000" as shown in figure 4.7.2. 

Hence, this indicates the number of trees we use in our training and testing our model. 
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FIGURE 4.7.2 Python code for Random Forest Parameters 

 

According to the confusion matrix (FIGURE 4.7.3) of a random forest model on the 

training dataset, there are 106 true positive and 188 true negative values. 

 

 
 
 
 
 

 

FIGURE 4.7.3 Confusion Matrix of Random Forest Model on Training Dataset 

 
 

The recall for the training set is 0.10, and precision for a training set is 0.10. The 

accuracy of the random forest model in the training set is 0.10, which means that about 

100% of the training dataset were detected correctly. Based on what we got from the 

model’s training, we will then test our model. Thereafter compare the results we got 

from training to see how accurate the model can be in terms of maintaining the 

excellent accuracy. 
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FIGURE 4.7.4 Classification Report of Random Forest Model on Training Dataset 

 
 

 
According to the confusion matrix (FIGURE 4.7.5) of a random forest model on the 

testing dataset, there are 27 true positive and 40 true negative values. 

 

 

 

 

FIGURE 4.7.5 Confusion Matrix of Random Forest Model on Testing Dataset 

 
 

The recall for the testing set is 0.90, and precision is 0.93. The random forest model’s 

accuracy in the testing set is 0.91, which means that about 91% of the testing dataset 

were predicted correctly. The testing accuracy we got from testing a model shows that 

the random forest model is accurate in detecting malware attacks since there is no 

massive difference between training and testing accuracy 100% and 91% respectively. 

Furthermore, looking at other matrices from Figure 4.7.4 and 4.7.6 which are 

described below, Cohen’s kappa shows how our model exceeded detection that could 

have happened by chance in terms of the accuracy, so our model exceeded random 

detection by Cohen’s Kappa of 100% and on testing set is 81%. 

 

Area under the ROC curve (AUROC) indicates the model’s actual performance 

considering all possible cut-offs. Random forest model in the training set is 100%, 

and the testing set is 90%. Gini coefficient also helps in assessing classifiers and it is 

directly related to area under the ROC curve, Gini coefficient for training set is 

100% and for testing set is 79% which is slightly fair. 
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Matthew’s correlation in training is 100% and in testing is 82%, which means the MCC 

has done an excellent job by not being swayed by high positive (representing benign) 

results. 

 

 

FIGURE 4.7.6 Classification Report of Random Forest Model on Testing Dataset 

 
 
The gain at a specific decile level is calculated as the proportion of cumulative target 

instances up to that decile, divided by the total number of target instances in the entire 

dataset. The dotted reference line, characterized by a slope of 1, represents the 

expected random response in the absence of a model.  From the below charts figure 

7.7.7 for testing dataset, the percentage of targets covered at a given decile level 

shows a sharp increase above the reference line, then a flattening. The higher the gain 

(i.e., the further up it is from the baseline), the better the model. 
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FIGURE 4.7.7 Gain chart for Random Forest in testing set 

 
 

The lift chart depicted in Figure 4.7.8 is a measure of the improvement achieved by 

using a detective model compared to not using a model at all. It quantifies the ratio of 

the gain percentage to the percentage expected by random chance at a specific decile 

level. In the case of the testing set, a lift value of 1.6 for two deciles indicates that by 

selecting 20% of the records based on the model, one can anticipate finding 1.6 times 

the total number of target events compared to randomly selecting 20% without utilising 

a model. A higher lift value, meaning it is positioned further above the baseline, 

signifies a better-performing model. 
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FIGURE 4.7.8 Lift chart for Random Forest in testing set 

 
 

K-S or Kolmogorov-Smirnov chart shown in Figure 4.7.9 is utilised to evaluate the 

performance of classification models. Specifically, the K-S statistic measures the 

extent of separation between the distributions of positive and negative cases. A K-S 

value of 100 indicates perfect separation, where all positives are grouped together and 

all negatives are grouped separately. Conversely, if the model fails to differentiate 

between positives and negatives, it is akin to random selection from the population, 

resulting in a K-S value of 0. In most classification models, the K-S value falls within 

the range of 0 to 100, with higher values indicating superior separation between 

positive and negative cases. This implies that a higher K-S value corresponds to a 

better-performing model in terms of distinguishing between positive and negative 

instances. Therefore, KS-statistics is 80% which imply that random forest has the ability 

to separate between positive and negative distributions. 
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FIGURE 4.7.9 KS statistics for Random Forest in testing set 

 

 

Figure 4.7.10 represents the results of the model obtained after training and testing 

with balanced dataset. BA measures the average accuracy obtained from minority and 

majority classes. Therefore, our model has obtained 95%, which is a very good 

performance meaning that the random forest has shown capable performance. 

Random forest has obtained 82% GM, which has shown the significant ability to 

maximize TP and TN on a balanced dataset. 

 

 

FIGURE 4.7.10 BA AND GM on a balanced dataset 

 

 

 

 

 

CLASSIFIER Balanced Accuracy (BA) Geometric Means (GM)
Random Forest 94.895 82.486
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CHAPTER 5: CONCLUSION AND FUTURE WORK 
 

5.1 INTRODUCTION 
 

The objective of the study was to generate a synthesized malware dataset using 

generative adversarial network (GANs) called Wasserstein GAN with Gradient Penalty 

(WGAN-GP). Thereafter, create new features that will be compatible with our random 

forest model to produce efficient and accurate results. We used random forest feature 

importance to examine features that has high score towards detecting malware 

attacks. This improved a model’s performance since the lowest score features 

compared to other features were removed. Thereafter, we evaluated the performance 

of a model. In our analysis, we employed a confusion matrix along with a classification 

report that encompassed various performance metrics. These metrics included 

accuracy, precision, recall, F1-score, balanced accuracy (BA), and geometric means 

(GM). These matrices were selected because they are mostly used in classification 

models. The results of our model have shown promising results. The test results 

shows that random forest can detect malware attacks with an accuracy of 91%, recall 

of 100%, precision of 85%, Fl score of 92%, balanced accuracy of 95% and geometric 

metrics of 84%. From the results, we can conclude that random forest has the capacity 

to detect malware attacks. 

 

5.2 OVERVIEW OF THE STUDY 
 

As a result of this research, we explored the problem of a lack of large-scale 

comprehensive datasets whereby samples have characteristics such as being 

labelled, structured, and complete with all relevant information, including original 

network dumps, a variety of samples, attacks, protocols, domains, and usages, that 

are not lab-created traces and are 100% accurate and reliable. Secondly, addressing 

one of the major issues in machine learning, which is having to deal with an 

imbalanced dataset. 

In this study, we sought to answer four main questions: 
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i. What is the impact of the generated synthetic dataset on random forest model 

accuracy?   

ii. What is the impact of feature selection on malware detection accuracy? 

iii. What is the impact of feature engineering on random forest model 

performance? 

iv. How does random forest technique perform when evaluated using the 

proposed performance metrics? 

 

The objective of this study was to provide a solution to the problem of lack of large-

scaled data by generating a synthesized malware dataset using generative adversarial 

network (GANs). Thereafter, analyse the generated dataset for feature selection. 

Furthermore, analyse the generated dataset for feature engineering to improve the 

random forest model. Lastly, evaluate the performance of random forest technique in 

detecting malware using proposed performance metrics. 

 

Chapter one introduced background as well as the research problem.  The chapter 

highlighted the research aim, objectives, and questions. The motivation of the was 

discussed in detail. Scientific contribution of the study was also discussed. Availability 

of the resources was also highlighted. In sum up, ethical considerations of the study 

were emphasised. 

 

Chapter two provided an overview of the data, methods, and evaluation metrics that 

other researchers used and how the analysis were carried out. The studies around 

imbalanced datasets were reviewed in detail. The capacity of random forest was 

emphasised in comparison to with other models. The inference drawn from literature 

review were that random forest technique has extreme potential in malware detection. 

Hence, researchers have indicated that there is a lack of large comprehensive data, 

that is well balanced. 

 

Chapter three provided a detailed description of the dataset. Which includes data 

collection, how the data is structured and what it contains. The methods that used to 

synthetically generate and balance the dataset were critically examined. The overview 

of the methods that were used to analyse the data and how the analysis were carried 

out were highlighted. Lastly, we discussed the simulation tools that were utilised, the 
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parameters used in the simulation, and the performance metrics used to evaluate the 

proposed Random Forest method. 

Chapter four presented Exploratory data Analysis (EDA) of the original dataset and 

the analysis evaluation of generating a synthesized malware dataset by using 

Wasserstein GAN with Gradient Penalty (WGAN-GP). Thereafter, analysed the 

generated dataset for feature engineering and feature selection to improve the random 

forest model. And lastly, evaluate the performance of random forest technique in 

detecting malware using proposed performance metrics. The performance metrics 

utilised to evaluate the research model are the following: precision, F1-score, 

accuracy, recall, Balanced Accuracy (BA), and Geometric Means (GM). The results 

obtained are used to conclude on how the synthesised data and SMOTE technique 

impact random forest method. 

 

In the next chapter the conclusion related to the research problem as well as the 

findings and implications are discussed in detail. This chapter conclude with the 

contributions of this study, the implications for methods and future research, as well 

as the findings of the study. 

 

5.3 FINDINGS, IMPLICATIONS and CONCLUSION 
 

In this study, the most essential objectives that contributed to achieving the study’s 

aim: generating a synthesised dataset and evaluating a model’s performance in 

detecting malware attacks. The objectives were also used to prepare the dataset that 

was meant for training the model. From using GAN method, we found that generative 

adversarial network generated synthetic data that is similar to the original data. This 

simplified the application of normalization for feature creation. The data set was in the 

same approximate range and data type as the original data, which made it easier to 

apply min-max technique. Secondly, a larger data set was generated. From this 

finding, we can infer that, GAN is a suitable technique to deal with lack of large, scaled 

dataset problem. 

 

Figure 4.5.1 shows the results obtained from the feature created using the min-max 

normalization technique. The dataset is scaled between 0 and 1 because the original 
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data had features with a different scale. Which results in model over-fitting since it 

would have made it difficult for a model to learn during training. Therefore, the impact 

of Normalisation in this study was to prevent the random forest model from overfitting. 

Hence, Normalization technique addressed the issue of overfitting. Normalising the 

data did not compromise the data’s quality. Therefore, we can infer that Normalisation 

had a positive impact in random forest performance. 

 

Having normalized data, we then had to look for features that were compatible with 

the model, such that we can ensure that the data fed to our model were relevant 

enough for our model to produce good results. We performed feature importance using 

the random forest to identify features with a high score in detecting malware attacks. 

 

With features created and selected, we were able to train a random forest model that 

was able to make detection efficiently and accurately. The objectives were achieved 

together with answering all our research questions since, with the feature selected 

using random forest, we were able to train a model that detected malwares at the 

testing accuracy of 91%, which is very good since training was 100%. Even though 

we performed a thorough analysis and got better results from well-trained random 

forest model, this can further be improved by analysing different datasets. The findings 

aimed to contribute to the advancement of robust and efficient malware detection 

techniques, leading to enhanced cybersecurity practices in the face of evolving 

threats. 

 

The reviewed papers showed that random forest is the best ML algorithm in detecting 

malware attacks because it has proven to have the ability to handle imbalanced 

datasets and provide efficient accurate rate. Hence, our study has successfully proved 

that random forest is indeed an optimal algorithm in dealing with malware attack. 

However, following the reviewed papers along with our findings we can conclude that 

random forest is the optimal method in detecting the malware attacks.  
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5.3 FUTURE WORK 
 

Our study has specifically used supervised learning. Hence, it was obtained that 

random forest can detect malware attacks with an accuracy of 91%, recall of 100%, 

precision of 85%, Fl score of 92%, balanced accuracy of 95% and geometric metrics 

of 84%. From the results, we can conclude that random forest has the capacity to 

detect malware attacks. 

Therefore, the goal of future research can be to use unsupervised learning or 

reinforcement learning. Thereafter, build a hybrid model and evaluate its 

performance on distinct datasets.  Further, different dataset can be analysed to 

investigate the consistency of the model’s performance. Additionally, more machine 

learning algorithms can be evaluated supplemented by the technique to optimize 

the performance of machine learning algorithms in malware detections.  
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